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EMPLOYMENT ELIGIBILITY
VERIFICATION SYSTEMS

THURSDAY, JUNE 7, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON SOCIAL SECURITY
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:01 a.m., in
Room B-318, Rayburn House Office Building, Hon. Michael R.
McNulty (Chairman of the Subcommittee) presiding.

[The Advisory of the hearing follows:]
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ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE CONTACT: (202) 225-1721
June 07, 2007
SS-3

McNulty Announces A Hearing on Employment
Eligibility Verification Systems

Congressman Michael R. McNulty (D-NY), Chairman, Subcommittee on Social Se-
curity of the Committee on Ways and Means, today announced that the Sub-
committee will hold a hearing on current and proposed employment eligibility
verification systems and the role of the Social Security Administration in authen-
ticating employment eligibility. The hearing will take place on Thursday, June
7, in room B-318 Rayburn House Office Building, beginning at 10 a.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND:

Since 1986, United States immigration law has prohibited employers from know-
ingly hiring or continuing to employ aliens who are not authorized to work under
the Immigration and Nationality Act (INA). All employers are required to request
that employees, once hired, produce documents that show they are authorized to
work in the United States. Verification of the validity of the documents is not man-
datory. The Social Security card is one of a number of items that an employee may
use in combination with other identity documents to demonstrate work authoriza-
tion.

While the Department of Homeland Security (DHS) is responsible for enforcing
the INA prohibitions on unauthorized employment, the Social Security Administra-
tion (SSA) plays a key role in the verification process. Since 1996, employers have
had the option of verifying names and Social Security numbers (SSNs) of new hires
against SSA’s database through an employment eligibility verification system
(EEVS, formerly known as the Basic Pilot) operated jointly by SSA and DHS. Until
2003, the Basic Pilot was restricted to operate in only five states, but has since been
expanded nationally. Currently, about 16,700 employers at 73,000 hiring sites (less
than 1 percent of all establishments) participate in the EEVS. Most participating
employers do so voluntarily, but some are required to use the EEVS by law or be-
cause of prior immigration violations.

In 2006, the system received over 1.6 million requests for verification. Of these,
1.4 million cases were resolved by SSA. The bulk of the remaining cases were re-
ferred to DHS for further verification of work-eligibility.

The Government Accountability Office (GAO) and the SSA Inspector General have
found that the current system is hampered by inaccuracies in the records main-
tained by DHS and SSA. GAO and other auditors also have found that the current
EEVS is vulnerable to identification document fraud, prohibited and privacy-vio-
lating uses by employers, as well as discriminatory abuse.

Recent immigration reform proposals have included provisions to expand some
version of an employment eligibility verification system. Some of the proposals
would build on the current EEVS and require employers to verify all new hires,
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making the system mandatory for all 7.4 million private and 90,000 public sector
employers in the United States. These employers account for 60 million hires per
year, according to SSA. Other proposals include a requirement that the Social Secu-
rity card be enhanced with tamper-proof, counterfeit-resistant or biometric features.

In announcing the hearing, Chairman McNulty stated “If employment eligi-
bility verification is to be a key enforcement tool for immigration policy,
we must ensure the system is effective, efficient and feasible. We need a
better understanding of the possible consequences and impact on the So-
cial Security Administration if they are to undertake this expanded respon-
sibility without compromising their core mission of administering Social
Security.”

FOCUS OF THE HEARING:

The hearing will examine the current EEVS system and proposed expansions, in-
cluding the potential costs and increased workloads that would be faced by SSA.
The hearing also will examine the potential impact on workers and employers; how
it would interact with REAL ID and other identification methods; and the privacy
implications, especially in light of proposed data-sharing arrangements between
agencies.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS::

Please Note: Any person(s) and/or organization(s) wishing to submit for the hear-
ing record must follow the appropriate link on the hearing page of the Committee
website and complete the informational forms. From the Committee homepage,
hitp:/lwaysandmeans.house.gov, select “110th Congress” from the menu entitled,
“Committee Hearings” (http:waysandmeans.house.gov/Hearings.asp?congress=18).
Select the hearing for which you would like to submit, and click on the link entitled,
“Click here to provide a submission for the record.” Once you have followed the on-
line instructions, completing all informational forms and clicking “submit” on the
final page, an email will be sent to the address which you supply confirming your
interest in providing a submission for the record. You MUST REPLY to the email
and ATTACH your submission as a Word or WordPerfect document, in compliance
with the formatting requirements listed below, by close of business Thursday,
June 21, 2007. Finally, please note that due to the change in House mail policy,
the U.S. Capitol Police will refuse sealed-package deliveries to all House Office
Buildings. For questions, or if you encounter technical problems, please call (202)
225-1721.

FORMATTING REQUIREMENTS:

The Committee relies on electronic submissions for printing the official hearing record. As al-
ways, submissions will be included in the record according to the discretion of the Committee.
The Committee will not alter the content of your submission, but we reserve the right to format
it according to our guidelines. Any submission provided to the Committee by a witness, any sup-
plementary materials submitted for the printed record, and any written comments in response
to a request for written comments must conform to the guidelines listed below. Any submission
or supplementary item not in compliance with these guidelines will not be printed, but will be
maintained in the Committee files for review and use by the Committee.

1. All submissions and supplementary materials must be provided in Word or WordPerfect
format and MUST NOT exceed a total of 10 pages, including attachments. Witnesses and sub-
mitters are advised that the Committee relies on electronic submissions for printing the official
hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. All submissions must include a list of all clients, persons, and/or organizations on whose
behalf the witness appears. A supplemental sheet must accompany each submission listing the
name, company, address, telephone and fax numbers of each witness.

Note: All Committee advisories and news releases are available on the World
Wide Web at http://waysandmeans.house.gov.



The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—225-1721 or 202-226—
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

e —

Chairman MCNULTY. I want to welcome all of our witnesses
and all of our guests here today. Our hearing today will focus on
current and proposed systems for verifying the employment eligi-
bility of American workers under immigration law.

We are particularly interested in the impact of these proposals
on the Social Security Administration, an agency in which this
Subcommittee has a keen interest, and which already is very busy
administering retirement, disability, and survivor benefits.

The employment eligibility verification process relies heavily on
SSA to confirm the validity of Social Security numbers assigned to
workers. We currently have a modest employment -eligibility
verification system, formerly called Basic Pilot and now called
EEVS. It is used by about 17,000 employers at 73,000 hiring sites.

The major immigration reform proposals being considered all en-
vision a massive expansion of the system to cover all employers, at
an estimated 7%2 million hiring sites. These employers account for
about 60 million hiring decisions per year.

This expansion would present a very substantial new burden on
SSA, which would receive upward of 60 million queries per year.
If an employee’s information does not match SSA’s records, he or
she must contact SSA, often in person, to present documentation
and correct the record in order to keep their job.

We will hear from SSA and other experts about how there are
errors and discrepancies in the databases that would be used by
the system. Even a low error rate of 4 percent, the estimated per-
centage of errors in a key SSA database, would result in millions
of American workers having to contact SSA before they can be
hired. Most of them would be U.S. citizens.

We will also hear from an EPR panel of witnesses who will tes-
tify on how the proposed system would impact workers, their em-
ployers, and the privacy rights of American taxpayers, all of whom
will be affected by the proposed EEVS legislation.

Finally, we must also be wary of proposals that depend on the
Social Security Administration to create a new national ID card,
which is very costly and runs counter to efforts here and in the
states to combat identity theft.

If EEVS is to be a key enforcement tool for immigration policy,
we must ensure that the system is effective, efficient, and feasible
for SSA, for employers, and for employees. We must also ensure
that if SSA is going to be given a major new role in enforcing immi-
gration law, it must be provided with adequate resources to fulfill
this new charge without compromising its core duty to administer
Social Security.

At this time I would like to yield to my very good friend, distin-
guished veteran, and colleague, Sam Johnson, for an opening state-
ment.
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Mr. JOHNSON. Thank you, Mr. Chairman. I thank my colleague
from New York. With New York and Texas on board, we can prob-
ably get it done. What do you think, Sandy?

Mr. LEVIN. I think so. That is called power.

Mr. JOHNSON. I appreciate you holding this hearing on current
and proposed employment eligibility verification systems. I support
helping employers who want to do the right thing and obey our im-
migration laws. I want to see our immigration laws enforced to
deter those employers from knowingly breaking the law and hiring
illegal immigrants.

Because ID verification is an essential component of worksite en-
forcement, I want to protect workers from having their identities
stolen by someone working under their name and their Social Secu-
rity number.

Right now the Social Security Administration works with the De-
partment of Homeland Security to help employers voluntarily
verify the identifying information and employment eligibility of
their new hires. This verification system, known as the Employ-
ment Eligibility Verification System, or EEVS, formerly referred to
as the Basic Pilot Program. Now any employer can use it for free
if they choose.

Our colleagues in the Senate are now debating immigration over-
haul. One section of the Senate bill would require employers to
verify that all their employees are work-authorized. In other words,
for the first time, businesses would be required to obtain Federal
approval for their employees from a law enforcement agency.

I find this to be a little chilling, and I think most Americans
would oppose having to go through a law enforcement agency to
gain work authorization. Also, this new and unfunded employer
mandate would place significant burdens on employers, particu-
larly small business, and the Social Security Administration.

GAO and others have raised concerns regarding the accuracy of
the underlying databases this system would rely on and whether
responses would be timely if all employers were required to use the
system, as opposed to less than 1 percent of employers using the
system today.

Worse, the current system relies on a number of so-called iden-
tity documents which don’t stop identity thieves or the creation of
false documents. We need to find common sense solutions to these
problems.

The lure of employment opportunities in the United States has
long been acknowledged as a major reason for immigration, both
legal and illegal. Cutting off the demand for illegal workers
through enforcement of employment laws will help us secure our
borders.

This Subcommittee has had eight hearings in the past 4 years
focusing on Social Security number verification as well as ID
issues. It is now time for us to improve the employment eligibility
verification process so that American employers can confidently
hire people to work. Today’s witnesses will help us determine the
best way how.

Thank you, Mr. Chairman.

Chairman MCNULTY. I thank the distinguished Ranking Mem-
ber. Without objection, any additional opening statements by Mem-
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bers of the Committee will be included in the record. Of course, the
statements by the witnesses will be included in the record in their
entirety. We would ask, as usual, that in your testimony, you sum-
marize your testimony within about 5 minutes so that we can allow
for a maximum amount of time for the various questions.

Panel No. 1 consists of Frederick Streckewald, Assistant Deputy
Commissioner for Program Policy, Office of Disability and Income
Security Programs, of SSA; Steve Schaeffer, Assistant Inspector
General for the Office of Audit, Social Security Administration, Of-
fice of the Inspector General; and Richard Stana, Director of Home-
land Security and Justice, Government Accountability Office.

I thank all of you for being here today. We will start with Mr.
Streckewald, and take all of your testimony together, and then pro-
ceed to questions.

Mr. Streckewald.

STATEMENT OF FREDERICK G. STRECKEWALD, ASSISTANT
DEPUTY COMMISSIONER FOR PROGRAM POLICY, OFFICE OF
DISABILITY AND INCOME SECURITY PROGRAMS, SOCIAL SE-
CURITY ADMINISTRATION

Mr. STRECKEWALD. Mr. Chairman and Members of the Sub-
committee, thank you for inviting me here today to discuss SSA’s
role in helping to administer the Department of Homeland Secu-
rity’s Employment Eligibility Verification System or EEVS. This
system, formerly known as the Basic Pilot Program, allows employ-
ers to verify the employment eligibility information provided by
newly hired employees.

Worksite enforcement is key to successful immigration reform,
and a critical component of worksite enforcement is a strong em-
ployer verification system. The Administration supports mandatory
participation in an employment eligibility verification system by all
United States employers. We are pleased that you are holding the
hearing today to discuss the impact of the expansion of EEVS on
SSA, employers, and their employees.

Let me begin with a little background on the current system. In
1996, Congress enacted the Immigration Reform and Immigrant
Responsibility Act, which required testing three alternative meth-
ods of providing an effective, nondiscriminatory employment eligi-
bility confirmation process. The current EEVS was one of these
methods.

Today there are more than 17,000 employers participating in
EEVS at more than 77,000 worksites. So, far in 2007, we have han-
dled more than 1.8 million queries, an increase of 96 percent over
the same period last year.

Employers participate voluntarily, and they register with DHS to
use the automated system to verify an employee’s Social Security
number and work authorization status. The employer submits to
the system information from the employee Form 1-9. DHS then
sends this information to SSA to verify for all new employees that
the Social Security number, name, and date of birth match SSA
records.

For individuals alleging U.S. citizenship, SSA will also confirm
citizenship status, thereby confirming work authorization. For all
non-citizens, if there is a match with SSA, DHS then determines
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the current work authorization status. DHS then notifies the em-
ployer of the result. Ninety-two percent of initial verification que-
ries are confirmed within seconds.

Proposals pending in Congress would require all employers in
the United States to use the EEVS to verify employment eligibility
and the identity of all new hires. These proposals would phase in
participation over a period of time. Every year, however, approxi-
mately 60 million individuals start a new job. Therefore, we would
expect mandatory participation to have a substantial effect on our
Agency.

SSA’s role in EEVS relies upon the information in our Numident
database, which houses the name, date of birth, and Social Security
number of more than 441 million individuals. We have great con-
fidence in the integrity of the Numident, but in any large system
of records there will be some that require updating or correcting.

Our current experience with voluntary EEVS shows that for
every 100 queries submitted to the system, SSA field offices or
phone representatives are contacted three times. We anticipate
that in a mandatory system, the percentage of individuals coming
to us will be higher than in the current voluntary system.

If Congress enacts a mandatory EEVS, it is crucial that the tools
and resources be in place to ensure that the system works effi-
ciently and effectively, and that the proper safeguards are built in
to guarantee that United States citizens and work-authorized non-
citizens receive prompt confirmation of their work authorization
status.

Again, thank you for inviting me here today. We are grateful for
your ongoing efforts to ensure the Agency has the funding it needs
to accomplish its mission. On behalf of SSA, I want to thank you
for your continuing support for the Agency, for our mission, and for
our dedicated workforce.

I will be happy to answer any questions you may have.

[The prepared statement of Mr. Streckewald follows:]

Chairman MCNULTY. Thank you.

Prepared Statement of Frederick G. Streckewald, Assistant Deputy Com-
missioner for Program Policy, Office of Disability and Income Security
Programs, Social Security Administration

Mr. Chairman and Members of the Subcommittee:

Thank you for inviting me here today to discuss the Social Security Administra-
tion’s (SSA’s) role in helping to administer the Department of Homeland Security’s
(DHS) Employment Eligibility Verification System (EEVS). This system, formerly
known as the Basic Pilot Program, allows employers to verify the employment eligi-
bility information provided by newly hired employees.

Worksite enforcement is key to successful immigration reform, and a critical com-
ponent of worksite enforcement is a strong employer verification system. The Ad-
ministration supports—and proposals currently pending before Congress incor-
porate—mandatory participation in an employment eligibility verification system by
all United States employers. We are pleased that you are holding this hearing today
to discuss the impact of the expansion of EEVS on SSA, employers and their em-
ployees. We are keenly aware of the need to ensure that the system works the way
it is intended.

The History of the Current Voluntary System

The Immigration Reform and Control Act (IRCA) of 1986 required employers for
the first time to examine worker documents to check the employment eligibility of
newly hired employees. Ten years later, in 1996, Congress enacted the Illegal Immi-
gration Reform and Immigrant Responsibility Act (ITIRIRA), which required testing
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three alternative methods of providing an effective, nondiscriminatory employment
eligibility confirmation process; the current EEVS was one of the three methods.

The law required the voluntary EEVS to be implemented in a minimum of 5 of
the 7 States with the highest estimated population of noncitizens not lawfully
present in the United States. The five states were California, Florida, Illinois, New
York and Texas.

In March 1999, Nebraska was added to assist employers in the meatpacking in-
dustry. Employers in those six states were also allowed to include their work sites
located in other states. In 2002, Congress extended authorization for the system for
an additional 2 years. In 2003, Congress again extended the EEVS and expanded
the voluntary participation to include employers in all 50 States. The system will
expire in 2008 under current law.

In December 2004, before the nationwide expansion, there were 2,924 partici-
pating employers. Today, there are more than 17,000 employers participating in the
EEVS at more than 77,000 sites, and participation is growing by more than 1,000
employers every month. As the number of participating employers has grown, so has
the number of queries we handle. In Fiscal Year (FY) 2005, SSA handled approxi-
mately 980,000 queries; in FY 2006, we handled over 1,740,000. So far, in FY 2007,
we have handled more than 1,800,000 queries, an increase of 96 percent over the
same period last year.

The Process

Employers participate voluntarily and register with DHS to use the automated
system to verify an employee’s SSN and work authorization status. The employer
inputs information into the system from the Form I-9, the Employment Eligibility
Verification Form. DHS then sends this information to SSA to verify for all new em-
ployees that the Social Security number, name, and date of birth submitted match
information in SSA records. For individuals alleging United States citizenship, SSA
will also confirm citizenship status, thereby confirming work authorization. For all
non-citizens, if there is a match with SSA, DHS then determines the current work
authorization status. Within three to five seconds, through the system, DHS notifies
the employer of the result; employment authorized, SSA tentative nonconfirmation,
DHS verification in progress, or DHS tentative nonconfirmation.

Ninety-two percent of initial verification queries are confirmed within seconds. If
SSA cannot confirm that the information matches SSA records or cannot confirm
United States citizenship, DHS will notify the employer of the SSA tentative non-
confirmation. The employer must notify the employee of the tentative nonconfirma-
tion in order to provide the employee the opportunity to contest that finding. If the
employee contests the tentative nonconfirmation, he or she has eight days to visit
an SSA office with the required documents to correct the SSA record. The employer
must re-query the system to verify that the tentative nonconfirmation has been re-
solved.

SSA has a good ongoing working relationship with DHS. Together, we continue
to work to improve upon the operation of the current system—to make it work more
efficiently and more smoothly for employers and their employees. We have begun
laying the groundwork to increase our capacity to handle substantially heavier vol-
umes of verification transactions, as the voluntary program continues to grow. If
Congress mandates the use of the system, these improvements will facilitate nation-
wide expansion.

Mandatory Participation

There are several proposals now pending in Congress that would require all em-
ployers in the United States to use the EEVS to verify the employment eligibility
and identity of all new hires. The bills we have seen provide for some kind of
phased-in approach to mandatory participation and require employers operating in
the Nation’s critical infrastructures to be the first participants. Some proposals also
require employers to verify the employment eligibility and identity of their entire
workforce and to periodically re-verify the work authorization status of individuals
whose temporary work authorization is set to expire.

As I mentioned earlier, SSA and DHS are already working to lay the groundwork
for broader employer participation in the current EEVS. Every year, approximately
60 million individuals start a new job. Therefore, we would expect mandatory par-
ticipation to have a substantial effect on our Agency. It is vitally important that,
when Congress makes a decision regarding the implementation of a mandatory pro-
gram, we have adequate lead-time and resources. With these tools, we can effec-
tively expand the EEVS and ensure that it works successfully without impinging
on our ability to handle our other workloads.
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SSA matches information submitted by the employer against the information in
our Numident database, which houses the identifying information, including name,
date of birth, and SSN of more than 441 million individuals. We have great con-
fidence in the integrity of the Numident information. In fact, in a December 2006
report issued to Congress, SSA’s Office of Inspector General (OIG) commended the
accuracy of Numident information.

Of course, in any large system of records, there will be records that require updat-
ing or correcting. For example, the OIG found discrepancies in 4.1 percent of
Numident records that might lead to tentative nonconfirmations and that 7 percent
of naturalized citizens had not updated their Numident records to reflect their new
citizenship status. In the administration of our programs, we update or correct our
records at the time an individual applies for a replacement card, requests a change
in the record—a name change, for example—or applies for a Social Security benefit.
As part of the process to correct our records, we need to verify the identity of the
individual whose records we are updating and the information we are adding to the
individual’s records. That is why virtually all of these changes are made during a
face-to-face interview in our field offices.

One way we provide individuals the opportunity to review and, if necessary, cor-
rect their wage records is the annual Social Security Statement that goes to each
worker 25 years or older. The Statement provides individuals with an annual report
of wages recorded. In FY 2006, SSA mailed approximately 145 million Statements.

Our current experience with voluntary EEVS shows that for every 100 queries
submitted to the System, SSA field offices or phone representatives are contacted
three times. As the number of participating employers increases, the number of re-
lated contacts with SSA will also increase. We anticipate that in a mandatory sys-
tem the percentage of individuals coming to us will be higher than in the current
voluntary system.

As you know, the Agency is currently facing substantial challenges in meeting the
workloads of our core programs. With timely and adequate funding, we will be able
to meet the demands of a phased-in approach to mandatory participation. We are
grateful for your ongoing efforts to ensure the Agency has the funding it needs to
accomplish its missions.

Conclusion

At SSA, we have a proven performance record and can and will do what we are
called upon to do. The Administration supports a strong employer verification sys-
tem as a critical element of a successful and comprehensive approach to immigra-
tion reform. As increasing numbers of employers participate in the current vol-
untary EEVS, and considering the even greater number that will participate if man-
dated by Congress, it is crucial that the tools and resources be in place to ensure
that the system works efficiently and effectively and that the proper safeguards are
built in to guarantee that United States citizens and work authorized noncitizens
receive prompt confirmation of their work authorization status.

I want to thank the Chairman and members of the Subcommittee for inviting me
here today. On behalf of SSA, I want to thank the Subcommittee for its continuing
support for the Agency, for our mission, and for our dedicated workforce.

I will be happy to answer any questions you might have.

Mr. Schaeffer.

STATEMENT OF STEVEN L. SCHAEFFER, ASSISTANT INSPECTOR
GENERAL FOR THE OFFICE OF AUDIT, SOCIAL SECURITY
ADMINISTRATION OFFICE OF THE INSPECTOR GENERAL

Mr. SCHAEFFER. Good morning, Chairman McNulty, Mr. John-
son, and Members of the Subcommittee. It is a pleasure to be here
today to provide the Social Security Administration’s Office of In-
spector General’s perspective on Employment Eligibility
Verification Systems, or EEVS.

Each agency involved in EEVS has its own contribution to make
to the system’s success. The SSA OIG’s role is to evaluate the use
of SSA data within the EEVS process and recommend improve-
ments with respect to the accuracy and the security of such data.

SSA’s information constitutes the foundation of EEVS. The pur-
pose of our evaluations and reviews is to assist SSA in improving
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the accuracy of the employer wage reporting and reducing SSN
misuse and identity theft.

In 2006, the former Chairman of this Subcommittee, Mr.
McCrery, asked us to conduct several reviews relative to EEVS.
First, to assess the accuracy of the data used by EEVS, we turned
to SSA’s Numident file. This file contains relevant information
about Social Security number holders, including name, date of
birth, place of birth, and citizenship status, and these data are
used in the EEVS.

Although we found SSA’s information to be generally accurate,
we identified discrepancies in an estimated 18 million, or 4 percent,
of the Numident records that could result in incorrect feedback to
employers attempting to determine the employment eligibility of
their workers.

This incorrect feedback could lead to both false positives and
false negatives for employees. In addition, verification problems
may delay the hiring process and lead to an increase in visits to
SSA’s field offices.

In our second review, to assess the functionality of EEVS, we
gathered information on the experience of employers who had used
EEVS, as well as those who had used SSA’s Social Security number
verification service or SSNVS. We found that 100 percent of the
EEVS wusers interviewed rated the programs as excellent, very
good, or good. In addition, at least 98 percent of the users indicated
that their employers were very likely to continue to use the pro-
grams.

About 10 percent of the EEVS users reported that they experi-
enced minor problems using the two programs. In most of the
cases, the user reported that SSA and/or DHS staff were able to
resolve their problems timely.

We also found, however, that approximately 42 percent of EEVS
users were not using the program as intended. While the program
is intended to verify the work authorization of newly hired employ-
ees within 3 days after they are hired, some employers conducted
verifications for longstanding employees or individuals who were
not yet hired. Monitoring appropriate use should be part of any en-
hanced system.

In the third review conducted at the Subcommittee’s request, we
assessed controls over EEVS and SSA’s SSNVS to monitor poten-
tial abuse by employers, as well as SSA and DHS’s experience to
date with this monitoring. We found that SSA had established ef-
fective controls over access and use of sensitive data in its SSNVS
program, as well as effective controls to detect anomalies in SSNVS
usage and potential misuse of the program.

While we found that EEVS did not have the same level of con-
trols, we reported that DHS officials were meeting with counter-
parts from SSA and the IRS to discuss potential enhancements to
EEVS, avenues for greater cooperation, and the potential for adopt-
ing some of the monitoring and applicant verification activities al-
ready being performed under SSNVS.

We are now completing a fourth review where we are assessing
controls over all of SSA’s employee verification programs as well as
EEVS. This review will also highlight best practices, and as a part
of the audit, we will determine whether employers are receiving a
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consistent reply from all of these services. We expect to issue this
report in the next few months, and as always, will share a copy
with the Committee.

Through reports such as these, our efforts to ensure the reli-
ability of the data used by EEVS and the functionality and security
of EEVS helps employers report accurate wages to SSA and mini-
mize the improper use of SSNs.

Thank you, and I will be happy to answer any questions.

Chairman MCNULTY. Thank you, Mr. Schaeffer.

Mr. Stana.

STATEMENT OF RICHARD M. STANA, DIRECTOR OF HOME-
LAND SECURITY AND JUSTICE, GOVERNMENT ACCOUNT-
ABILITY OFFICE

Mr. STANA. Thank you, Chairman McNulty, Mr. Johnson, Mem-
bers of the Subcommittee. I appreciate the opportunity to partici-
pate in today’s hearing on EEVS. As we and others have reported
in the past, the opportunity for employment is a key magnet at-
tracting illegal aliens to the United States. In 1986, Congress
passed the Immigration Reform and Control Act, which established
an employment verification process for employers to verify all new
hired employees’ work eligibility, and a sanctions program for
fining employers who do not comply with the Act. The availability
and use of counterfeit documents, and the fraudulent use of valid
documents belonging to others, have made it difficult for employers
who want to comply with current employment verification proc-
esses to ensure that they hire only authorized workers. Counterfeit
documents have also made it easier for employers who don’t want
to comply and knowingly hire unauthorized workers to do so with-
out fear of sanction.

Over the years, immigration experts have said that the single
most important step that could be taken to manage lawful immi-
gration and reduce unlawful migration is to develop an effective
system for verifying work authorization. DHS and SSA currently
operate the EEVS program, which is a voluntary automated system
authorized by the 1996 Immigration Act, for employers to electroni-
cally check employees’ work eligibility information against informa-
tion in DHS and SSA databases. Of the 5.9 million employers in
the U.S., about 17,000 employers are now registered to use the pro-
gram, and only about half of these are active users. This program
shows promise to help identify the use of counterfeit documents
and assist U.S. Immigration and Customs Enforcement in better
targeting its worksite enforcement efforts, but the following areas
would need to be addressed before it is expanded to all employers
and is effectively implemented as envisioned in various immigra-
tion reform proposals.

First, program capacity would need to be expanded. DHS esti-
mated that increasing EEVS capacity could cost it $70 million an-
nually for program management and $300 million to $400 million
annually for compliance activities and staff. SSA officials estimated
that expansion of the EEVS program to 100,000 participants from
the current 17,000 would cost $5 to $6 million, and noted that the
cost of a mandatory EEVS would be much higher and driven by in-
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creased workload of its field office staff who resolve queries that
SSA cannot immediately confirm.

Second, data reliability issues would need to be addressed. The
majority of EEVS queries entered by employers, about 92 percent,
are confirmed within seconds that the employee is work-authorized.
About 7 percent of the queries cannot be immediately confirmed by
SSA, and about 1 percent cannot be immediately confirmed by
DHS. Resolving these nonconfirmations can take several days, or
in a few cases even weeks. DHS and SSA are considering options
for using additional automated checks to immediately confirm work
authorization, which may be important should EEVS be made
mandatory for all employers.

Third, while EEVS may help to reduce document fraud, it cannot
yet fully address identity fraud issues, for example, when employ-
ees present borrowed or stolen genuine documents. The current
EEVS program is piloting a photograph screening tool, whereby an
employer can more easily identify fraudulent documentation. DHS
expects to expand the use of this tool to all participating employers
by September 2007. Although mandatory EEVS and the associated
use of the photograph screening tool offer some remedy, limiting
the number of acceptable work authorization documents and mak-
ing them more secure would help to better address identity fraud
issues.

Finally, EEVS is vulnerable to employer fraud, such as entering
the same identity information to authorize multiple workers. EEVS
is also vulnerable to employer misuse that adversely affects em-
ployees, such as employers limiting work assignments or pay while
employees are undergoing the verification process. Currently there
is no formal mechanism for sharing compliance data with ICE
agents. DHS is establishing a new compliance and monitoring pro-
gram to help reduce employer fraud and misuse by, for example,
identifying patterns in employer noncompliance with program re-
quirements. Information suggesting employers’ fraud and misuse of
the system could be useful in targeting limited worksite enforce-
ment resources and promoting employer compliance with employ-
ment laws.

As an aside, our report last summer on selected countries’ experi-
ences with foreign worker programs found that while different ap-
proaches were used, and no country we studied did everything per-
fectly or effectively, many of the same issues existed in these coun-
tries as exist here. These include ensuring only that those author-
ized to work could obtain employment; that employers comply with
laws governing worksite conditions; that taxes and social insurance
payments are collected; and that appropriate mechanisms are
available, including data matching and sharing among agencies, to
help reduce immigration and labor law violations.

In closing, both DHS and SSA have taken a number of steps to
address weaknesses in the current EEVS program, but much more
needs to be done if this is going to be expanded to all employers.
This will require a substantial investment in staff and other re-
sources, at least in the near term, in both agencies. Implementing
an EEV program that ensures that all individuals working in the
country are doing so legally, and that undue burdens are not
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placed on employers or employees, will not be an easy task within
the timelines suggested in immigration reform proposals.
This concludes my oral statement, and I would be happy to an-
swer any questions that Members of the Subcommittee may have.
[The prepared statement of Mr. Stana follows:]

Prepared Statement of Richard Stana, Director of Homeland Security and
Justice, Government Accountability Office

Mr. Chairman and Members of the Subcommittee:

I appreciate the opportunity to be here today to participate in this hearing on
electronic employment verification. As we and others have reported in the past, the
opportunity for employment is one of the most powerful magnets attracting unau-
thorized immigrants to the United States. To help address this issue, in 1986 Con-
gress passed the Immigration Reform and Control Act (IRCA),! which made it ille-
gal for individuals and entities to knowingly hire, continue to employ, or recruit or
refer for a fee unauthorized workers. The act established a two-pronged approach
for helping to limit the employment of unauthorized workers: (1) an employment
verification process through which employers verify all newly hired employees’ work
eligibility and (2) a sanctions program for fining employers who do not comply with
the act.2

Following the passage of IRCA, the U.S. Commission on Immigration Reform and
various immigration experts indicated a number of problems with the implementa-
tion of immigration policies and concluded that deterring illegal immigration re-
quires, among other things, strategies that focus on disrupting the ability of illegal
immigrants to gain employment through a more reliable employment eligibility
verification process. In particular, the commission report and other studies found
that the single most important step that could be taken to reduce unlawful migra-
tion is the development of a more effective system for verifying work authorization.
In the over 20 years since passage of IRCA, the employment eligibility verification
process has remained largely unchanged. The House and Senate are considering leg-
islation to reform immigration laws and strengthen electronic employment
verification. Some of this legislation includes proposals that would require imple-
menting a mandatory, functional electronic employment verification program for all
employers before other immigration-related reforms could be initiated. Currently,
the U.S. Citizenship and Immigration Services (USCIS) administers, and Social Se-
curity Administration (SSA) supports, a voluntary electronic employment
verification program, called the Employment Eligibility Verification (EEV) program.

My testimony today is an update of our prior work regarding employment
verification and worksite enforcement. Specifically, I will discuss our observations
on the current electronic employment verification program and challenges to making
the program mandatory for all employers.

In preparing this testimony, we reviewed our past work on employment
verification and worksite enforcement efforts.? We analyzed updated information
provided by U.S. Immigration and Customs Enforcement (ICE), USCIS, and SSA of-
ficials on steps they are taking to address weaknesses identified in our prior work,
as well as challenges their agencies may face if an electronic employment
verification program were made mandatory. We examined regulations, guidance,
and other studies on the employment verification process. We also analyzed a report
on the results of an independent evaluation of the electronic employment eligibility
verification program, then known as the Basic Pilot program, conducted by the In-
stitute for Survey Research at Temple University and Westat in June 2004.4 Fur-

1Pub. L. No. 99-603, 8 U.S.C. § 1324a.

2JRCA provided for sanctions against employers who do not follow the employment
verification (Form I-9) process. Employers who fail to properly complete, retain, or present for
inspection a Form I-9 may face civil or administrative fines ranging from $110 to $1,100 for
each employee for whom the form was not properly completed, retained, or presented. Employ-
ers who knowingly hire or continue to employ unauthorized aliens may be fined from $275 to
$11,000 for each employee, depending on whether the violation is a first or subsequent offense.
Employers who engage in a pattern or practice of knowingly hiring or continuing to employ un-
authorized aliens are subject to criminal penalties consisting of fines up to $3,000 per unauthor-
ized employee and up to 6 months’ imprisonment for the entire pattern or practice.

3GAO, Immigration Enforcement: Weaknesses Hinder Employment Verification and Worksite
Enforcement Efforts, GAO-05-813 (Washington, D.C.: Aug. 31, 2005).

4Institute for Survey Research and Westat, Findings of the Basic Pilot Program Evaluation
(Washington, D.C.: June 2004).
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thermore, we received updated data on employer use of the current electronic em-
ployment eligibility verification system. We reviewed these data for accuracy and
completeness and determined that these data were sufficiently reliable for the pur-
poses of our review. We conducted the work reflected in this statement from Sep-
tember 2004 through July 2005 and updated this information in May and June 2007
in accordance with generally accepted government auditing standards.

Summary

A mandatory EEV would necessitate an increased capacity at both USCIS and
SSA to accommodate the estimated 5.9 million employers in the United States.5 As
of May 2007, about 17,000 employers have registered for the EEV program, about
half of which are active users. USCIS has estimated that a mandatory EEV could
cost USCIS $70 million annually for program management and $300 million to $400
million annually for compliance activities and staff, depending on the method for im-
plementing the program. The costs associated with other programmatic and system
enhancements are currently unknown. SSA is currently refining its estimates and
was not yet able to provide estimates for the cost of a mandatory EEV. According
to SSA officials, the cost of a mandatory EEV would be driven by the field offices’
i‘ncreased workload required to resolve queries that SSA cannot immediately con-
irm.

USCIS and SSA are exploring options to reduce delays in the EEV process. Ac-
cording to USCIS, the majority of EEV queries entered by employers—about 92 per-
cent—confirm within seconds that the employee is authorized to work. About 7 per-
cent of the queries cannot be immediately confirmed by SSA, and about 1 percent
cannot be immediately confirmed by USCIS. With regard to the SSA-issued ten-
tative nonconfirmations,® USCIS and SSA officials told us that the majority occur
because employees’ citizenship or other information, such as name changes, is not
up to date in the SSA database. Resolving some DHS nonconfirmations can take
several days, or in a few cases even weeks. USCIS and SSA are examining ways
to improve the system’s ability to use additional automated checks to immediately
confirm work authorization.

EEV may help reduce document fraud, but it cannot yet fully address identity
fraud issues, for example, when employees present borrowed or stolen genuine docu-
ments. The current EEV program is piloting a photograph screening tool, whereby
an employer can more easily identify fraudulent documentation. This tool is cur-
rently being used by over 70 employers, and USCIS expects to expand the use of
the tool to all participating employers by the end of summer 2007. Although manda-
tory EEV and the associated use of the photograph screening tool offer some rem-
edy, further actions, such as limiting the number of acceptable work authorization
documents and making them more secure, may be required to more fully address
identity fraud.

EEV is vulnerable to employer fraud that diminishes its effectiveness and misuse
that adversely affects employees. ICE officials stated that EEV program data could
indicate cases in which employers may be fraudulently using the system and there-
fore would help the agency better target its limited worksite enforcement resources
toward those employers. EEV is also vulnerable to employer misuse that adversely
affects employees, such as limiting work assignments or pay while employees are
undergoing the verification process. USCIS is establishing a new Compliance and
Monitoring program to help reduce employer fraud and misuse by, for example,
identifying patterns in employer compliance with program requirements. Informa-
tion suggesting employers’ fraud or misuse of the system could be useful to other
DHS components in targeting limited worksite enforcement resources and pro-
moting employer compliance with employment laws.

Background

In 1986, IRCA established the employment verification process based on employ-
ers’ review of documents presented by employees to prove identity and work eligi-
bility. On the Form I-9, employees must attest that they are U.S. citizens, lawfully

5In 2004, the most recent year for which data are available, there were approximately 5.9
million firms in the United States. A firm is a business organization consisting of one or more
domestic establishments in the same state and industry that were specified under common own-
ership or control. Under EEV, one employer may have multiple worksites that use the system.
For example, a hotel chain could have multiple individual hotels using EEV. This hotel chain
would represent one employer using the pilot program.

6In general, in cases when the EEV system cannot confirm an employee’s work authorization
status through the initial automatic check, the system issues the employer either an SSA or
a DHS tentative nonconfirmation of the employee’s work authorization status, which requires
the employee to resolve any data inaccuracies if he or she is able or chooses to do so.
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admitted permanent residents, or aliens authorized to work in the United States.
Employers must then certify that they have reviewed the documents presented by
their employees to establish identity and work eligibility and that the documents
appear genuine and relate to the individual presenting them. In making their cer-
tifications, employers are expected to judge whether the documents presented are
obviously counterfeit or fraudulent. Employers generally are deemed in compliance
with IRCA if they have followed the Form I-9 process in good faith, including when
an unauthorized alien presents fraudulent documents that appear genuine. Fol-
lowing the passage of IRCA in 1986, employees could present 29 different docu-
ments to establish their identity and/or work eligibility. In a 1997 interim rule, the
former U.S. Immigration and Naturalization Service (INS) reduced the number of
acceptable work eligibility documents from 29 to 27.7

The Illegal Immigration Reform and Immigrant Responsibility Act (IIRIRA)® of
1996 required the former INS and SSA to operate three voluntary pilot programs
to test electronic means for employers to verify an employee’s eligibility to work, one
of which was the Basic Pilot Program.? The Basic Pilot Program was designed to
test whether pilot verification procedures could improve the existing employment
verification process by reducing (1) false claims of U.S. citizenship and document
fraud, (2) discrimination against employees, (3) violations of civil liberties and pri-
vacy, and (4) the burden on employers to verify employees’ work eligibility.

In 2007, USCIS renamed the Basic Pilot Program the Employment Eligibility
Verification (EEV) program. EEV provides participating employers with an elec-
tronic method to verify their employees’ work eligibility. Employers may participate
voluntarily in EEV, but are still required to complete Forms I-9 for all newly hired
employees in accordance with IRCA. After completing the forms, these employers
query EEV’s automated system by entering employee information provided on the
forms, such as name and Social Security number, into the EEV Web site within 3
working days of the employees’ hire date. The program then electronically matches
that information against information in SSA’s NUMIDENT database and, for non-
citizens, DHS databases to determine whether the employee is eligible to work. EEV
electronically notifies employers whether their employees’ work authorization was
confirmed. Those queries that the DHS automated check cannot confirm are re-
ferred to DHS immigration status verifiers, who check employee information against
information in other DHS databases. The EEV process is shown in figure 1.

7Eight of these documents establish both identity and employment eligibility (e.g., U.S. pass-
port or permanent resident card); 12 documents establish identity only (e.g., driver’s license);
and 7 documents establish employment eligibility only (e.g., Social Security card).

8U.S.C. 1324a(b). IIRIRA was enacted within a larger piece of legislation, the Omnibus Con-
solidated Appropriations Act, 1997, Pub. L. No. 104-208, 110 Stat. 3009.

9The other two pilot programs mandated by IIRIRA—the Citizen Attestation Verification Pilot
Program and the Machine-Readable Document Pilot Program—were discontinued in 2003 due
to technical difficulties and unintended consequences identified in evaluations of the programs.
See Institute for Survey Research and Westat, Findings of the Citizen Attestation Verification
Pilot Program Evaluation (Washington, D.C.: April 2003) and Institute for Survey Research and
Westat, Findings of the Machine-Readable Document Pilot Program Evaluation (Washington,
D.C.: May 2003).
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Figure 1: Electronic Employment Verification Program Verification Process
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In cases when EEV cannot confirm an employee’s work authorization status either
through the automatic check or the check by an immigration status verifier, the sys-
tem issues the employer a tentative nonconfirmation of the employee’s work author-
ization status. In this case, the employers must notify the affected employees of the
finding, and the employees have the right to contest their tentative nonconfirma-
tions by contacting SSA or USCIS to resolve any inaccuracies in their records within
8 days. During this time, employers may not take any adverse actions against those
employees, such as limiting their work assignments or pay. After 10 days, employers
are required to either immediately terminate the employment or notify DHS of the
continued employment of workers who do not successfully contest the tentative non-
confirmation and those who the pilot program finds are not work-authorized.

The EEV program is a part of USCIS’s Systematic Alien Verification for Entitle-
ments Program, which provides a variety of verification services for federal, state,
and local government agencies. USCIS estimates that there are more than 150,000
federal, state, and local agency users that verify immigration status through the
Systematic Alien Verification for Entitlements Program. SSA also operates various
verification services. Among these are the Employee Verification Service (EVS) and
the Web-based SSN Verification Service (SSNVS), which can be used to provide
verification that employees’ names and Social Security numbers match SSA’s
records. These services, designed to ensure accurate employer wage reporting, are
offe(lied free of charge. Employer use is voluntary, and the services are not widely
used.

EEV Would Require An Increase in Capacity at USCIS and SSA

Mandatory electronic employment verification would substantially increase the
number of employers using the EEV system, which would place greater demands
on USCIS and SSA resources. As of May 2007, about 17,000 employers have reg-
istered to use the program, 8,863 of which were active users,1© and USCIS has esti-

10 Active users are those employers who have run at least one query in fiscal year 2007.
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mated that employer registration is expected to greatly increase by the end of fiscal
year 2007. If participation in the EEV program were made mandatory, the program
may have to accommodate all of the estimated 5.9 million employers in the United
States. USCIS officials estimate that to meet a December 2008 implementation
date, this could require about of 30,000 employers to register with the system per
day. The mandatory use EEV can affect the capacity of the system because of the
increased number of employer queries.

USCIS has estimated that a mandatory EEV could cost USCIS $70 million annu-
ally for program management and $300 million to $400 million annually for compli-
ance activities and staff. The costs associated with other programmatic and system
enhancements are currently unknown. According to USCIS, cost estimates will rise
if the number of queries rises, although officials noted that the estimates may de-
pend on the method for implementing a mandatory program. SSA officials told us
they have estimated that expansion of the EEV program to levels predicted by the
end of fiscal year 2007 would cost $5 to $6 million, but SSA was not yet able to
provide us estimates for the cost of a mandatory EEV. According to SSA officials,
the cost of a mandatory EEV would be driven by the increased workload of its field
office staff due to resolving SSA tentative nonconfirmations.1!

A mandatory EEV would require an increase in the number of USCIS and SSA
staff to operate the program. For example, USCIS had 13 headquarters staff mem-
bers in 2005 to run the program and 38 immigration status verifiers available for
secondary verification.12 USCIS plans to increase staff levels to 255 to manage a
mandatory program, which includes increasing the number of immigration status
verifiers who conduct secondary verifications.13 USCIS officials expressed concern
about the difficulty in hiring these staff due to lengthy hiring processes, which may
include government background checks. In addition, according to SSA officials, a
mandatory EEV program would require additional staff at SSA field offices to ac-
commodate an increase in the number of individuals visiting SSA field offices to re-
solve tentative nonconfirmations. According to SSA officials, the number of new staff
required would depend on both the legislative requirements for implementing man-
datory EEV and the effectiveness of efforts USCIS has under way to decrease the
need for individuals to visit SSA field offices. For this reason, SSA officials told us
they have not yet estimated how many additional staff they would need for a man-
datory EEV.

USCIS and SSA Are Exploring Options to Reduce Delays in the EEV Proc-
ess

In prior work, we reported that secondary verifications lengthen the time needed
to complete the employment verification process. The majority of EEV queries en-
tered by employers—about 92 percent—confirm within seconds that the employee is
authorized to work. About 7 percent of the queries are not confirmed by the initial
automated check and result in SSA-issued tentative nonconfirmations, while about
1 percent result in DHS-issued tentative nonconfirmations. With regard to the SSA-
issued tentative nonconfirmations, USCIS and SSA officials told us that the major-
ity occur because employees’ citizenship status or other information, such as name
changes, is not up to date in the SSA database. SSA does not update records unless
an individual requests the update in person and submits the required evidence to
support the change in its records. USCIS officials stated that, for example, when
aliens become naturalized citizens, their citizenship status is often not updated in
the SSA database. In addition, individuals who have changed their names for var-
ious reasons, such as marriage, without notifying SSA in person may also be issued
an SSA tentative nonconfirmation. According to SSA officials, although SSA in-
structs individuals to report any changes in name, citizenship, or immigration sta-
tus, many do not do so. When these individuals’ information is queried through
EEV, a tentative nonconfirmation would be issued, requiring them to go to an SSA
field office to show proof of the change and to correct their records in SSA’s data-

ase.
USCIS and SSA are exploring some options to improve the efficiency of the
verification process. For example, USCIS is exploring ways to automatically check

11Tn general, in cases when the EEV system cannot confirm an employee’s work authorization
status through the initial automatic check, the system issues the employer a tentative noncon-
firmation of the employee’s work authorization status.

12Thirty-eight immigration status verifiers were available for completing secondary
verifications. According to USCIS, at any one time about 3 to 5 immigration status verifiers
work to resolve tentative nonconfirmations. The other immigration status verifiers work on
other verification programs, such as the Systematic Alien Verification for Entitlements Program.

13USCIS officials noted that this does not include staff for monitoring and compliance func-
tions.
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for naturalized citizens’ work authorization using DHS databases before the EEV
system issues a tentative nonconfirmation. Furthermore, USCIS is planning to pro-
vide naturalized citizens with the option, on a voluntary basis, to provide their Alien
Number or Naturalization Certification Number so that employers can query that
information through the EEV system before referring the employees to SSA to re-
solve tentative nonconfirmations.'4 SSA is also coordinating with USCIS to develop
an automated secondary verification capability, which may reduce the need for em-
ployers to take additional steps after the employee resolves the SSA tentative non-
confirmation.1> USCIS and SSA officials told us that the agencies are planning to
provide SSA field office staff with access to the EEV system so that field office staff
can resolve the SSA tentative nonconfirmation directly in the system at the time
the employee’s record is updated at the field office. According to SSA officials, the
automated secondary verification capability is tentatively scheduled to be imple-
mented by October 2007. While these steps may help improve the efficiency of the
verification process, including eliminating some SSA tentative nonconfirmations,
they will not entirely eliminate the need for some individuals to visit SSA field of-
fices to update records when individuals’ status or other information changes.

USCIS and SSA officials noted that because the current EEV program is vol-
untary, the percentage of individuals who are referred to SSA field offices to resolve
tentative nonconfirmations may not accurately indicate the number of individuals
who would be required to do so under a mandatory program. SSA and USCIS offi-
cials expressed concern about the effect on SSA field offices’ workload of the number
of individuals who would be required to physically visit a field office if EEV were
made mandatory.

May Help Reduce Employee Document Fraud, but Cannot Yet Fully Ad-
dress Identity Fraud Issues

In our prior work, we reported that EEV enhances the ability of participating em-
ployers to reliably verify their employees’ work eligibility and assists participating
employers with identification of false documents used to obtain employment.16¢ If
newly hired employees present false information, EEV would not confirm the em-
ployees’ work eligibility because their information, such as a false name or social
security number, would not match SSA and DHS database information. However,
the current EEV program is limited in its ability to help employers detect identity
fraud, such as cases in which an individual presents borrowed or stolen genuine doc-
uments.

USCIS has taken steps to reduce fraud associated with the use of documents con-
taining valid information on which another photograph has been substituted for the
document’s original photograph. In March 2007, USCIS began piloting a photograph
screening tool as an addition to the current EEV system. According to USCIS offi-
cials, the photograph screening tool is intended to allow an employer to verify the
authenticity of a Lawful Permanent Resident card (green card) or Employment Au-
thorization Document that contain photographs of the document holder by com-
paring individuals’ photographs on the documents presented during the I-9 process
to those maintained in DHS databases. As of May 2007, about 70 employers have
been participating during the pilot phase of the photograph screening tool, and EEV
has processed about 400 queries through the tool. USCIS expects to expand the pro-
gram to all employers participating in EEV by the end of summer 2007.

The use of the photograph screening tool is currently limited because newly hired
citizens and noncitizens presenting forms of documentation other than green cards
or Employment Authorization Documents to verify work eligibility are not subject
to the tool. Expansion of the pilot photograph screening tool would require incor-
porating other forms of documentation with related databases. In addition, efforts
to expand the tool are still in the initial planning stages. For example, according
to USCIS officials, USCIS and the Department of State have begun exploring ways
to include visa and U.S. passport documents in the tool, but these agencies have
not yet reached agreement regarding the use of these documents. USCIS is also ex-
ploring a possible pilot program with state Departments of Motor Vehicles.

In prior work we reported that although not specifically or comprehensively quan-
tifiable, the prevalence of identity fraud seemed to be increasing, a development
that may affect employers’ ability to reliably verify employment eligibility in a man-
datory EEV program. The large number and variety of acceptable work authoriza-

14 According to USCIS, providing these data to employers would be voluntary to help ensure
that naturalized citizens are not subject to discrimination.

15 Currently, once an individual resolves the reason for the SSA tentative nonconfirmation, the
employer must then re-query the EEV system in order to finalize the verification.

16 GAO-05-813.
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tion documents—27 under the current employment verification process—along with
inherent vulnerabilities to counterfeiting of some of these documents, may com-
plicate efforts to address identity fraud. Although mandatory EEV and the associ-
ated use of the photograph screening tool offers some remedy, further actions, such
as reducing the number of acceptable work eligibility documents and making them
more secure, may be required to more fully address identity fraud.

Most Employers Complied with EEV Procedures, the Program Is Vulner-
able to Employer Fraud That Diminishes Its Effectiveness and Misuse
That Adversely Affects Employees

While Most Employers Complied with EEV Procedures, the Program Is Vulner-
able to Employer Fraud That Diminishes Its Effectiveness and Misuse That Ad-
versely Affects Employees.

EEV is vulnerable to acts of employer fraud, such as entering the same identity
information to authorize multiple workers. Although ICE has no direct role in moni-
toring employer use of EEV and does not have direct access to program information,
which is maintained by USCIS, ICE officials told us that program data could indi-
cate cases in which employers may be fraudulently using the system and therefore
would help the agency better target its limited worksite enforcement resources to-
ward those employers. ICE officials noted that, in a few cases, they have requested
and received EEV data from USCIS on specific employers who participate in the
program and are under ICE investigation. USCIS is planning to use its newly cre-
ated Compliance and Monitoring program to refer information on employers who
may be fraudulently using the EEV system, although USCIS and ICE are still de-
termining what information is appropriate to share.

Employees queried through EEV may be adversely affected if employers violate
program obligations designed to protect the employees, by taking actions such as
limiting work assignments or pay while employees are undergoing the verification
process. The 2004 Temple University Institute for Survey Research and Westat
evaluation of EEV concluded that the majority of employers surveyed appeared to
be in compliance with EEV procedures. However, the evaluation and our prior re-
view found evidence of some noncompliance with these procedures. In 2005, we re-
ported that EEV provided a variety of reports that could help USCIS determine
whether employers followed program requirements, but that USCIS lacked suffi-
cient staff to do so. Since then, USCIS has added staff to its verification office and
created a Compliance and Monitoring program to review employers’ use of the EEV
system. However, while USCIS has hired directors for these functions, the program
is not yet fully staffed. According to USCIS officials, USCIS is still in the process
of determining how this program will carry out compliance and monitoring func-
tions, but its activities may include sampling employer usage data for evidence of
noncompliant practices, such as identifying employers who do not appear to refer
employees contesting tentative nonconfirmations to SSA or USCIS. USCIS estimates
that the Compliance and Monitoring program will be sufficiently staffed to begin
identifying employer noncompliance by late summer 2007.

USCIS’s newly created Compliance and Monitoring program could help ICE better
target its worksite enforcement efforts by indicating cases of employers’ egregious
misuse of the system. Currently, there is no formal mechanism for sharing compli-
ance data between USCIS and ICE. ICE officials noted that proactive reduction of
illegal employment through the use of functional, mandatory EEV may help reduce
the need for and better focus worksite enforcement efforts. Moreover, these officials
told us that mandatory use of an automated system like EEV could limit the ability
of employers who knowingly hired unauthorized workers to claim that the workers
presented false documents to obtain employment, which could assist ICE agents in
proving employer violations of IRCA.

Concluding Observations

Although efforts to reduce the employment of unauthorized workers in the United
States necessitate a strong employment eligibility verification process and a credible
worksite enforcement program and other immigration reforms may be dependent on
it, a number of challenges face its successful implementation. The EEV program
shows promise for enhancing the employment verification process and reducing doc-
ument fraud if implemented on a much larger scale, and USCIS and SSA have un-
dertaken a number of steps to address many of the weaknesses we identified in the
EEV program. USCIS has also spent the last several years planning for an ex-
panded or mandatory program, and has made progress in several areas, but it is
unclear at this time the extent to which USCIC’s efforts will be successful under
mandatory EEV. It is clear, however, that a mandatory EEV system will require a
substantial investment in staff and other resources, at least in the near term, in
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both agencies. There are also issues, such as identity fraud and intentional misuse,
that will remain a challenge to the system. Implementing an EEV system to ensure
that all individuals working in this country are doing so legally and that undue bur-
dens are not placed on employers or employees will not be an easy task within the
timelines suggested in reform proposals.

This concludes my prepared statement. I would be pleased to answer any ques-
tions you and the subcommittee members may have.

Chairman MCNULTY. We thank all of the witnesses for their
testimony. Let me just begin by generally framing the issue, and
then we will go to some of my colleagues for questions.

This Committee has been working for some time, and as a mat-
ter of fact for some years, on the whole issue of the backlog in the
disability claims and so on, and all of the problems related to that.
And the situation as it exists right now I believe is a national em-
barrassment. When people are legitimately entitled to a govern-
ment benefit and come to the government to apply for that benefit,
and are told, you have to wait a year and a half or two years just
to get an answer, I think that is a disgrace.

So we are working on that as a separate issue, and we made
some progress in the budget resolution this year, and we hope to
have some results during the appropriations process.

With that as a backdrop, when I look at this issue I see a mas-
sive new undertaking here that is going to cost an awful lot of
money and require an awful lot of additional backup. I just want
to elicit from you your views as to how effective you think we can
be in a reasonable timeframe in setting up such a new system.

Now, Mr. Schaeffer, you mentioned additional visits to field of-
fices. If we were to expand this program to the estimated 60 mil-
lion new hires this year, how many additional field office visits do
you think that would entail?

Mr. SCHAEFFER. I would hesitate to put an exact number, but
it would be a substantial increase on the visits that are now taking
place, and without increased staff, would obviously lead to the dis-
ability backlog problem probably being exacerbated as opposed to
being addressed timely.

Chairman MCNULTY. Based upon how past Administrations
and Congresses have addressed the backlog issue, how confident
are you that the resources would be there?

Mr. SCHAEFFER. I would refer to Mr. Streckewald to answer
that question.

Chairman MCNULTY. That is fine.

Mr. STRECKEWALD. I really can’t hazard a guess, but our posi-
tion is that we can do whatever Congress asks us. We always have,
but need to be funded for it. This, as you said, Mr. Chairman, is
a huge new workload for us if we go to mandatory EEVS. I think
the estimate of 2 or 3,000 more work years, more people, hundreds
of millions of dollars of more money each year, is in the ballpark.

We need time to hire, equip and train new people so that they
can do this. We don’t know if we would expand our field offices. We
would probably try to fit them into the existing field offices and
tele-service centers. Our position is we hope Congress does see the
need to fund us for this workload so that it doesn’t disrupt our
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other critical workloads. As you mentioned, one of them is a top
priority—the disability hearings.

Chairman MCNULTY. Could you be any more specific with re-
gard to the additional number of work years that would be in-
volved?

Mr. STRECKEWALD. We are still working on our final figures.
We are looking at a couple of key elements that get us to that fig-
ure. One critical element is the fallout rate. Right now, for every
100 queries, we have three contacts to the field office or the tele-
service centers.

So, we are trying to use these key elements as a base and think
through what a mandatory system would look like instead of a vol-
untary system because our assumption is that companies that vol-
unteer for EEVS probably have fewer people trying to pass off as
legal workers.

So, we have roughly, in our estimates for mandatory EEVS that
we are working on now, doubled the full-out rate. So, we figured
it may be as high as 6 percent fallout rate. That fallout rate means
that 6 percent of, let’s say, 60 million new hires per year will be
3.6 million extra visits or phone calls to our field offices.

Each one of those takes 15 to 20 minutes to resolve, and most
of them will be resolved, as my colleague said, in probably just a
short period of time. Some of them may take a little longer if we
have to go through some additional verification processes.

That is the business process that we already are set up to do. It
would just greatly increase the volume of that business process.
That is why the funding is so critical.

Chairman MCNULTY. As we move along further in this process
and you do your additional analysis, can you give us more specific
information?

Mr. STRECKEWALD. I would be glad to do that, and work with
the Committee to do that.

Chairman MCNULTY. Great.

Mr. Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman.

I would like to follow up on that, Mr. Streckewald. Why do you
need more money and employees if it is all computerized? Theoreti-
cally, according to the way I am told it operates, you punch a but-
ton and a guy gets an instant response. You just said that.

Mr. STRECKEWALD. Now, 92 percent of the time, you are right.
Employers get an instant response. What we are looking at is the
ones that don’t have an instant response, the ones that don’t match
our records. It is about 7 percent for our records, I think 1 percent
for DHS records.

So, if you look at 7 percent, out of that, some people would never
contact SSA because they are illegal workers. A lot of them are
legal workers, are citizens, where their records just don’t match our
records. So, they come into our offices. They show us the proofs
that they need to show. We change our records to make sure that
they are up to date and then they fit what the employer has. Then
employees are authorized to work, and life goes on.

There is a lot of work, depending on the volume, if we go to a
mandatory EEVS.
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Mr. JOHNSON. How do you report the ones that don’t check out?
Do you report them to——

Mr. STRECKEWALD. The ones that come through the system
and are verified?

Mr. JOHNSON. That aren’t verified.

Mr. STRECKEWALD. Well, we do have a system for reporting
those, and we are working on a system that allows us to report
back to the employer to tell them the status of the resolution of the
mis-match. So, we are building that system so that the employers
will know and we will know and DHS will know how many cases
we get and what the resolution of each case is.

Mr. JOHNSON. Thank you. It is amazing to me that MasterCard
and Visa can do it instantly all over the world, and you can’t do
it here.

Mr. Stana, Mr. Rotenberg, a witness on our next panel, tells us
last month the Department of Homeland Security lost the employ-
ment records of 100,000 Federal employees containing names, So-
cial Security numbers, dates of birth, and bank account informa-
tion.

At a time when we are considering a massive expansion of the
collection of personal information by DHS, how can we be sure that
DHS can adequately safeguard workers’ personal information?

Mr. STANA. Well, let me say right up front that GAO has not
done a stress test, a privacy test, or we haven’t done any penetra-
tion testing of the system. We have spoken with DHS about their
system, and they capture this sensitive information on an Oracle
database. They have done privacy testing, and they are of the opin-
ion that they can safeguard the records. They have done the pri-
vacy checks in accordance with law.

Now, having said that, any time you collect data on hundreds of
thousands or millions of people, there is always the chance that
something may go awry. By the way, the 100,000 example you
used, I believe, was a TSA laptop. This is a little bit different. This
is a mainframe application, mainly.

Now, we have watched—as Members of the Subcommittee may
have—watched USCIS test the EEVS system using a phony name
to see what happens. The EEVS system is password protected, and
it does have the certain kinds of protections that you would expect
to see in remote applications.

So, I guess it would remain to be seen exactly how safe it is.
They do need to keep information in these databases because they
do want to do pattern testing over time. So, another issue is how
long do they keep the information? and DHS hasn’t really resolved
that yet, either.

Mr. JOHNSON. Well, thank you. According to what I under-
stand, less than 1 percent of the employers are participating in
that program now. On page 8 of your testimony, you say that ac-
cording to DHS, in order to begin implementation for all employers
beginning in December 2008, you need 30,000—or 30,000 employ-
ers would be required to register with the system per day.

With that, substantial investment will be needed in staffs, sys-
tems, resources. Can you assure the Congress that such an enor-
mous data collection processing system can be established?
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Mr. STANA. If you ask them to put something in place, some-
thing will be in place. Something is in place right now, and it has
17,000 registrants, and 8800 consistent users.

Mr. JOHNSON. Is the “something” going to work? Is that system
going to work?

Mr. STANA. They are trying to expand EEVS to about 6 million
businesses. It is a very hard thing to do. If I could just put it into
perspective, everyone on the dais is working on a two-year term,
and there are approximately 18 months left in your term.

So, if you figure it that way, by the end of your term of office
for this term—whether you go on to the next term is another
thing—DHS has to hire 255 program staff, 1800 monitoring staff,
procure office space, develop operating procedures, inform employ-
ers how to work the system, support worksite enforcement areas,
register approximately 30,000 businesses per day starting now. The
longer you wait

Mr. JOHNSON. Well, how did you get those figures? You said
GAO hasn’t even looked at it yet.

Mr. STANA. Oh, no. We looked at the program. We did not look
at the stress testing on the computer system. These are all things
that would have to be done so that by December 2008, it is ready
to service 5.9 million employers.

Now, there are ways to manage that. You can phase it in, or you
could enroll certain industries first, perhaps those involving critical
infrastructure. That is what it would take.

Mr. JOHNSON. I am over my time. Thank you, Mr. Chairman.

Chairman MCNULTY. Thank you, Mr. Johnson.

Mr. Levin may inquire.

Mr. LEVIN. So, what would be the cost of what you just read?

Mr. STANA. What USCIS estimated for the first year of oper-
ation, I believe, was $70 million in management costs and about
$300 to $400 million for compliance and investigative staff. That
doesn’t include computer upgrades that would be necessary. It
doesn’t include ICE investigators that follow up on any leads of em-
ployer abuse of employees or misuse. It is going to be substantial.

Now, having said that, any immigration expert would probably
tell you that of the handful of things that are must-haves in an im-
migration reform proposal, this would be one of them. So, it is
probably more a question of what type of a verification program
you have, not whether you would have one.

Mr. LEVIN. I think the Senate is going to be acting. They may
act this week. And the odds seem to be that they are going to pass
a bill. And so the odds are that we are going to need to address
this in the House. And so we need to begin to prepare for the possi-
bility, if not the probability.

To pick up what the Chairman said, who is doing the hard work
of itemizing the costs of this? Who is doing that?

Mr. STRECKEWALD. In Social Security, we have a budget shop
that works with the systems people and the programs people, and
our field office people, everybody that has a role in this. They have
a process they go through for any new workload. They try to budg-
et it and figure what the total cost would be. They are just now
revising those figures, so we don’t have them here today. We will
be happy to, again, submit them when they are available.
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Mr. LEVIN. When is that going to be?

Mr. STRECKEWALD. When is that going to be?

Mr. LEVIN. More or less?

Mr. STRECKEWALD. More or less, it should be shortly. I don’t
know exactly when, but in the next few weeks or shorter, I would
guess.

Mr. LEVIN. No. I think if it is a few weeks, it will be before we
pass the bill.

Mr. STRECKEWALD. What has been very helpful to us in get-
ting ready for this has been the expansion of the system that DHS
and SSA have partnered in. DHS is registering more employers
onto the system, which means we both have to build greater capac-
ity, and we have to make sure our business processes are sound,
and we have to move forward on building additional functionality
into the system.

So, that is in essence preparing us for great expansion, just by
preparing for moderate expansion.

Mr. LEVIN. Yes, but there is a cost to that, too. Right?

Mr. STRECKEWALD. Yes, there is. We have a reimbursable
agreement that we have developed between DHS and SSA that is
not yet signed, but at this point I think it is with the lawyers from
each agency, looking to make sure everything is right from their
agency’s perspective.

Mr. LEVIN. And it has a cost estimate?

Mr. STRECKEWALD. It has a cost estimate in there for this
year. It is based upon——

Mr. LEVIN. When you say for this year, you mean——

Mr. STRECKEWALD. 2007.

Mr. LEVIN. This fiscal year?

Mr. STRECKEWALD. Right.

Mr. LEVIN. And who is making the projection for next fiscal
year?

Mr. STRECKEWALD. Well, that is the budget shop that I was
talking about a little bit earlier. They are waiting to see what the
exact elements of a bill will be, and then they will plug in those
provisions and do the math and come up with an estimate.

Mr. LEVIN. So, you would expect that there will be available to
the Congress within the next short period a detailed itemization of
what this would cost, assuming there is complete coverage. What
kind of timeline is being assumed, and which bill?

Mr. STRECKEWALD. For getting it implemented, from our per-
spective? I think the timeline—the ramp-up approach—that is in
the current bill is probably sufficient for us. It kind of starts slowly,
then builds up.

Mr. LEVIN. When you say the current bill, you mean?

Mr. STRECKEWALD. The Senate bill.

Mr. LEVIN. The Senate bill.

Mr. STRECKEWALD. It starts over a several-year period, starts
with critical infrastructure, moves to new hires, and then moves to
everybody, your whole payroll. So, that allows us—as long as we
get the money early in the fiscal year—it allows us to hire, train,
and equip new employees to deal with the increased business and
increased workload.
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As that ramps up, so will our efforts to hire, train, and equip
new employees. So, we think that that is very doable with the ap-
propriate funding at the beginning of each year.

1\{[)1". LEVIN. The appropriate funding is going to be major, is it
not?

Mr. STRECKEWALD. Well, as I mentioned, in the neighborhood,
if you will, without giving any specific figures yet because they are
not done with our estimates, it could be in the peak years as much
as 2 to 3,000 work years or, as I say, people, extra people, new
hires, and up to $300 million a year during the peak years. So, that
is significant for us.

MI:) LEVIN. Two to 3,000? That is included in the figure you
gave?

Mr. STRECKEWALD. Yes. I tried to convert it to millions of dol-
lars. Basically—the major cost of that is people.

Mr. LEVIN. As I close, Mr. Chairman, I think that underlines
the need for this Congress and the Administration to face up to the
additional costs, because we do not want it to deter the effort to
get hold of the disability issue. You are going to be very blunt and
direct about what is needed, right?

Mr. STRECKEWALD. We are going to have our estimates short-
ly, and I will make sure that everybody is aware of them.

Mr. LEVIN. Thank you.

Chairman MCNULTY. Mr. Streckewald, what about the old esti-
mate I saw here of the agency estimating that it would cost ap-
proximately $10 billion to issue these new cards?

Mr. STRECKEWALD. That estimate

Chairman MCNULTY. That estimate is in the budget of Social
Security.

Mr. STRECKEWALD. Yes. We were talking about a different
process here. If we are talking about issuing new cards—I think
the $10 billion was reference to new cards

Chairman MCNULTY. Right.

Mr. STRECKEWALD [continuing]. What we had been talking
about was the fallout from the employer verification system. If we
go to issuing new cards to all new workers of all people in the
United States over 14 years of age. Yes, that figure is still approxi-
mately right. If you did it over 2 years or 5 years, it is going to
take about $10 billion to issue new cards to most of the people in
the United States. I don’t think it is much different today. It might
be a little higher today than when that was estimated a year ago.

Chairman MCNULTY. And I would again state for the record
that is more than the entire SSA operating budget right now.

Mr. STRECKEWALD. That is right.

Chairman MCNULTY. Mr. Lewis may inquire.

Mr. LEWIS. Thank you, Mr. Chairman.

I just want to go back to the privacy issue just for a minute here.
Mr. Schaeffer, your office supports data sharing and disclosure re-
strictions between the Social Security Administration and the De-
partment of Homeland Security. At the same time, I am sure you
would agree that the importance of protecting the privacy of tax-
payers is important.

So, what information should be shared with the Department of
Homeland Security?
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Mr. SCHAEFFER. Well, currently there is a limit on the infor-
mation that we can share because of IRS rules and regulations.
Some of the information that may be useful to share if you really
want to get a handle on people working in the country illegally
would be to focus on the employers that consistently have a large
number of items going into the earnings suspense file, which
means that the name and the Social Security number could not
match up within SSA’s records to a legitimate number holder; and
then have the appropriate enforcement action take place.

It is really difficult to try to go after the individuals because you
are really talking about millions of items that are going into the
ESF. So, the number of employers are much more finite, and that
is where it starts with. These employers are giving individuals a
job where their name and Social Security number do not match up
to SSA’s records.

Mr. LEWIS. Mr. Stana, would you like to comment?

Mr. STANA. You know, I would be a little cautious about sharing
a lot of data quickly with DHS if I were in SSA’s shoes. The rea-
sons are that, first, we haven’t had the full certification testing of
the databases, and we’d just want to make sure that they are in
good shape security-wise.

Second, the data that has been available to DHS in the past,
hasn’t been used. So, why would you want to release a lot of infor-
mation that they are not likely to use? Certainly SSA would want
to, on a case by case basis, at least, start out and to DHS say, what
is most useful to you, how can we help you, and let’s limit it to that
initially.

Once, DHS ramps up its compliance units, maybe there will be
opportunities for more broadly sharing information. I think the
kind of information that would be most useful to them, knowing
how their worksite and employer/employee compliance efforts work,
the kind of information that would be most useful would be infor-
mation dealing with Social Security numbers over time that keep
being used again and again by workers or employers.

Information about patterns over 10 years of noncompliance might
be in the earnings suspense file, maybe in other documents or
databases. I would be very carefully initially about opening it up
wholesale until we really had a better sense of what is useful.

Mr. LEWIS. Very good. Thank you.

Chairman MCNULTY. Thank you.

Mr. Becerra may inquire.

Mr. BECERRA. Thank you, Mr. Chairman. Thank you to all of
you for your testimony. And Mr. Chairman, thank you for this
timely hearing. I think it is important for us to move on this as
quickly as we can in the event there is comprehensive immigration
reform.

Gentlemen, let me ask a question, and first focus on the cost of
the current EEVS system. I suspect I should probably first ask Mr.
Streckewald this: How much did the EEVS system cost the SSA to
administer or to conduct last year, in 20067

Mr. STRECKEWALD. It cost us $891,000.

Mr. BECERRA. Under an agreement you have with DHS, Home-
land Security, you are to be reimbursed for those costs of doing
those inquiries?
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Mr. STRECKEWALD. Yes.

Mr. BECERRA. Have you yet been reimbursed?

Mr. STRECKEWALD. No. Not for that money.

Mr. BECERRA. Are you expecting to be reimbursed?

Mr. STRECKEWALD. We hope to be reimbursed.

[Laughter.]

Mr. STRECKEWALD. I assume our lawyers are still working to
resolve it, but that is almost a million dollars. That is a lot of
money. Actually, it is a million if you count a little bit of money
left over from 2005 that they weren’t able to pay us. So, approxi-
mately a million dollars, and to us every million counts. So, we do
hope to get that money reimbursed.

Mr. BECERRA. You mentioned a scary word, lawyers. Is there
a reason why a Federal Government agency, SSA, is having to em-
ploy its lawyers to talk to another Federal Government agency, the
Department of Homeland Security, when it has an agreement, a
document, that says that it is to be reimbursed?

Mr. STRECKEWALD. I can’t speak to that. I know that DHS felt
that it didn’t get the funding in order to be able to reimburse us,
and we said, well, we are doing work here. So there has been a
friendly, so far, exchange of arguments. I hope that it does get re-
solved where we are reimbursed for the money. I don’t disagree
with the point you are making.

Mr. BECERRA. Mr. Chairman, we may want to inquire of DHS
when we have that opportunity.

My understanding is, and you can correct me, Mr. Streckewald,
if I am wrong, but that for every million dollars, you could conduct
some 565 additional disability hearings to help reduce that backlog
of over 1.3 million cases of Americans waiting to have their dis-
ability claim processed through SSA.

Mr. STRECKEWALD. That is true.

Mr. BECERRA. So for every million dollars that DHS doesn’t re-
imburse you, under which they have an agreement to do so, then
you have to either cut back on services or allow those individuals
to wait even longer as they wait for their hearing to determine if
they should be receiving disability benefits.

Mr. STRECKEWALD. You are right.

Mr. BECERRA. How much have you spent so far to date doing
the inquiries that are required under the EEVS system, the em-
ployment verification system, for DHS?

Mr. STRECKEWALD. This year?

Mr. BECERRA. Yes.

Mr. STRECKEWALD. We have had 1.8 million inquiries, or que-
ries. So, what we are doing is setting up a reimbursable agreement
for the rest of the year because this was

Mr. BECERRA. If you could try to just give me the answer. I
apologize. It is just that I am going to run out of time. How much
do you estimate you have spent to date conducting EEVS services
for DHS?

Mr. STRECKEWALD. Well, I think it would be in the neighbor-
hood of $2 million that SSA has not been reimbursed because last
year it was nearly a million. This year, so far, we are about the
pace of last year. So, approximately $2 million. We could probably
submit the exact number for the record. [INSERT]
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Mr. BECERRA. Could you do that? My understanding from some
of the information we received from Committee staff was that it
was now exceeding $5 million.

Mr. STRECKEWALD. $5.9 million is the amount for all of FY
2007. We have a reimbursable agreement that we are working on
with DHS. They say they are going to sign it and that they have
the money this year. So, for FY 2007, it is about $5.9 million, and
that would cover us.

Mr. BECERRA. I see. So, that is the projection for the entire
year 2007?

Mr. STRECKEWALD. Yes. Yes.

Mr. BECERRA. Maybe we can help because I think it is out-
rageous that you are conducting a service that is outside the core
mission of your work for an agency under which you have an agree-
ment to do this, which is essential work, yet you are having to
underfund your programs that are helping lots of Americans who
are in desperate need in some cases of this assistance.

So, perhaps, Mr. Chairman, we can try to lend a hand to SSA
to try to get reimbursed for the monies it is due for the work that
it is done.

Let me ask a question with regard to error rates. I know this has
always been an issue with regard to the SSA and the Social Secu-
rity card because the Social Security number was never meant to
be a data-confirming number other than for purposes of Social Se-
curity benefits.

Tell me when I am wrong. I understand from an inspector gen-
eral report that was done back in December 2006—and Mr. Schaef-
fer, please tell me if I am incorrect on this—I understand that
there are about 17.8 million employees who are erroneously cat-
egorized as nonconfirmed in these checks that are done simply as
a result of discrepancies that are related to their name, birth date,
or citizenship status.

So, if someone gets married, the current file doesn’t reflect that
that individual has changed his or her her name as a result of mar-
riage. There are 17.8 million employees who don’t check out. That
is about 4.1 percent.

Mr. SCHAEFFER. That is basically correct. I wouldn’t say they
are all employees. That is of the active Social Security numbers in
SSA’s database, which theoretically they all could be employees,
but they all may not be employees.

Mr. BECERRA. Thank you for that correction. There are approxi-
mately about 5 million new hires per month in this country, more
or less?

Mr. SCHAEFFER. Right.

Mr. BECERRA. So, if you take that 4 percent error rate and
apply it to the 5 million or so new hires that occur every year, and
you are talking about somewhere close to—or over 200,000 Ameri-
cans on a monthly basis, about 2.5 million people on a yearly basis,
who could, based on discrepancies, be misidentified as not eligible
to work using the current Social Security database with its current
list of errors. Have I said anything wrong here?

Mr. SCHAEFFER. No. That is theoretically possible. One would
hope that things would get better over time.
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Mr. BECERRA. And, of course the error rate is higher, my un-
derstanding is, for foreign-born U.S. citizens. So, if you happen to
be born in another country but you have citizenship by birthright,
by your parentage, or for individuals who have come to this country
and have since become citizens, the error rates are even higher for
them.

Mr. SCHAEFFER. That is correct.

Mr. BECERRA. Mr. Streckewald, you wanted to say something?

Mr. STRECKEWALD. Yes. I don’t disagree with your figures. I
would maybe just clarify by saying that it is tentative nonconfirma-
tion. You are right, they are going to be told tentatively it looks
like you don’t have authorization to work. They come in to us, we
straighten it out, and then they are authorized to work.

So, it is not pleasant to have to do that, but it gets updated and
they get to work.

Mr. BECERRA. Mr. Chairman, I know my time has expired so
I won’t ask any more questions other than to just make the fol-
lowing point. My understanding is that your field offices serve
some 42 million visitors a year. You have lost—Social Security Ad-
ministration has lost—some 2,400 positions in the past 19 months,
and you are at your lowest staffing level now that you have been
since the 1970s.

Your processing time in most cases in most offices takes over 900
days. You requested a budget of President Bush totaling $10.4 bil-
lion. The President’s budget allotted Social Security Administration
$9.6 million. That is an $800 million loss right there.

With all of these tasks that are placed upon you and with the
burdens fiscally that you have, Mr. Chairman, I think it becomes
very obvious that we have to really examine this and try to help
make sure that SSA not only gets reimbursed from DHS for money
that it is due, but also that we get the resources to the agency to
make sure that if we do move forward on immigration reform, they
are able to do this, and not at the expense of Social Security appli-
cants for disability benefits or Social Security benefits.

Thank you.

Chairman MCNULTY. Mr. Ryan may inquire.

Mr. RYAN. Thank you. First of all, Mr. Chairman, I want to
thank you for having this hearing. Very good timing on this. We
need to do this.

As I look at this and I see this immigration bill most likely pass-
ing the Senate, it seems, and probably next week, is what we hear,
and then coming our way, we really have to get our hands around
this. I think most Members of Congress believe we need com-
prehensive immigration reform.

Then when you look at comprehensive immigration reform, most
people conclude a central premise of that is an airtight worker
verification system. So, we all kind of agree that that is necessary.

Then when we look at this system, the word fiasco comes to my
mind, to be honest with you. I guess here is the couple questions
I want to ask. Number one, do you really believe we could get this
thing up and running in 18 months and have a minuscule error
rate? Do you really believe that?
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Mr. STRECKEWALD. From Social Security’s perspective, I think
we will. Again, the funding is critical, but we have risen to chal-
lenges that we have been faced with. We will get it done.

I can’t speak to what the error rate will be, but right now it is
at about three contacts for every hundred queries. We would like
to get that down, but it is unknown in the future what that will
be if all employees must go through the system. We can get it done
with the proper funding.

Mr. RYAN. Then what pieces of personal information does Home-
land Security think they are going to need at the end of the day
to make this work?

Mr. STANA. First, if I might address the question this way.

Mr. RYAN. Sure. I would appreciate that.

Mr. STANA. To say the least, this is going to be a tremendous
challenge. You are talking about signing up 30,000 employers per
day from now until December 2008. What if employers wait until
fall 2008 to enroll? Then there’s the need to hire staff. Do back-
ground checks. Get office space. Procure new computer equipment.
You never say never, and something will probably be available in
December 2008. Is it going to be something that 5.9 million em-
ployers can use? It is going to be a challenge for DHS.

Now, your other question was dealing with the

Mr. RYAN. The pieces of information, all the pieces you think
they need.

Mr. STANA. The information that goes to Social Security for
EEVS, I believe, are name, Social Security number, and date of
birth. That is what goes, and it is checked against the Numident
database. The information for checking against DHS databases in-
clude the name and the A number, alien number, or the employ-
ment authorization number. That is the extent of the information
used. They get either a confirm or nonconfirm.

Mr. RYAN. The goal of the system is twofold. Right? You are who
you say you are, and you are eligible to work in this country.

Mr. STANA. Also you are work-authorized.

Mr. RYAN. Right?

Mr. STANA. Yes.

Mr. RYAN. Have you ever considered the idea of maybe having
a private-based identity system for identifying who you are, and
then referencing the Social Security database to see if you are eligi-
ble to work or not? Have you ever considered those kinds of ideas,
those kinds of systems?

Mr. STANA. GAO hasn’t seen those kinds of things being seri-
ously considered. I have heard discussions of using other means.
Mr. Johnson mentioned, swiping a credit card, and why can’t you
get the verification done quicker?

Mr. RYAN. Yes. Right.

Mr. STANA. I have heard of using private sector facilities like
credit card terminals but one of the stoppers, frankly, is getting the
right equipment out to the employers to use for this quick
verification. Right now it just requires a computer and Internet ac-
cess. If you want to do something more with biometrics, it may re-
quire something more sophisticated. I have heard the “credit card”
solution tossed around, but not seriously considered.
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Mr. RYAN. So, $370 million is the number I just heard when I
added up all that you said you think you need, Mr. Streckewald.
So, $370 million I am taking as sort of the minimum up-front cost
annually to get a system like this going. You are going to give
us
b Mr. STRECKEWALD. We don’t have the exact figures yet,

ut

Mr. RYAN. But you are going to give us a budget estimate in
about three or four weeks, you told Mr. Levin?

Mr. STRECKEWALD. I hope to be able to. We will get it to you
as soon as it is done.

Mr. RYAN. So, that number will probably go up to half a billion?

Mr. STRECKEWALD. That was the figure for DHS. Three to
$400 million for compliance staff, and another $70 million for pro-
gram management. So, it could be $370 to $470 million.

Mr. RYAN. By the end of our terms, we are going to be—I don’t
see a clock so I don’t know what my time is—but by the end of our
terms here, by 18 months, we are expecting every employer to
verify every—actually, it is a four-year staggered process. Correct?
So, can you walk me through that? I am not precisely familiar with
the Senate bill, but it is—how do they roll in who all is checked?

Mr. STRECKEWALD. If I recall

Mr. STANA. I have got that.

Mr. STRECKEWALD. Why don’t you go ahead. It does ramp up.

Mr. STANA. There are two——

Mr. RYAN. What is the ramp-up?

Mr. STANA. Gutierrez-Flake is a different version, but I can give
you both, if you like. The Senate version is in six months you want
all new employees hired after the act is passed in critical infra-
structure and government to be verified. By 18 months, you want
new employees in all sectors to be verified. After three years, you
want all employees, old and new to be verified. That is the Senate
proposal.

Mr. RYAN. Three years? Okay.

Mr. STANA. On the Gutierrez-Flake proposal, the STRIVE Act,
it is in year one, all employees working in critical infrastructure
are to be verified. In year two, all large firms with 5,000 or more
employees would have their employees verified. In the third year,
mid-size firms would be added. In the fourth year, employees in
small firms would be verified. Those criteria could probably be ad-
justed if need be.

This gets to the stress that is put on the field offices. It depends
on how you manage EEVS implementation. Once an employee’s
data is validated in NUMIDENT, he or she is probably not going
to get nonconfirms when seeking employment in the future unless
there is a name change due to marriage, for example.

Mr. RYAN. Well, I would simply just say, Mr. Chairman, I think
we owe it to our constituents, our colleagues, and our country to
try and fix this or figure this out if this train is really coming on
the rails as fast as it looks like it might be.

I would like to look into the possibility of not necessarily having
a centralized database but a decentralized database, where we can
use some of the ingenuity that is going out there in the private sec-
tor.
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So, with that, I yield. Thanks.

Chairman MCNULTY. Ms. Tubbs Jones may inquire.

Ms. TUBBS JONES. Thank you, Mr. Chairman. Gentlemen, I
3pologize for being late. In Congress they give us lots of things to

0.

I want to speak to Mr. Streckewald. You are real optimistic. You
oversee the disability and income security programs. Do you know
how many people there are in America that are waiting for a dis-
ability determination? We haven’t fixed that yet, to then give you
a greater responsibility of doing an employment verification sys-
tem.

How many people do you need to fix that part before you do em-
ployment verification?

Mr. STRECKEWALD. Well, we are still looking at what ap-
proach will work best. My understanding, we have come up with
a multi-faceted approach that not only looks at the old cases to try
to get them out and get decisions on them, but also tries to sort
through the new ones so that they don’t become the old cases. So,
Ihthink the Commissioner is coming out with a plan shortly on
that.

Ms. TUBBS JONES. Then we are trying to figure out how we
hire the employees to do the work that needs to be done. The issue
was that there is a 10-year-old list of hearing officers and we have
to hire some new ones.

So, in employment verification, it is likely there is going to be a
list, that we have to put the list together to hire the people from
the list, and on and on and on? Come on. Be real with us. I know
the Administration is saying what you can do, but the reality is
that this is not going to happen. I know you don’t want to say it.
I am going to say it for you. This ain’t going to happen.

[Laughter.]

Mr. STRECKEWALD. We like to think with proper funding, this
particular business process is doable. I apologize for seeming overly
optimistic.

Ms. TUBBS JONES. You know, that is what we heard about—
and I am not pointing individually at you or any of your colleagues
at the table. Realism has to set in somewhere in this process so
that there is not an anticipation by the people of America that we
can do what people are talking about doing within 18 months.

I am more of a person that would say I love individual ingenuity,
and privatization is something that could happen, but I also like
people having jobs that are guaranteed and secure. There are peo-
ple who would love to come and work at the Government till and
have an opportunity to pursue this.

So, I would like to encourage you to figure out, if everybody else
is doing it, why can’t the Federal Government do it? Why can’t we
come up with a system by which we can do the work of employ-
ment verification?

I could ask a lot of questions, but the bottom line for me is, tell
me the truth. Don’t—and I am not saying you are lying—don’t mis-
understand me, but don’t make me anticipate more than I am real-
ly going to get.

Mr. Chairman, Ranking Member, thank you so much for the op-
portunity to ask the questions. I am running. Thanks.
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Chairman MCNULTY. The Ranking Member has an additional
question.

Mr. JOHNSON. Mr. Schaeffer and Mr. Stana, I would like to ask
you this one question: Is it possible to achieve a tamper-proof,
fraud-resistant ID card?

Mr. STANA. Is it possible?

Mr. JOHNSON. Yes. I want to listen to him first.

Mr. SCHAEFFER. I would say anything is possible. However,
the probability of achieving that, I think, would be very difficult.
Most things that happen in that, once the card is out there and the
people that want to circumvent that, once they start reverse engi-
neering, almost always they develop the ability to do so.

So, you may have a tamper-proof card today and it may last for
a period of time. It may not be—to me, the probability that the
tamper-proof card that you develop today, for it lasting forever, I
would say a very small probability, that you would have to contin-
ually be revising that card, with the associated cost associated with
it, to have to stay one step ahead of those who would be looking
at a way to defeat it.

Mr. JOHNSON. Mr. Stana?

Mr. STANA. I would say it is possible. If you put the right secu-
rity features on an identity card, it might be useful for some time.
Those security features would be mainly biometric—retina scans,
enhanced fingerprints, other digital information.

I would also note for this purpose of verifying that the person
who is sitting in front of you, if you are the employer—is the indi-
vidual who they say they are—would probably require some expen-
sive equipment for employers to maintain. So, that is the other as-
pect of it.

There are secure cards that are used to verify identity in top se-
cret locations, and I suppose you could use those kinds of cards. I
agree with my friend here that it is a matter of time before secure
cards and systems get hacked. You would have to probably renew
a card periodically to keep it reliable and secure.

Mr. JOHNSON. Thank you, Mr. Chairman.

Chairman MCNULTY. I thank all of the members of the panel.
Members may have additional questions that they want to submit
to you in writing, and I would ask that you would reply to them.
I would ask you to respond to some staff inquiries that we may
have as a result of your testimony at the hearing today, too.

Mr. Streckewald mentioned that the Social Security Administra-
tion has risen to past challenges. I believe he is correct, when—and
you had that big qualifier there—when the proper resources are
made available.

So that is a big qualifier on this whole issue. I would submit to
you that the resources have not been made available with regard
to the disability backlog. That is why that is an unmitigated dis-
aster.

There is no reason why a citizen of the United States of America
should come to the Social Security agency or to a Member of Con-
gress with an application for benefits, and be told, we will get back
to you in a year and a half or two years.

That is a disgrace. That is because you don’t have the proper re-
sources to do that. So, before we embark on any new big expanded
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program, one of my main concerns is going to be to make sure that
if we do this, that we do have the proper resources.

We thank all the members of the panel. We will now hear from
panel two.

[Pause.]

Chairman MCNULTY. We thank all of the panel members for
being here. Let me just begin by introducing the panel members.

Tyler Moran, Employment Policy Director of the National Immi-
gration Law Center.

Angelo Amador, Director of Immigration Policy, U.S. Chamber of
Commerce.

Sue Meisinger, President and CEO, Society for Human Resource
Management, on behalf of the Human Resource Initiative for Ille-
gal Workforce.

Peter Neumann, Principal Scientist, SRI International, on behalf
of U.S. Public Policy Committee of the Association for Computing
Machinery.

Marc Rotenberg, Executive Director, Electronic Privacy Informa-
tion Center.

So, we thank all of you for being here. Your entire testimony will
be included in the official record. We ask that you summarize your
comments to stay within 5 minutes. You see the little prompter in
front of you; when the amber light comes on, we ask you to try to
wrap up and conclude when the red light appears.

Again, we thank you for taking time out of your busy schedules
to help us address this issue. We will start with Ms. Moran.

STATEMENT OF TYLER MORAN, EMPLOYMENT POLICY DIREC-
TOR, NATIONAL IMMIGRATION LAW CENTER, BOISE, IDAHO

Ms. MORAN. Good morning, Chairman and Mr. Johnson, Mem-
bers of the Committee. Thank you for the opportunity to allow me
to address the critical issue of EEVS, or EEVS. This issue has not
received the attention it deserves, and so it is critical that this
Committee is holding a hearing today.

My name is Tyler Moran. I am the Employment Policy Director
for the National Immigration Law Center. NILC is a nonpartisan
national legal advocacy organization that works to promote and ad-
vance the rights of low-income immigrants and their families.

NILC has tracked the Basic Pilot Program since it was imple-
mented in 1997, and we have extensive experience assisting immi-
grant advocates in responding to problems with the program, in-
cluding the way in which it has been used to adversely affect work-
ers.

Because of this experience, we do not support a mandatory
EEVS. However, because it enjoys almost universal support in Con-
gress, we want to work with you all to ensure that a system is im-
plemented that is accurate and that avoids negative consequences
for workers, both U.S.-born and immigrant.

While the focus of the Basic Pilot and the immigration reform de-
bate has largely focused on DHS, as you heard this morning, SSA
plays an integral role in its functionality. If it were to become man-
datory, SSA would have to process 60 million queries per year
versus the 1.8 it currently does.
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So, a number of studies have found that the Basic Pilot Program
has significant weaknesses, including its reliance on government
databases that have unacceptably high error rates, and employer
misuse of the program to take adverse action against workers. The
significant weaknesses that exist in the current program, which
serves approximately 17,000 employers, would be greatly exacer-
bated if the program were to surge to over six million.

Improvements to the Basic Pilot have been made in the past 10
years, but they are not sufficient enough for a mandatory program
that, because of database errors, could take away people’s liveli-
hood. Additionally, if the current flaws are not addressed before it
is made mandatory, it could lead to noncompliance, which would
result in certain businesses and workers moving into the under-
ground, unregulated cash economy, which could result in billion-
dollar losses in Federal, state, and local tax revenues. A similar sit-
uation would occur if an EEVS were to be implemented outside the
context of comprehensive immigration reform.

So, the database errors: As you heard this morning, we have got
a 4.1 percent error rate. The error rate affects all workers, but it
disproportionately affects immigrants. The impact is the most on
foreign-born naturalized citizens.

Most people don’t know when you naturalize to tell SSA that
they changed their status. So, there are over three million records
that have incorrect information on those folks. So they are going
to have to go into SSA field offices to correct the information. So,
the burden on your constituents could be enormous.

When workers receive a tentative nonconfirmation, they can’t
call the SSA field office. They actually have to physically go into
the SSA field office. Right now, one-third of people simply applying
for an SSN have to go back to the office with additional documenta-
tion. They have to make two trips.

From testimony from the National Council of Social Security
Management Associations, wait times in field offices are running 2
to 3 hours, with some over 4 hours. So, if you think you are getting
calls on disability right now, just wait until this is implemented.

So, the independent evaluation also found that employers misuse
the Basic Pilot. For example, the law requires that you first extend
a job offer and then you put the person’s information through the
system. In violation of this requirement, 42 percent of employers
put workers through Basic Pilot before extending a job offer.

Why is this a problem? It is a problem because, because of these
high error rates, most people who get tentative nonconfirmations
are actually authorized to work. So, if they are not hired because
of a tentative nonconfirmation, they never know that there is a
problem, they are never hired, and then they can’t go and fix the
database errors. It might happen again at their next job.

Employers also penalize workers who receive tentative noncon-
firmations, and 45 percent of employers subject people to pay cuts,
delays in job training, and other restrictions on working.

So, what do we need to do to have a workable system? First, I
want to start out and say the STRIVE Act in the House is what
we consider the best effort at addressing an EEVS in a meaningful
and thoughtful way. I do want to mention, too, that there is an
independent evaluation commissioned by USCIS that has not been
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released to the public, and I would urge you all to get a copy of
that report before you move forward. It is by the Westat Corpora-
tion.

So, one, we need to phase in the system at a reasonable rate, and
we need to have objective benchmarks. So, SSA and DHS have to
prove to us they can meet certain levels of database accuracy, pri-
vacy, employer compliance with the system, and low error rates be-
fore the system is implemented. It is simple: Prove the system
works before you implement it.

Two, include meaningful due process protections because for the
first time in the history of this country, your constituents are going
to have to ask the Federal Government for permission to work. If
they are wrongly denied, they are going to be mad, and there
should be a way for them to correct those errors.

Last, include workable documentation requirements that do not
require a real ID license or a hardened SSN card, neither of which
exist. Fifteen states thus far have said they will not implement the
REAL ID Act.

Last, I forgot, strong anti-discrimination protections that prohibit
employers from misusing the EEVS to penalize workers.

So, I just want to conclude by saying the House of Representa-
tives is going to move forward on a immigration bill after the Sen-
ate finishes up this week. It is critical that it be guided by the les-
sons learned of the last 10 years of Basic Pilot. Since so much of
the focus is on DHS, it will be critical for this Committee to work
with the Judiciary Committee to help inform them about the im-
pact of the system on SSA, and what resources will be needed to
fix those database errors, and also how the agency can work with
DHS to make sure that employers are following the rules and not
taking adverse action against workers.

So, I would be happy to answer any questions, particularly about
any of the proposals before Congress right now.

[The prepared statement of Ms. Moran follows:]

Prepared Statement of Tyler Moran, Employment Policy Director, National
Immigration Law Center, Boise, Idaho

Members of the Committee, thank you for the opportunity to address the critical
issue of current and proposed electronic employment verification systems (EEVS).
My name is Tyler Moran, and I am the Employment Policy Director at the National
Immigration Law Center (NILC). NILC is a nonpartisan national legal advo-
cacy organization that works to advance and promote the rights of low-in-
come immigrants and their family members. Since its inception in 1979, NILC
has earned a national reputation as a leading expert on the intersection of immigra-
tion law and the employment rights of low-income immigrants. NILC’s extensive
knowledge of the complex interplay between immigrants’ legal status and their
rights under U.S. employment laws is an important resource for immigrant rights
coalitions and community groups, as well as national advocacy groups, policy-
makers, attorneys and legal aid groups, workers’ rights advocates, labor unions, gov-
ernment agencies, and the media.

Overview

My testimony today will focus on (1) the limitations of the current electronic em-
ployment verification system—the Basic Pilot program—upon which most proposed
EEVS are based; (2) a summary of the impact of a flawed EEVS on the Social Secu-
rity Administration (SSA) and on foreign-born workers; (3) an explanation of what
provisions must be included in any mandatory EEVS; and (4) an analysis of the
EI{ZIVS proposed in the 2007 House and Senate comprehensive immigration reform

ills.



37

NILC has tracked the Basic Pilot program since it was implemented in 1997 and
has extensive experience assisting immigrant advocates, attorneys, unions and other
worker advocates in responding to problems with the program, including the way
in which it has adversely affected workers. Because of this experience, we do not
support expansion of a mandatory EEVS. However, because the concept enjoys al-
most universal support in Congress, and therefore will almost certainly be incor-
porated into any comprehensive immigration reform bill, we want to ensure that
any proposed system be designed so as to avoid negative consequences for workers—
both immigrant and U.S.-born.

While the focus of Basic Pilot has largely been on the Department of Homeland
Security (DHS) and its agency that administers the program—the U.S. Citizenship
and Immigration Services (USCIS)—the SSA also plays an integral role in ensuring
its functionality. In fact, SSA must verify the name, Social Security number (SSN),
and date of birth (and citizenship status of U.S. citizens) of every worker in the
country whose employer participates in the Basic Pilot. If Basic Pilot were to be-
come mandatory (and apply only to new hires), this would mean that SSA would
need to process 50—60 million queries per year, versus the 1.8 million queries that
the agency processed in 2006.1

It is therefore essential that this Committee understand what it will take to cre-
ate a system that functions with a high level of data accuracy, is properly mon-
itored, and does not unintentionally promote employment discrimination. If imple-
mented using the existing technology, procedures, and databases, the financial costs
would be high and the inaccurate results would have a human cost borne by U.S.-
born and immigrant workers. In addition, an expanded system would result in dan-
gerous privacy breaches and increased discrimination against individuals who look
or sound foreign.

The Social Security Administration’s Role in the Basic Pilot Program

The Basic Pilot Program is an Internet-based program that allows employers to
electronically verify new workers’ employment eligibility by directly checking the
records maintained by SSA and DHS. The program is one of the three pilots created
by the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, which
began operating in six states in 1997. The other two pilot programs were discon-
tinued. However, in December 2004 Congress extended the Basic Pilot to all 50
states, and it is now available to employers who voluntarily choose to participate
in the program, although certain employers who have been found to unlawfully hire
unauthorized workers or who have discriminated against workers on the basis of na-
tional origin or citizenship status may be required to participate. According to DHS,
16,000 employers are currently enrolled in the program.2

How the Verification Process Works at SSA 3

Before employers can use the Basic Pilot program, they must first sign a memo-
randum of understanding (MOU), which sets forth the points of agreement between
SSA, DHS, and the employer regarding the employer’s participation in the program.
Employers must also complete an online training and display a notice at the work-
place from DHS indicating the employer’s participation in the program, and an anti-
discrimination notice from the Office of Special Council for Immigration-Related Un-
fair Employment Practices, Department of Justice.

1. Step 1: Employer completes I-9 form.

Employers participating in the Basic Pilot must still complete an I-9 employment
eligibility verification form for each new employee hired as is required of all employ-
ers, but with one change to those procedures: Basic Pilot employers can accept a
document as proof of a worker’s identity only if the document includes a photograph.
It is still the employee’s choice, however, which documents to present to establish
identity and employment eligibility.

1 According to former Commissioner Barnhart, SSA averaged 150,000 queries per month in
2006. See Jo Anne B. Barnhart, Testimony before the House Committee on Ways and Means
(Social Security Administration, July 26, 2006), http:/waysandmeans.house.gov/hearings.asp?
formmode=printfriendly&id=5172.

2Jock Scharfen, Testimony before the Subcommittee on Immigration, Citizenship, Refugees,
Border Security, and International Law, Committee on the Judiciary, U.S. House of Representa-
tives: Problems in The Current Employment Verification and Worksite Enforcement System
(USCIS, U.S. Dept. of Homeland Security, April 24, 2007), http:/judiciary.house.gov/media/pdfs/
Scharfen070424.pdf.

3For more information on the entire Basic Pilot process, see Basic Information Brief: DHS
Basic Pilot Program (National Immigration Law Center, March 2007), www.nilc.org/
immsemplymnt/ircaempverif/basicpilot_infobrief brief 2007-03-21.pdf.
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2. Step 2: Employer verifies identity and employment eligibility using the
Basic Pilot.

For each newly hired worker, the employer must enter the worker’s information
provided on the I-9 form—such as name, SSN, and citizenship status or alien num-
ber—into a form on the Basic Pilot website within three days of the worker’s hire
date. If a worker has not yet been assigned an SSN (as can be the case with newly-
arrived immigrants), however, the employer has to wait to enter that person’s infor-
mation into the Basic Pilot form after the SSN is obtained. This procedure is in con-
flict with the requirements outlined in the MOU stating that the employer will put
the worker’s information into the Basic Pilot within three days of hire. There con-
tinue to be delays in issuing SSNs at field offices—delays that can last for months.
According to the American Immigration Lawyers Association, some of the delays
arise from “front desk” errors, where an application is rejected for lack of a docu-
ment that is not required.*

The information that is entered on the Basic Pilot website is first checked against
information contained in SSA’s database, the Numerical Identification File
(“Numident”). SSA verifies that the name, SSN, and date of birth are correct, re-
gardless of the worker’s immigration status. SSA also confirms whether, if the em-
ployee has stated that he or she is a U.S. citizen, this is in fact the case; if it is,
this establishes that the employee is employment-eligible. In the cases of natural-
ized citizens, however, SSA is sometimes unable to confirm their U.S. citizenship
and must forward the inquiry to USCIS.

For any non-U.S. citizen employee, USCIS verifies that the worker currently has
employment-authorization. If the information provided by the worker matches the
information in the SSA and USCIS records, the employer will receive a “confirma-
tion” and no further action will generally be required, and the worker may continue
employment.

If SSA is unable to verify information presented by the worker, the employer will
receive an “SSA tentative nonconfirmation” notice. Employers can receive an SSA
tentative nonconfirmation notice for a variety of reasons, including lags in data
entry in SSA’s database, inaccurate entry of information into the form on the Basic
Pilot website, or name changes or changes in immigration status that are not re-
flected in SSA’s database. An SSA tentative nonconfirmation is also issued when the
person attests to being a U.S. citizen but SSA records indicate that the person is
a noncitizen with unknown work-authorization status. For example, a foreign-born
U.S. citizen may have naturalized, but if the person does not inform SSA of this
fact, SSA records will reflect his or her former immigration status.

3. Step 3: Employee can challenge a “tentative nonconfirmation.”

If the individual’s information initially does not match SSA’s records, the em-
ployer must first double-check that the information was entered correctly into the
system. If the employer did not make an error, the employer must give the employee
written notice of that fact, called a “Notice to Employee of Tentative Nonconfirma-
tion.” The worker must then check a box on the notice stating that he/she contests
or does not contest the tentative nonconfirmation notice, and both the worker and
employer must sign the notice. If the worker chooses to contest the tentative non-
confirmation notice, the employer must print a second notice, called a “Referral Let-
ter,” which contains information about resolving the tentative nonconfirmation no-
tice, as well as the contact information for SSA. The worker then has eight Federal
Government work days to visit an SSA office to try to resolve the discrepancy. SSA
then has 10 Federal Government work days after the worker receives the referral
notice to resolve the case.

Under the MOU, if the worker contacts SSA (or USCIS) to resolve the tentative
nonconfirmation, the employer is prohibited from terminating or otherwise taking
adverse action against the worker while he/she awaits a final resolution from the
Government agency—even if it takes more than 10 Federal Government work days
for SSA to resolve the matter. In the case of an SSA tentative nonconfirmation no-
tice, the employer must wait 24 hours after the worker visits SSA to resubmit the
inquiry to the Basic Pilot program, and no later than 10 Federal Government work
days after the date that the worker was referred to SSA. If the worker does not con-
test the tentative nonconfirmation notice, it automatically becomes a “final noncon-
firmation” and the employer is required to fire the worker.

4Minutes of the Social Security Administration and CIS AILA Liaison Meeting on SSA Re-
lated Issues (American Immigration Lawyers Association, May 8, 2006).
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Concerns about Expanding the Basic Pilot Program

Numerous entities, including those that researched and wrote an independent re-
port commissioned by the former Immigration and Naturalization Service, the Gov-
ernment Accountability Office, and the Social Security Administration’s Office of the
Inspector General (SSA-OIG), have found that the Basic Pilot program has signifi-
cant weaknesses, including (1) its reliance on government databases that have unac-
ceptably high error rates and (2) employer misuse of the program to take adverse
action against workers.> It is our understanding that the research corporation,
Westat, has recently concluded another evaluation of the Basic Pilot for USCIS,
though the results of that study have yet to be released to the public. It is critical
that Congress review this evaluation before proceeding with any proposal to create
a mandatory EEVS.

The significant weaknesses that exist in the current program, which serves ap-
proximately 16,000 employers, would be greatly exacerbated if the program were to
surge to over 7 million. In Fiscal Year 2005, when the latest evaluation took place,
only half as many employers used the program as use it now. While improvements
to the Basic Pilot have been made since its inception, they are not sufficient for a
mandatory program that, because of inaccurate nonconfirmations, could cause work-
ers and businesses irreparable harm. Additionally, if the current flaws in the Basic
Pilot are not addressed before it is made mandatory, it will lead to flawed imple-
mentation, frustration, and even noncompliance, which will result in certain busi-
nesses and industries moving into the unregulated underground cash economy.

When employers and workers move into the underground economy, the societal
and economic costs are enormous. If enough of them abandon the “above-ground”
economy, it could result in billion-dollar losses in federal, state, and local tax reve-
nues, unfair competition, and further exploitation and abuse of all workers by un-
scrupulous employers. The similar situation would result if a mandatory EEVS were
to be implemented outside the context of comprehensive immigration reform. In that
case, the new system would start out with the insurmountable handicap of 8 million
unauthorized workers and their employers seeking to uncover and exploit the weak-
nesses inherent in any system.

Database inaccuracies

One of the most significant problems identified in independent evaluations of the
Basic Pilot program is that it is seriously hindered by inaccuracies and outdated in-
formation in SSA and DHS databases. For example, a sizeable number of workers
who are identified as not having work authorization are in fact authorized, but for
a variety of reasons the databases do not have up-to-date information on them. The
SSA database used for the Basic Pilot program is the Numident file, which contains
information on 435 million SSN holders, including name, date of birth, and place
of birth, parents’ names, citizenship status, date of death (if applicable), and the of-
fice where the SSN application was processed and approved.® As referenced earlier
in this testimony, the Numident file is the first point of verification in the Basic
Pilot process.

According to a December 2006 report by SSA-OIG, 17.8 million (or 4.1 percent)
of SSA’s records in the Numident file contain discrepancies related to name, date
of birth, or citizenship status that could result in tentative nonconfirmation notices
from Basic Pilot.” Any time that SSA’s database conflicts with information pre-
sented by a worker, that worker must follow up with one of SSA’s field offices. Ac-
cording to the Bureau of Labor Statistics, there are 4.9 million new hires per month

5See Findings of the Basic Pilot Program Evaluation (Temple University Institute for Survey
Research and Westat, June, 2002), www.uscis.gov/portal/site/uscis/menuitem.5af9bb95919f35e66f
614176543f6d1a/”vgnext01d 9005d0676988d010VgnVCM10000048f3d6alRCRD&Vgnextchannel_
2¢039¢7755¢b9010VgnVCM10000045f3d6alRCRD; Immigration Enforcement: Weaknesses
Hinder Employer Verification and Worksite Enforcement Efforts (Government Accountability
Office, Aug. 2005) (hereafter “GAQ”), www.gao.gov/new.items/d05813.pdf; and Congressional Re-
sponse Report: Accuracy of the Social Security Administration’s Numident File (Office of the In-
spector General, Social Security Administration, Dec. 2006), (hereafter “SSA”),
WWW. somalsecurlty gov/mg/ADOBEPDF/audlttxt/A 08-06-26100. htm; Cong‘resswnal Response Re-
port: Employer Feedback on the Social Security Administration’s Verification Programs (Office
of the Inspector General, Social Security Administration, Dec. 2006), www.ssa.gov/oig/
ADOBEPDF/A-03-06-26106.pdf; and Congressional Response Report: Monitoring the Use of Em-
ployee Verification Programs (Office of the Inspector General, Social Security Administration,
Sept. 2006), www.ssa.gov/oig/ADOBEPDF/A-03-06-36122.pdf.

6 SSA, Accuracy of the Social Security Administration’s Numident File, supra note 5.
71d.
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in the U.S.8 If 4.1 percent of these new hires received a tentative nonconfirmation
notice from SSA, field offices could potentially see 100,900 additional citizens and
lawful immigrants per month seeking assistance with these alleged discrepancies.

In 2006 testimony before the Senate Finance Committee, the Inspector General
of Social Security expressed concerns about an “increased workload in the field of-
fices and teleservice centers” that would result from workers challenging erroneous
database findings.® At a recent Senate Finance hearing, the President of the Na-
tional Council of Social Security Management Associations, Inc., testified that if a
mandatory EEVS and hardened SSN card are instituted as part of an immigration
reform bill without necessary funding, “it could cripple SSA’s service capabilities.” 10
This problem is compounded by the fact that the agency is at its lowest staffing
level since the early 1970s, and SSA field offices have lost 2,400 positions in the
past 19 months.1? As noted in the December 2006 OIG report, “[IIf use of an em-
ployment verification service such as the Basic Pilot becomes mandatory, the work-
load of SSA and DHS may significantly increase—even if only a portion of these
17.8 million numberholders need to correct their records with one of these agen-
cies.” 12 Already, SSA field offices serve 42 million visitors per year.13

The cost and burden of SSA tentative nonconfirmation notices not only affects
local SSA offices, but also workers. Although U.S. citizens’ records do have discrep-
ancies, a disproportionate number of the database errors affect foreign-born U.S.
citizens and work-authorized noncitizens. According to the December 2006 OIG re-
port, approximately 4.8 million noncitizen records and 8 million foreign-born U.S.
citizen records contain discrepancies that may result in a tentative nonconfirmation
notice from the Basic Pilot.14 And, 3.3 million of foreign-born U.S. citizen records
do not contain updated information on their citizenship status, so when they claim
U.S. citizenship on their I-9 employment eligibility verification form, these workers
receive a tentative nonconfirmation notice because their information does not match
that in the SSA database.

When workers receive a tentative nonconfirmation notice, they often have to take
unpaid time off from work to follow up with SSA, which may take more than one
trip. Waiting time at field offices are running two to three hours, with some visits
lasting over four hours.' According to the National Council of Social Security Man-
agement Associations, Inc., nearly one-third of the people currently coming into SSA
Field Offices to apply for an original or duplicate SSN have to return with addi-
tional documentation.® Additionally, an unknown number of work-authorized job
applicants are not notified of tentative nonconfirmations by their employer or are
wrongfully terminated by their employer before they even have the opportunity to
prove that they are indeed authorized to work in the U.S. (For more information
on this problem, see the section below regarding employer misuse of the program).

Equally concerning is the fact that when workers do go to an SSA field office to
correct their records, their information is sometimes not updated in a timely man-
ner. Additionally, Basic Pilot rules instruct employers to wait 24 hours after a work-
er has updated his or her records to re-query the system; however, many times the
employer will re-query the system before the 24-hour period has passed, or check
before the employee visits SSA. In these instances, the employer will receive a de-
fault final nonconfirmation. According to Basic Pilot rules, the employer is then re-
quired to fire the worker.

8Job Openings and Labor Turnover: February 2007 (U.S. Dept. of Labor, Bureau of Labor Sta-
tistics, February 2007), www.bls.gov/news.release/pdf/jolts.pdf.

9 Patrick P. O’Carroll Jr., Testimony before the U.S. Senate Committee on Finance: Adminis-
trative Challenges Facing the Social Security Administration (Office of the Inspector General,
Social Security Administration, March 14, 2006), http:/finance.senate.gov/hearings/31699.pdf.

10 Richard Warsinskey, Testimony before the U.S. Senate Committee on Finance: Funding So-
cial Security’s Administrative Costs: Will the Budget Meet the Mission? (National Council of So-
cial Security Management Associations, Inc., May 23, 2007), http:/finance.senate.gov/hearings/
testimony/2007test/052307testrw.pdf.

11]d.

12SSA, Accuracy of the Social Security Administration’s Numident File, supra note 5.

13 Barnhart, supra note 1.

14SSA, Accuracy of the Social Security Administration’s Numident File, supra note 5.

15Warsinskey supra note 10.

16 Richard Warsinskey, Testimony before the U.S. Senate Committee on Finance: Administra-
tive Challenges Facing the Social Security Administration (National Council of Social Security
Management Associations, Inc., March 14, 2006), http://finance.senate.gov/hearings/31699.pdf.
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Employer misuse of the program

The independent evaluations of Basic Pilot have also revealed that employers use
the Basic Pilot program to engage in prohibited employment practices.l” According
to the SSA-OIG, “We learned that a significant number of the Basic Pilot employers
in our sample verified individuals outside the scope of the signed agreement be-
tween the employer, SSA and DHS.”18 For example, the law requires that employ-
ers first extend a job offer to a worker and then complete the employment eligibility
verification process, including the Basic Pilot procedure. In violation of this require-
ment, many employers put workers through Basic Pilot before extending the job
offer, to avoid the potential costs of hiring and training employees who are not eligi-
ble to work (a practice known as “pre-screening”). This practice is a problem because
most workers who receive a tentative nonconfirmation are, in fact, authorized to
work. If workers are not hired because of a tentative nonconfirmation and are never
informed that there is a problem with their records, they not only are denied a job
but also the opportunity to contest database inaccuracies. Moreover, pre-screening
increases the likelihood that an employer may be discriminatorily selecting foreign-
looking or foreign-sounding individuals for such screening, resulting in increased
discrimination without the person even knowing he or she has been subjected to this
unlawful practice.

¢ In 2002, among employees who received a tentative nonconfirmation from the
Basic Pilot, 23 percent said that they were not offered a job.1?

e Four years later, in 2006, 42 percent of employees surveyed reported that em-
ployers used the Basic Pilot to verify their employment authorization before hire.20

e The 2002 evaluation found that 73 percent of employees who should have been
informed of work authorization problems were not notified.21

Employers also illegally use the Basic Pilot to verify the employment eligibility
of their existing workforce. The immigration regulations require employers to
reverify workers’ employment authorization in very limited circumstances (including
when their work authorization expires). This has helped minimize the potential dis-
crimination that may ensue from employers constantly reverifying only noncitizens
or from using the reverification system in a retaliatory manner. According to the
September 2006 SSA—-OIG report, 30 percent of Basic Pilot users admitted they had
verified the employment authorization of existing employees.22

Employers also take adverse employment action based on tentative nonconfirma-
tion notices, which penalizes workers while they and the appropriate agency (SSA
or DHS) work to resolve database errors. For example, the 2002 independent eval-
uation found that 45 percent of employees surveyed who contested a tentative non-
confirmation were subject to pay cuts, delayed job training, and other restrictions
on working.23 Some employers also compromised the privacy of workers in various
ways, such as by failing to safeguard access to the computer used to maintain the
pilot system, e.g., leaving passwords and instructions in plain view for other per-
sonnel to potentially access the system and employees’ private information.

Although employers are prohibited from engaging in these practices under the
MOU they sign, USCIS officials have told the GAO that their efforts to review and
oveffsee employers’ use of the Basic Pilot program have been limited by lack of
staff.24

Provisions That Must Accompany Any Nationwide, Mandatory Employment
Eligibility Verification System
After nearly a decade of experience with the Basic Pilot Program, it is clear that
the existing program has significant flaws that must be addressed if Congress is to
pursue the creation of a new EEVS. The creation of such a system without address-
ing the fundamental flaws in the current program is inadvisable and will result in

17GAO, SSA, and Temple University Institute for Survey Research and Westat, supra note

18SSA, Employer Feedback on the Social Security Administration’s Verification Programs,
supra note 5.

19 Temple University Institute for Survey Research and Westat, supra note 5.

20SSA, Employer Feedback on the Social Security Administration’s Verification Programs,
supra note 5.

21 Temple University Institute for Survey Research and Westat, supra note 5.

22SSA, Monitoring the Use of Employee Verification Programs, supra note 5.

23 Temple University Institute for Survey Research and Westat, supra note 5.

24 Richard M. Stana, Testimony before the Subcommittee on Immigration, Border Security,
and Citizenship, Committee on the Judiciary, U.S. Senate, Immigration Enforcement: Weak-
nesses Hinder Worksite Enforcement Efforts (Government Accountability Office, June 2006),
Wwww.gao.gov/new.items/d06895t.pdf.
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severe negative consequences for immigrants and U.S. workers on a much larger
scale than they currently experience.

The following features would address the flaws in the existing Basic Pilot pro-
gram.

* Phase-in with objective benchmarks.

The best way to ensure implementation of an EEVS that is accurate and imple-
mented in a nondiscriminatory manner is to set standards and expectations for sys-
tem performance up front and to hold DHS and SSA accountable for meeting those
standards. Experience confirms that federal agencies do not meet expectations if the
standards they are given are vague and optional. Therefore, the EEVS should be
phased in at a reasonable rate, by size of employer, and provide for certification by
the Comptroller General that it meets benchmarks regarding database accuracy, low
error rates, privacy, and measurable employer compliance with system requirements
before implementation and each phase of expansion.

The EEVS program is particularly vulnerable to poor planning because of its un-
precedented scope and the disconnect between the agency mandate to get something
up and running quickly and the requirements that would ultimately determine
whether it is successful, such as the need for speed, efficiency, reliability, and infor-
mation security. It is much easier to make design changes in a system before it goes
fully online than afterwards. That is why software manufacturers produce “beta”
versions of their programs to be tested in the real world before mass public mar-
keting distribution. Once a system is designed and put in place for all employers
a}rlld workers in our economy, it will be costly and difficult to implement needed
changes.

¢ Antidiscrimination protections.

Experience has taught us that unscrupulous employers will use the system to un-
lawfully pre-screen potential employees, reverify work authorization, and engage in
other unlawful activities when an employee lodges a complaint or engages in collec-
tive organizing. It has also demonstrated that DHS has not prioritized monitoring
of employer misuse of the system, since 10 years after it was first implemented
there is still no system in place for monitoring it. Thus, stronger enforcement and
monitoring efforts and higher penalties for noncompliance are necessary to compel
reluctant employers to comply with the law.

Employers also must be explicitly prohibited from (1) conducting employment eli-
gibility verification before offering employment; (2) unlawfully reverifying workers’
employment eligibility; (3) using the system to deny workers’ employment benefits
or otherwise interfere with their labor rights, or to engage in any other unlawful
employment practice; (4) taking adverse action against workers whose status cannot
initially be confirmed by the EEVS; or (5) selectively excluding certain people from
consideration for employment due to the perceived likelihood that additional em-
ployment eligibility verification might be required, beyond what is required for other
job applicants.

¢ Due process protections against erroneous determinations.

For the first time in the history of this country, workers will need to seek ap-
proval from the federal government to secure their livelihood. If the database errors
are not improved before the EEVS is implemented, it is likely that millions of work-
ers could be wrongly identified as not authorized for employment. It is therefore
critical that workers have access to a meaningful administrative and judicial review
process that provides for remedies such as back pay and attorney’s fees if it is deter-
mined that a worker was terminated due to SSA or DHS error. Additionally, the
EEVS must allow individuals to view their own records and correct any errors
through an expedited process established by SSA and DHS.

¢ Privacy and identity theft protections.

The EEVS must protect information in the database from unauthorized use or dis-
closure. It is critical that privacy protections be included so that the information
contained in the databases is not used for nonemployment eligibility verification
purposes. The 2002 evaluation found several instances where employers or other un-
authorized individuals gained access to the Basic Pilot program for uses other than
the designated purpose. Civil and criminal penalties for unlawful use of information
in the EEVS should also be included.

¢ Studies of and reports on EEVS performance.

Any EEVS should be independently evaluated to ensure that the program is meet-
ing the needs of both employers and employees. Reports should specifically evaluate
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the accuracy of DHS and SSA databases, the privacy and confidentiality of informa-
tion in the databases, EEVS’s impact on workers, and whether the program has
been implemented in a nondiscriminatory manner.

« Workable documentation requirements.

Proposals to further limit which documents are acceptable to establish employees’
identity must be flexible enough to recognize the fact that not all work-authorized
individuals have the same documents. Under no circumstances should a REAL ID-
compliant driver’s license or ID card be required. No state is currently in compliance
with REAL ID, and indeed 11 states thus far have decided not to implement the
law or have placed significant conditions on their participation.2®> In eleven addi-
tional states, legislation opposing REAL ID has passed one or more chambers of the
state’s legislature.

Employment Eligibility Verification Systems in the Context of Comprehensive Immi-
gration Reform

The two most significant immigration reform bills introduced in the House and
Senate in 2007 include the “Security Through Regularized Immigration and a Vi-
brant Economy (STRIVE) Act of 2007” (H.R. 1645), introduced by Representatives
Gutierrez and Flake, and the “Secure Borders, Economic Opportunity and Immigra-
tion Reform Act of 2007” (S. 1348) currently being negotiated in the Senate. Both
bills include a mandatory EEVS, but there are significant differences between these
two proposals. Most notably, the STRIVE Act makes a real attempt to address the
shortcomings of the Basic Pilot program by including benchmarks, as well as pri-
vacy, antidiscrimination, and due process protections. Although it is unlikely that
the STRIVE Act will be the immigration bill taken up by the House Judiciary Com-
mittee, it is helpful to analyze its EEVS provisions through the lens of accuracy,
workability, and minimizing the harm to all workers.

The “Security Through Regularized Immigration and a Vibrant Economy
(STRIVE) Act of 2007”

The STRIVE Act represents the best legislative effort to date to address the short-
comings of the Basic Pilot program.26 Unfortunately, the bill contains a couple of
provisions that would limit its workability. First, the STRIVE Act significantly lim-
its the documents that individuals can present to prove their identity when seeking
employment. Most concerning is the requirement that workers present documents
that do not exist, such as a REAL ID-compliant driver’s license and a biometric, ma-
chine-readable, tamper-resistant Social Security card. Former Commissioner
Barnhart testified in July 2006 that the cost of issuing new cards with enhanced
security features could cost approximately $9.5 billion and require 67,000 work
years.2? This means that if U.S. citizens, including foreign-born U.S. citizens, do not
have a REAL ID license or hardened SSN, they will have to present either a pass-
port (passports are held by only approximately 20 percent of the U.S. population28)
or a passport card, which is not yet available. The Brennan Center for Justice esti-
mates that as many as 13 million U.S. citizens do not have ready access to citizen-
ship ggcuments, such as U.S. passports, naturalization papers, or birth certifi-
cates.

Second, the STRIVE Act requires SSA to disclose private taxpayer identity infor-
mation of employers and employees to DHS when DHS requests this information.
Use of confidential tax information to enforce immigration law can have a negative
affect on tax compliance and has the potential to increase discrimination against
foreign-looking or -sounding workers.

Provisions in the STRIVE Act that should be included in any EEVS proposal:

« Benchmarks for system performance. Before the EEVS is implemented
(and before any subsequent phase-in), the Comptroller General must study and cer-
tify that certain standards have been met, including database accuracy, measurable
employer compliance with the EEVS requirements, protection of workers’ privacy,

25 States include Arkansas, Colorado, Georgia, Hawaii, Idaho, Maine, Missouri, Montana, Ne-
vada, North Dakota, and Washington.

26 For a summary of the EEVS provisions in the STRIVE Act, see Employment Eligibility
Verification System in the STRIVE Act of 2007 (National Immigration Law Center, April 2007),
www.nilc.org/immsemplymnt/cir/strive_eevs_2007-04-02.pdf.

27 Barnhart, supra note 1.

28 Phil Gyford, “How Many Americans Own Passports?,” www.gyford.com/phil/writing/2003/01/
31/how_many_america.php.

29 Citizens Without Proof: A Survey of Americans’ Possession Of Documentary Proof of Citi-
zenship and Photo Identification (Brennan Center for Justice at NYU School of Law, November
2006), www.brennancenter.org/dynamic/subpages/download_file 39242.pdf.
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and adequate agency staffing and funding. In conducting the studies, the Comp-
troller General must consult with representatives from immigrant communities,
among others. The Comptroller General is also required to submit reports to DHS
and Congress on the impact of the EEVS on employers and employees.

¢ Protections against discrimination. The STRIVE Act amends section 274B
of the Immigration and Nationality Act (INA), relating to unfair immigration-re-
lated employment practices, to explicitly apply to employment decisions related to
the new EEVS. Additionally, it prohibits employers from misusing the EEVS, in-
creases fines for violations, brings the INA into line with other civil rights laws,
such as Title VII of the Civil Rights Act, and provides funding to educate employers
and employees about antidiscrimination policies.

* Privacy protections. The STRIVE Act requires that information in the
EEVS be safeguarded and that only minimum data elements be stored. It
creates penalties for unlawfully accessing the EEVS and for using informa-
tion in the EEVS to commit identity theft for financial gain.

¢ Due process provisions. The STRIVE Act requires that workers can view
their own records and correct or update information in the EEVS. DHS also must
establish a 24-hour hotline to receive inquiries from workers and employers con-
cerning determinations made by the EEVS. The STRIVE Act also creates an ad-
ministrative and judicial review process to challenge a finding that a work-
er is not authorized for employment (a “final nonconfirmation”). If, after
the process, the worker is found to be authorized for employment and the
error was DHS’s, the worker is entitled to back wages (although not during
any period that the worker was not authorized for employment). However,
attorney’s fees and costs are not included—even though employers can recover up
to $50,000 in attorney’s fees when they challenge a finding that they violated immi-
grant law. Low-income workers are far less equipped than better-oft workers to rep-
resent themselves or hire counsel, and the availability of fees is critical to their abil-
ity to pursue their rights. STRIVE also prohibits a private right of action, which
also would drastically limit workers’ ability to correct abuses and errors of the sys-
tem.

¢ Annual study and report. The STRIVE Act requires the Comptroller General
to conduct annual studies to be submitted to Congress that determine whether the
EEVS meets the following requirements: demonstrated accuracy of the databases;
low error rates and incidences of delays in verification; measurable employer compli-
ance with EEVS requirements; protection of workers’ private information; adequate
agency staffing and funding for SSA and DHS.

The “Secure Borders, Economic Opportunity and Immigration Reform Act of
20077 (S. 1348) 30

S. 1348 falls well short of creating a workable system. Its most troubling provision
is the requirement that the guest worker and legalization programs for which it pro-
vides may not be implemented until the EEVS (including the use of “secure” docu-
mentation and digitized photographs that do not currently exist) is implemented.
Because of this pressure, the focus will be on getting the EEVS up and running as
quickly as possible, rather than on implementing an accurate system that actually
works without adversely impacting authorized workers.

It is expected that an amendment will be introduced this week (to amendment
1150; see footnote 30) that will improve the EEVS provisions in S. 1348. Although
the amendment will significantly improve the underlying bill, it will not address the
database inaccuracies and will fall short on due process protections. Concerns with
S. 1348 as introduced include the following:

¢ The implementation timeline is unreasonable and unworkable. All em-
ployers must participate in the EEVS within 18 months of enactment, with respect
to new hires and those with expiring work authorization documents or immigration
status; and within 3 years, all employers must use the EEVS for all new and con-
tinuing employees, including those in “Z” status who have not previously presented
secure documentation. DHS is also given the sole discretion to require employers to
participate at an earlier date than outlined. This rigid timetable must be met re-
gardless of whether the EEVS actually works and whether the technology exists to
implement it; nor is the timetable subject to performance benchmarks.

¢ The antidiscrimination protections are weaker than current law. Cur-
rent law regarding “impermissible” uses of the EEVS would be weakened under the

30 Amendment 1150 to S. 1348 is the actual text of the bill being debated; however, there has
not yet been a vote on the amendment, so S. 1348 still stands. This analysis refers to amend-
ment 1150.
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Senate bill (existing requirements are outlined in the MOU that employers sign
under the Basic Pilot) because the bill specifically prohibits these “impermissible”
practices from being covered under the antidiscrimination protections in the INA by
giving DHS exclusive enforcement authority and funding. Section 274B of the INA
prohibits discrimination based on national origin and citizenship status, and pro-
vides a process for complaints, investigations, administrative and judicial review,
and remedies. It is unlikely that DHS’s policy will include such procedures, since
DHS has no expertise in this area.

¢ The due process protections are insufficient. Under the administrative re-
view provisions, a final nonconfirmation is stayed pending the administrative review
decision unless SSA or DHS decides that the “petition for review is frivolous, un-
likely to succeed on the merits, or filed for purposes of delay.” This means that the
agency whose administrative decision is being appealed has sole authority to issue
or deny a stay of a nonconfirmation notice while an appeal is pending. The employee
appealing the decision faces irreparable harm through loss of employment if a stay
is denied, and the legislation does not provide a method for recovery of back pay,
costs or attorney’s fees for those who are wrongfully terminated due to SSA or DHS
database errors, including where the agency fails to issue a stay during the appeal
process.

Workers have 30 days from the completion of the administrative appeal to file for
judicial review in the U.S. Court of Appeals. However, the court can decide the peti-
tion based only on the administrative record, which may be limited. The burden is
on the worker to demonstrate that the agency decision was “arbitrary, capricious,
not supported by substantial evidence, or otherwise not in accordance with law.”
Moreover, “findings of fact are conclusive unless any reasonable adjudicator would
be compelled to conclude to the contrary.” That deferential review standard for fac-
tual findings is unwarranted. As with the administrative review process, the court
must stay the final nonconfirmation notice, unless it determines that the “petition
for review is frivolous, unlikely to succeed on the merits, or filed for purposes of
delay.”

¢ The documentation requirements are unattainable. Like the STRIVE Act,
the documentation requirements are heavily focused on state compliance with the
REAL ID Act and a biometrically-enhanced Social Security card.

« Employers, state and federal government agencies, and SSA are re-
quired to turn over to DHS confidential information about workers. The bill
permits data mining of SSA files, tax records, and other federal, state, and terri-
torial databases covering everyone in the U.S. Multiple provisions requiring infor-
mation-sharing give DHS expansive access to (a) personal employee information
held by employers; (b) birth and death records maintained by states, passport and
visa records, and state driver’s license or identity card information; and (c) as an
exception to tax code confidentiality provisions, SSA records of taxpayers when the
taxpayer’s SSN or name or address (for whatever reason) does not match SSA
records, or when just two taxpayers have the same SSN. It also allows DHS to ac-
cess “information” from SSA that DHS “may require.” The provisions do not require
independent review, monitoring of disclosure, privacy protections, notice to workers
that their private information or records have been disclosed, or recourse if
overbroad information is sought or misused.

Conclusion

As stated in the first part of this testimony, based on our experience, NILC does
not support the creation of a mandatory EEVS. However, when the House of Rep-
resentatives moves forward with its immigration reform bill, which will inevitably
include a mandatory EEVS, it is critical that it be guided by the lessons learned
from ten years of experience with the Basic Pilot program. Put simply, if the short-
comings of the Basic Pilot are not addressed before it is expanded into a mandatory
program, it will be a disaster for workers and employers, and will put an enormous
strain on already overburdened SSA field offices. Because so much of the focus of
EEVS proposals is on DHS, it will be important for this committee to work closely
with the Judiciary Committee on any comprehensive immigration reform bill that
creates a mandatory EEVS to ensure that SSA has the necessary funding and re-
sources to carry out its duties. It will also be critical to ensure that the weaknesses
of the Basic Pilot are addressed before it is expanded, including correcting SSA’s
database errors, and implementing a monitoring system so employers do not use the
system to take adverse action against workers.

——
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Chairman MCNULTY. Thank you.
Mr. Amador.

STATEMENT OF ANGELO I. AMADOR, DIRECTOR OF
IMMIGRATION POLICY, U.S. CHAMBER OF COMMERCE

Mr. AMADOR. Thank you. Good morning, Chairman McNulty,
Ranking Member Johnson, and distinguished Members of the Com-
mittee. Thank you for inviting me to testify on EEVS today. My
name is Angelo Amador. I am the Director of Immigration Policy
for the Chamber.

We also chair the Essential Workers Immigration Coalition, and
are on the executive Committee of the Electronic Employment
Verification System working group. That is a business group, but
actually, as Tyler knows, we work very closely with groups on the
left, unions, and this is a system that really is going to affect every-
one, and we really need to work together to make sure that all of
the main issues are addressed.

The concerns of the business community about how this new
mandate is going to affect us cannot be overstated. The Govern-
ment Accountability Office, as was said earlier, estimate that the
cost of a new EEVS system that would apply to all employees
would cost about $11.7 billion per year, with employers bearing
most of the cost. Still, the Chamber is willing to support a new
EEVS as a necessary part of comprehensive immigration reform.

While most of the press has concentrated on the issues of the un-
documented and the new worker programs with regards to com-
prehensive reform, employers view the employer verification sys-
tem provisions as equally important. In fact, some of my members
view it as the most important part of comprehensive reform.

As stated in my written testimony, the three issues are inter-
related, and comprehensive reform remains crucial to both eco-
nomic and national security for our country. Noted national secu-
rity experts have also reinforced that enforcement alone at any
level is not sufficient, and it would not be the solution.

Everyone agrees that the current immigration system is broken
and the status quo is unacceptable. But agreement on a solution
has been harder to find. States and localities have responded to the
lack of action at the Federal level with a patchwork of immigration
laws and enforcement, exposing employers most deal with a broken
legal structure of unfair liability.

Many states and local governments are attempting to either force
employers and retailers to bear the costs of helping shield undocu-
mented workers, or are attempting to impose additional worksite
enforcement provisions. must know what their responsibilities are,
and having one Federal law with strong state law preemption lan-
gﬁla%e will help alleviate any confusion about employers’ role under
the law.

There are things that can be done immediately without legisla-
tion, such as limiting the number of documents accepted for
verification under the -9 system. Also, current documents should
be retooled so as to provide employers with a clear and functional
way to verify that they are accurate and relate to the prospective
employee.
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As you know, there are more than 27 documents and combina-
tions of documents that you can use to prove your employment eli-
gibility. Some of them don’t even have pictures. So, you could tech-
nically get a job without showing an ID that has a picture, and the
employer is forbidden, because of the current anti-discrimination
provisions, from asking for other pieces of ID.

In addition, I would like to mention seven other critical things
that are very crucial for the employer community. There are some
others that are in my testimony, and actually some are addressed
by Tyler as well, that I think are very important.

Just for the time being, I want to mention that, first, enforce-
ment of employment verification law resides properly within the
Federal Government. Accordingly, the Chamber maintains that
DHS, as the Federal enforcement authority with responsibility in
enforcement of section 274A, which is the one that we are talking
about, should remain.

You may be aware that the Federal RICO statute has recently
been used by private attorneys seeking to enforce immigration law.
Not only does this invade the province of the Federal Government
as sole enforcer of Federal immigration policy, it also perverts the
Federal RICO statute into a use that is contrary to the intent of
the statute. We do not want to create a trial attorneys relief act.

Second, the power to investigate labor and employment violations
should be kept out a system created exclusively for the purpose of
verifying employment eligibility. The system needs to be imple-
mented with full acknowledgment that employers already have to
comply with a variety of employment laws. The Code of Federal
Regulations—actually, I looked at it this morning—is more than
5,000 pages long.

Third, a new verification system should only apply to new hires.
Trying to re-verify the entire existing workforce of over 140 million
employees is a burden that is too high. Again, I will be happy to
talk about the different versions, but the version of the Senate re-
quires that you re-verify more than 140 million employees.

What we hear from our members, especially those that are large,
is that that is a monumental task. And there are other ways of
doing this. Again, with the turnover today, everybody will be
verified under the system in a couple of years.

Fourth, an employer should also be responsible only to verify the
work authorization of its own employees.

Fifth, an employer needs to be able to affirmatively rely on the
response as soon as possible. We think that 30 days should be more
than enough for DHS or Social Security or somebody to tell us
whether this person is authorized to work or not.

There are concerns, as you might have heard, and it is in the tes-
timony, of the cuts that are implied when you have a tentative non-
confirmation. For one, you cannot fire the worker. Second, DHS
wants to use the fact that this individual that they told you not to
fire to come and investigate and do raids and other things.

Sixth, penalties must be tailored to the offense, and the system
must be fair. Automatic debarment from Federal contract is not an
authority that should be given to DHS. Indeed, a work in process
already exists in current law under the Federal Acquisition Regula-
tions.
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Finally, let me know that we are concerned about undue expan-
sion of liability and new causes of actions which we have seen in
some formulations of electronic employer verification systems. For
example, the STRIVE Act, which I agree with Tyler is probably the
best effort right now at trying to address a workable EEVS, but it
still has—it would even make it illegal for an employer to hire an
American or a legal permanent resident over a temporary worker
that should be in the United States only when employers cannot
find enough of the first two.

Discrimination protections should be retained, as in current law,
to comport with the purposes of the program, monitoring the hiring
and firing process, not other terms and conditions of employment.

Thank you for giving me the opportunity to come before you
today, and I look forward to your questions.

[The prepared statement of Mr. Amador follows:]
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The L1S, Chamber of Commernce s the waorkd's kargest bussness federalion, representing
e tan thnee millsos Businesses aid oFganizations of every slpe, peelor, Bl Fegam.

Pliore: Chean 96 percent of (he Clamibsers members g Small bosinesses with
1M o Tewer emplosess, T percent of which hive 1 or Reegr emplosees. Yo, vidually all ol
thi: relsoes’s larges| Companies ar also sctive members. Wie ane particolar]y copeiemi ol e
profkems of smaller businesses, as well a= Esoes facing the isiness community at large.

Be=ides ropresentizg a cross-seciion of the Amencas busimess community im terms of
numbser of employees, the Chamber represenis a wide mamgement spectrum by type of business
and bocation. Each major classafication of Amencas business— manufoctoning, retailing.
servioes, constricton, wholesaling, and finence— i represented.  Adso, the Chamber bas
substominl membership in all 50 simes.

The Chasber's imternavkonal reach & subsisscisl as well. 1t belicves tal global
Interdependence provides m opporunity, ned a threm. 18 addiios whe
LIS, Chamber of Commeree™s 96 American Chambers of Commence ahroad, an iscressing
inimber off e are engaged in he espor amd isgo of hoth poads and services and hase
onpoing investmi activites, The Chambser Tvors. slrengibenad slermational compadilivendss
el opposed arlifcisl IS, and Eorcign barmicrs. o imbgrmalsoma ] basineis,

Mositions an natsomal isswes v developed by s cross-section of Chamber membors
serving on commitiees, subcommatices, and task foroes. More than |00 business people

parlicipmie im this process.
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Sesiemenl on
“Ekeciremic Emplsymend Vierilication Systems (EEYS)"
Befure

The House Sulsenmmitice on Secial Seemrity of the Cnmmities on Ways and Means

Ampels 1. Amadar
Irirector of lmmdgratien Pelicy

U5 Chamber of Commeoroe
Jume 5§, DEKT

o] Ml Charirevean MeNully, Raskisg Member B, s distinguisbed members of
the Subcommimee. Thank you Tor inviting me e eslify on tae subject of employsent eligihilicg
verifiemtion systema. My nume is Asgeln Smador ond 1 am dieecior of immigracos polay for
the LS. Chamber of Commernce, [ am encourmged that the Subcomssine: is examining the
potential impact that & new electronic employment veriflcaton system | EEVS) would have ca
workers and emnployvers.

The Chamsber = the world®s larpest business federaiion. representing more than three mallion
husinesses and aganieations of overy see, sector, and region. The Chamber oo-chairs the
Essenbial Worker Immegration Coalition (EWEC L o coalifion of businesses, irade assocmlions,
s other organisstions Fom seross ey imhestry spoctrum that seppoi nefoem of ULS,
immigralsen policy o beilitag g sustainabls workoese [oe the Aomerican seomeesy whili
enuring our natsmal secunty and progpeity

The Chgser i alse an the cuecstive comasiies of e Fapbaten Eligibilisy ¥esificatlon

System Working Group, or EEVS Working (iroup. This group was fomed 10 serve i the voke
of busines exclasively on the issee of o sew employment venficaien sysiem and it s now made
up of companies ond bmde associations from across the indusiry spectinimy. The reason is simple

(2]
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Theere are eves seven millinn emplepers and tiis will affest all of thess, wiether or not they ke
immigranis.’

The stalies ane extressely Rgh, and the coacems of the business commanity of hine & new sysice
will be consirecicd cannoi be oversiated. While mach of the press bas been focused on the
vevpsn of The wdgeumemial and sew worker progran, we cetainly view the employer
venfication sysiem provisions o equally imponon. After gl o new EEVE will heve on impact
in the daoy-io-day activities, obbigations, responsibilities, and oxposee o lisbilsy of overy LS
emplayer.

L Creerviemw

The Chamber supporis a new EEVE within the contexd of comprehensive immigration reform
Bocause complopers wanl the Iols ko croure thal their workfoeee = in G seBorzal 0owork,
Cwrrently. each mew employee musi be verified ms eligible 1o work usder the paper-based 1.9
sxslomn and wy expect that mew employees would kave do be verified snder any futee EEVS,
AL the proprals usdes considernion by Congress requine smployers W bear o geeer shase of
the burden of enforcing the nation”s empleyment eligibiliny policies. The new EEYS mst
e Thal the over sevies millon employenin the LS e extremchy difTeeent in both sise
and kevels of sophistieation and, secordingly, e system should secommodme these diflerences.
IF ehar sxsiomn = noi construciod aed implemeniod properly. thore i= greal risk of vory meal
ol aigig enmployers dind empleyees alike, which aaald Teve gD Gint cofssguisces lr
every individual worker, as well as the employver community.

There ape mimon cofcems Lok e Bisingss, lebar, s alinic prodps’ alvoianss becsiise off
i brnad reach of any mew program. Howeser, the Chamber belioves that o new law shosld nod
Tz rmn Lir orpmen B dapor Lir @ barmagpe of mew Gnesgs ol ackion urmekilal o the hinng o liring of
emphoyees based on thelr work suthorizaten stas and shoubd, instead, elarily that only the
Depariment of Homeland Securiiy has esforcement junsdiction over this isse. Likewise,
emplgment serilication, as drussed Belrw, dioubd sol be combined with the enfioraiest of
lahor lews. Before concentrating on the specsdics of o future sysieme, §will brie iy address why
fhis weun shookld be deali with only within the contgsd of compeehmsive immigrfion mform

1L Mew EEYS Within the Cestext of Compreheesive Immigrocies Keform

Corrent manigration laws ore severely fawed and heve (aibed o curb the flow of undocomented
workers indo the LS. 11 has been more more ihan 20 years smoe the passage of @ Immigmiion
Refizem and Contrd Acl ol 19856 (IRC A, and we aee il capesioicing the iy of
endocumemed workers imio the LS. i & raie of abost 3000 per year.” 1RO A s goal was io
addrezs. the undiocumemied in the country and create a worksite enloresment regime that deterned
the employment of the undocusensed, Bt i did st sldness de futore need Tor workers in the

"ULS Cemas Marem “Mumher of Finma, Sianber of Tstshil shmenis, Pmgdicrrrand, and A Fayroll™
'ED i O Aas B el B iz b
Porised, My, Tl Sdo widd Chmmoneriat ks o the L s i aed Miggsam Pogdbatbes in the LLS7 Pew Riipaaks
Cender ﬂ'r.-m' Plarch D00 frp Cpeow bispaonc oo/ Mo reponts V| i
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LIS, gomsemy. Thiong wqs o provison For B legal flow of lssser akilligd or semi-skilliod
[“eemnlianl ™ workers when tharn was g shortaps o ULS workems

Stgufus hanog shoan than the principal elemen) in digermining the kvl ol imsmigration inle the
LIS, barth legal and ifkegal, in the Bl disads is the strength or wkngss im our segmeeny, whils
emforcerren) has kel omly a “small™ elfect,” “The sinple macreeconomicibomographic varisblk:
mal highly coerelaned with the annual Moes is e S, prgmployment mle = Thinslisee, any
new carmad legalizatiom progrim with & new waksile enlirgement regisme musl B promulgatal
ety with a new eantial workers progeien, Thes sew giseatinl wirkers program mist Bave
thi: Misibilicy b resgeond 0 B peedi ol our b and divirse geomoni,

There o begn mecen] amsmipls W pevamp e corest worksile enlaecsimend regimenl m
ieslaticen & the Federal legmlative livel and thrmigh the administrive prosis,  Ahosgh the
gl o Tining the winkeste ealoreement pragram is sisirible, smch amempls, solsb
corpreheimive reform, could be severely detrimental i e coomosnic securily ol e cnlry,
Il Ilﬂi'l:IT“ pesurily eaperts have alen reinforgal tha) enforeassenl akorse 88 any level s m
e sslation,

1. The Corrent Employment Yerification System

TR A creatal the current pager-hised amplosment verification gystem inthe U5 An smplover
sl wast Tier & newly hirad employes 1o stan work Belisee anemping o verily sork eligbilicy in
the 1LE Wit the Teer thees daye, the amployes shiows the employern 4 docaesent or
coitberaion of Souments W prove kieniicy and cligillity e waork frodi a list of 27 possible
apticng. The espdoyer mast Ol our the Fors 19 and et o, The process & suseeptible @
froeaiadent documents, s well s sdenticy fraud. Emplovers are nol docessent coperts. 1T s
document Inoks valsd o ies fee, an empdover may nol legally ek geestions without the nsk of
wiol@ing ant-discrmninabem biws,

The cosrent syspem his made @ impossible fir emphoyers mreally know who s scoually
stk zed i waork e who ls nol. 1 s imponant o sote thet often, when the Depansent of
Hioeveelaedd Sevunay dEHS 1 conducts an audit o rald of an emyplover, the anglover 5 generally
nol foasnd @ faolt beemssse (0 has folbowed the low, fllled om the proper forms sed docemenis, ol
could not hove: knows that s employees were not mshonized 1o work. While the company

might nist suffier any legal Bction or fines, lnsing valuahle members of the workBoree and posssbly
cleming down For even 4 shon aecunt of Hme can ofien add up 1o significam financial loeses, niol
including the |ess quantifiohle ham such as negative pablicing.

Im 1994, [HS rolbsd o e electross: amphyenent cligibility sysiem, the Hogic Pilot Program.
I'he Basic Filot Program is a siricely volasgary, imemet based, moomated sysiem wherne an

! Passcl, Jeffrey, U5 Immigraion: Mumbor, Trosds, ad Gutlok.” Frw Fapoenic Conter Separ, March In,

*Coalitem Far Il gration Seaurity, cormpased ol mamermss lormer TS offclals, stassd i their April 2080 lemer
i thete is 2 relbdiormhip beiwom sloqeaie logal chaancls of imemi pration snd enbonced Bordes seounty. Sec alw
S & pdleraon “Rlakieg the Traesdion from TRega w0 Logal Migranor™ Vol Foasdion fv davrioos Peiic,
Bavereber HEEL.
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prmpkover checks a niw hirg's naene el social seepmiy numbir agains 3 government-rm
tatzrhass: 10 make sure the mame and meenber matches thosa: om mecos]. A numieneos studies ani
repirts kv shown, the dalabases maintaingd ol DHS aml the Social Securily Adminisiralim arg
nol alwsiys apelo=dale, there 5= 3 high aror e in ddemmining work authorizatss, and the
prograns w4 incapable ol capluring identity Tramd.” I8 i wordh moting that in ils current form, #
worgldd Bz problematic e expamd it o all eaisting ceplovens amd smpdonecs. A Tebenz EEVS will
] bk o medunt Bhe Gailures and secoessss ol the Basse Pilol Progrm b enses Bl il s
wemk abike,

1V, Potesiil Costs and Tnoressed Worklomds

Iré st invilaion, | was askal o addness the polenhal gt amd indriisad work kads thid wisild
b fnea) by thiz Socml Secrily Sdministration (3540 The Chambar woald like o posst ot That
in mSEgion o the govermmend eosl of hirmg more verilen, modermizmg the ayalim, aml
purchasieg and meedlomng adkditlicnal gquipment, the Gosernment Acgountability OMicee (GAD),
melwing on independen] siabes, catimaied “Thel o mandsgory dial-ep vemaom of The palal program
I':r wll ¢rrqﬂm¢ru winld m&l 1|1r H»—rﬁl ui:mh'rrrrml.. l.-'|11ph.l_'|~.'r:. ml] 'i‘-"'l'rﬂl:l_'ﬂ.';:tl abou §11.7

Employers wissdd also need 1 tein emphoys W comply with the new s requinemests aml
thewide & greal deal ol Burmsan resouress gall e e venTying aml rr-'-'m'if'_'rin,l wirk elagahility,
resiving data errome, angd dealing with wromglul denmals ufﬂitibili!_'r I prarticular, dens crooms
| IMnm_?Jqu problesm wiuld Tesd mtany employees. 1o stan werk a8 “wouhi-he

Thiz could bead 10 & sgbsstamial decreise in productivity, capecully whes e wesk
0 h¢ dum: i sezeinal or time-senitive,™ Employers wondd alee have 1o deal with the
privasibility ol st bevel ol governmest ey with midam “on-site aidilsg” poaers,
Fimally, caribivers whie already will iscur ssany intemal costs of mesting the mequiremees of o
new EENS, should mon e subiee i fee o pay for the cost of huiliding the system gsef—na i
& gvemment function s should b paid for by e govemment,

V. Principhes For a New Employment Eligihility Verilication 5ystem
Rugitiexses wanl a reliahle, streambimed, and caey 1 uee sethod 1 veify the employmest

ehigihilicy of thesr workforce. To slaft, @ is imperative tal sdequate Mesds and fesources be
elinesited s develop ied mnplement the program 1 aeeomesosdale the over seven millsos

" {vermment Accountahil| iy (WS, “Immigosians Eaforcoment Weskmasas Hinder Enployeren Ve licrsm
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of Comawees hefor dhe Hoase Suheanmises on Wrkforee, Enprasarmand, snd Coverament Programa of the
Coawnines o Small Bisises, Jime 17, 2,

Bt . l.mhl-mhr :mlunmumy L R lemmmm_mhjmhn

! [, Rpart o Cangrens o the Beaic ik Progeam, i & fuly 3604



55

antiplivpers in the LIS, Thes will Be a signifeeast expansion af the ks than one percent ol the
cmployer community that cursinly uses the Aisa: Filed Program an a valumary Basis,'” The
Chamber has testified masy times daring the imasgracios refomm debaie and bas consisieatly
cnlled for the development of an EEV'S that cercfully addressess whao is 1o be verified; wh
deocumenis will be acoepiod: kow the sysiem will be phased in; how the system will Fanction and
whir will certif fnctionalsy; bow the syslom will be onforced: and, how DHS will profect good
Faith g

T Chaimibes™s Toremidl codioen is B e Bl By Dew Sy diss inl heonen: 1on eastly of
turdenseme for employers. Businesses already spend approsimaely 12 milkon hours each vear
documenting ihe begal sius of the mation's 310 1o 60 million new hires."" This new sysiem will
neod oy b wsed b companics with large Human Besources depanmenis and in-hoss: legal
counsel. bul alsa by eomplioners operateg in the fiokd ot of the back of & pickep tnick. These
amall gmployers greply milloms of jobe m e 115 g 1, okl B hemdens plagad upon these
enrepreneirs must e considesad

A Precmaprion of Siape Lows asd Local Ordinanses

The currend immigration system i= chearly broken and states and localilies kive responded
tix the kxck of action ot the federal Bovel with a patchwork of immsgration Erws and
erforeemenl—en posang complonere who maisl deal with @ beoken kepal stmiiteee B unFair
liabilivy. Many stanes and lncal goveniimnets ans snsmpling o sideer fonee
eonplovyers/retnilers 1o bear the costof helping shield undocwnenied workers or one
amzmpiing in impose sdditional worksiie enforcement provisions. These atiempts run the
risk of undermining the ability of the federal government o oversee and enfioroe mationsd
immigralion Lyes ad also put undue burdien on businesses attempling 4o deall with the
furrer broken syslem

A new warkslie enforcement regline seads o sldress specifically these anenmpes o
preempi jurisdicoiom of federml immigration low. ™ Employers most know whet their
resporsibilities are under immigration law, and baving cae federal Lo will help allcviae
any ponfusiom ahoat employers' ok under the lr.

B, Fair Enfurcemsent Frovisions

Full and fair endoreement of & new, fanctional verificmion system ooupled wit
comprehensive immigration reform will be more feasible and more likely 1o focis oo the
troe cgregious vinlators than is oerrently the case. Enforcement should fake mto pooount
iransition bmes for the new sysiem and should protect eerplovers aciing in pocd fath

" mx nf Decembsr 034, avar 12 (1 ep kayers weess regewiered weh the Hasc Fiksi Progeam, agprocemaicly 1.2
Toem) of all erplogers, bopc Ceane iy i ges Tikesnaliepd i pme s EEY_ S piF
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Furthennone, DHS should kave primary outhority over the enfirecmsenr provisions af uy
new sysiem.

Enfoncemeil of employren venfication kius resides properly with e {odend
govemment. Accordingly, the Chamber mainisees thet DHE. s the federal agoncy
Liesk e with mespaoribality for immigration esforeemenl, shoull ive saole enliogamend
mathority over prosecutions for violaions of section 2744 of the immigration code. md
this should piso be the case for all other enforcement provisions in any e omploymem
weri [Eealion syaen.

Yoo may be aware that the federal RICE statuie has meoenely boen used by privaio
nTMETSyE Seekling b ealnres i geacisn lew. Mol oaly dess this Bvale te provies af
the federal grvemment e sole endorer of federal immigration policy, it also pervens the
Fekeral RECO) siatnls; mie p use that = contrary b the intenl of the stk

Thee=, there should be language prohibiting privaie rights of action against employers for
mamers that shouk] ke enlioreal by THS, Futhermaorg, the power i investi gale gy labaor
or enmployment violations should be kept out of & sysiem cremed exclusively for the
purpse of verifving emphovmont oligfetity. The Chambser continues io cafl for o smple
il relidble syuless, wibich mledes reisciale pemllie B bad acer vielike,

. Lishility Stmndards and Penalties

The Chamber agrees thint emplovers who knowsgly employ llegal sliens cughd o be
prosceuiad snder the law, This currend “knoeing™ legal simadin] for Fahility is Gir and
ohjertive and gives employers some degree of cerainty regarding teir respoasibiliies
urkker the law gnd should, therefore, b maintained. Lowersg this ot 1o 2 subjecine
eliraliet] woukd open the pscss B diMeren| judhcial mberprelalsons as 1o whal am
coployer i enpecied o do. Presumprias of guill withou proof of inlent we
unuwramicd. Ferhermoee, while the goverrmend stould punish imentional viclaiors,
thass employers whoee enly ermor was 4 simple oversght o imistsie shoukd B piven an
opporiuny o rectidy such emor,

Wi i ol oppoce efTons o incresse pemalies. However, the pesahties necd oo he
proponsonate 0 the offerse and comparzble v other pesalies in existomce in the
employmend low areres, 17 pemaltics: are oo kagh, amd s unysikling, s employsr whe =
el @ peenalty, bet belives that they did not violate the kaw, will be foresd ingo on
unmecessary seitbement hecmese they canncd alford do pay both the kepgal fees nocessary o
Fight the citatsen, amd gamible thal they sright el up with a penalty that ie so kagh that iy
devestates their business. Peaalies should not be inflexible, med we wrge you o
incorperaio satory lanpeape that pllews enforcemeni agemecics (o mati gaie penalities,
rather thean tying them 1o a speeifie, nom-negotiahle, dallar anmein.

H 13 also erticall b the empdoyer comermmity thal 1t does nok bear vicamous liahility for
subzonrarion sxlines unless the conifactor knew ol the actioes of the suboonimelon. ks

other words, the coniracior shoukd not be held lishle for usdocumeniod workers hined by
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& subeontresiog, btk of which would be peguined o independently paticgame inthe mea
EEYS for their oun employees, withmi evidence of direct knowledge of the geem]
contraddnr. Witkoul such prodection, an emplogor coukl Be epen 1o Tiahility e o dha
violaons of [is peripheral coniracions - eg. @ wmer delivery company or landecaping
cofiracion

A number of pddivonad penaltics end causes of oction have been sezgestod o proper
penaliies in o e verificalion systeen. These mmge from dehaming emplosrs froe
Bederal poverTieEnl SORRnEts 1 eaparckon of 1he cunenl midiscriminaien peolsctions.
Peraliies musi be failored so the offense med ihe sy=iem mest be fair. Aasonumic
deharmen Mooy Ederal contmets i ned an sethorty tha shouk] Be given 1o TS, Tadeed
o working precess already exisis in cumem law under the Federal Acquisition Regulations
IFAR]

Additionally, the Chamber objects w0 expansion of antidiscrimiration provisions fousd in
carrend B, A slabed ahove, 8 new, Tunclioml system coupled with compeehensive
imimigron o reborm shoubd provide sdoguete assuromess that (0 will s be wsed w0
discrimiraio mgoiret workers.  Employers should noi be pet = a “catch-217 position in
wikich anemnting o sbide by one ke woulid lesd ue liasilny under mollisr one

Ik, Emgploee Fopalation o be Covered

Purssamt o IRCA, each new employes hired afier Movember &, 1986 met be verified as
elighlc b wirk sniler the cumenl aper-hasal -9 svilem. TR grmdEhered
cmplayees hired prior 1o Movember 6, 1980 20 6 nol 1o caise undue disneption of
busirgesgs, 1 is critical thet any now proces only mandis (thal new hires nead 1o b
weriliod under any faure decinonic empleyment verification sysien. Fasployers shioukd
only be required io verify new emplovees. s exsting employees have already been
weriligd under the applcahle legal procaluncs i plsce whim they were hired, He-
verifying an emtine workfionze is sy unduly epdensome, costly proposition., md
unmesssary grven how often workers change jobs in the United Ssajes

E. Aceepisble Iscuments B Prool of 1dentity snd Emplaymest Awiharizstion

The tevoes of document froad and Bentity el have bees exocerbated under the curment
paper-based 19 sy=tern because of dhe lack of reliabde and secure documenis. Documenis
elyoedid e Lol s limiteal sooas W proaide eoployens with a cliar gl Fenctional
way noverily that they are socunme and relate v the prospecone emphoyes. There ane
b ways by which this cn be dome, gither by issuing 8 new tamper and counlberfin
resiniant work oaorizateon cond of by linticeg the mesber of aceeple work
mathonzation dooammis in, for example, social severtiy cands. driver’s licenses,
passperts, aml alien registrtion cands (green canlsh AR Gf these docomesis caulid be
made mon: samper ond counterfeon resistng. In focy, e 19, (he fode i govermmens
began issuing groen cards with a hologram, a dgital phoiopraph and finperprind imapes
sl by 2000 ] green cands eureenily in existence shoukl Bave S s
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With Fewer pecopiable work mathorizatesn docusents, the ssue of shesvity dhell cos o
readily be addressed. The new senificeton process will need (o reguire & cemain deproe
uf migr-aganey inlivmsdion sharing. When an employer sends 2 lekephenii: or ingemis
based inguiry, the povemmen st nol aaly be eble o respoad a5 10 whether an
oeployee’s rame and social secunity membor maiches, bui also whether they are being
ugal in mraltiphe phices off emplegment by persors whe may have esameal the identity ol
oiher kegitimate workers, |nothe kg nan, as the veriflcalion system & developed md
perfociod, it showld move closer tewards the use of biometric lechnology sharl can detoci
mr.:”he persn preseling The docesmost relates in The schus] person b whoem the cand
relanes.

F. Fair aml Hesssaabds Roll (ul of New Syslem

The Govermmist Acopuntability e (04D reported st sear Bal Thene ang still soms
unrescdved issues with the Basie Pilot Program, including delays in upinln;; immigrmion
records, filse-nepatives. snd propram software that i= nol wer Gemdly," Specifically.
GAL has repoited addivaenal prodsl e sml emiphasing, “the gty conatmings of the
sysiem [and] dis inabilivy 1o dmect sencity fromd ™" Given these and oder Concems, the
new systom shoukd be phasod in and fesiod of each stnge, and expended 1o the next phase
only when ientilfed problen Rave Been resolval. The Best approach would B Tor the
program s move from one phase i he next only when e system hes been mproved o
lake care of inmecurkies imd oiher melFcimcies ascydained fheopgh the qidwer phase,
This weould ohes allow 935 10 pooperly prepare for the new indlus of panicipams. In
addition, if indistry sectors are carved oul, these need oo be delineaied and defined. For
o, Thene neids B be Clear pundetimes of what exactly Gills within the broal eem af
“ercizal infrestruciune™ i that is weed as one benchmak.

G, Rispesss Times

The emplover nevd= 0 be able b affrmaimely rely om the pesporess 8o mguines inga tho
syprlein. Faher s respoms infonms the empliyer that de empleyn: i auiborined and can
b retemand, or that the emplove: is vt md must Be discharged.  Employers woeld like w
hawe the Bl 1o delerming in real fime, or near el ime, the legal stalus of 8 prospadive
caployee of applaant o work. 5 and the Sociel Securiny Adssisraa mis Be
given ihe resources o ensure ghal work mlhun-:u-u.lu-n -rl-l.l.uuhmmm current o avoid
the goeds e disruption S sems Ty esployers B g vy, Irain, and pay an

F

ipplican prior w recenvieg Mnal condimation regaeding the mpplican’s legal satus.

Thee Clamber underasnds that due process eomeer musl allow Be cmployes o Bnos ol
m inguiry and so them hewe the abality so challenge & govemment determineton. Thus, al

L] [iewkanay, s hinmarnc wchivbegy 18 rlkad me, o & inpanae i skdres o8 weil d sl by pay Far te rsdacs,
e the iraplemnianion o he teabaodegy. Furbir, tere il be kgilinsie isees of graaiealiny in inplemesting
BErEdre m s s orkplioes.

" Burvbicns. Harbara O Direcior, Fibeation, 'Workfiros, snl Income Seoriy lmses o G40 Testreony beione dhe
Subcrarranice on Cheomighi of the Howse Corenties o Wy asd Mo, Fobnry 16, 334

Mg
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the very keast, employers shoubd be sle wo cubmit an sl inquey e the spnicn ale
m offer of employment hes beem made and socopied. Presumahly this could be done twa
weeka heliong the Gl day ol emplosmimt s the ook slimts unning cirdser, Tha: siard
date should sot be affiecied by an sival enistive sonconlirmation. OF course, for

ol oyers that moed somoone immediately, dhe option of submiiting the initial mgquine
ehinly afier i mia employes slunms up foe his o ber sl day o0 werk should cosisie
to b available. Inthe cese of staffing agencics, coment law allowing for submssicn of
the inguiry when the ongingd contract wilh the agency is sipeed should be kept in futung
lirs. A i of 30 daya, regardiess of when o hiw the inquiry = snde, and mkeg
inio considertion ime bo subeed addtional imformatsoen and marual review, should be
the sater Fimil Thal the system shoald take Fom B dide ol inilis] saguiny undil @ Geal
determination |5 sswed by the oy ermmen.

H, Gavirnmenl Azcountshility

The povermemsni musl sl be held aceoeniabde Tor the proper administmdios of the new
symtem. There miet b an adisésmsone and judiclal review process i wookd allow
oyl oyers and workers o comiest findings. Through tho review process, workers could
pik comtiprenigstion For kel weages due ooa TRES ageney e Mlemwhile, 5o cospliveer
15 Finesd by the governmem due v unfommded ellegations, e employer should be able o
recuver s wiemers| foes ml eosls—capped al perbapes §50UNH—if fhey substaniially
prevailed in an appeal of the desemminaion. Additionally, workes should Bave acoess 1o
review and reqoest changes o their own reconds [ evoid ssues when changing jobs.

1. Limiced Bureaueracy and Additions] Cost Coneerns

I i ienprative Bha The mew gyaiem he workable, simple, casy Wuse, asd not Be casdly oF
burdensome 1o employers. DHS will need adequate fundeg 1o creale, mainain and
implement the new system. This eost should nol be passed on o the employer with Tees
for inguiries of threugh other mechanisms, Addgimally, there shisdd nm b overly
burdensome doommont reiestion requremenis. The mom copies of official documenis
we kepl in someoni’s desk drawer, the inersieed Blelibaal alidentiny thelt. Usder
current low, an employer does not need o keep coples of driver lazenses, sociel secunny
cards, birth corificates, or any other decument shown jo prove work authonzation. The
cagslivyper sl conify under pesally of perjury that thase dosuments were preasnsed.
The requirement 1o copy anad sione copies of this sepsicive documeningion in any pew
program shoukd bs: careially anahvred mast only from the sl pergpestive 1o employvers,
brist alsi Troan the provecy pempective of workers.

1, %o Further Expansion of Emplaymeni Law
Fmally. the new system poeds o be implemomied with full acknowledgmeni thai
sl iyera alieady have w comply with & variety of emplovsess Bwe, Thus, vendying

compd oy aurthorizstics, nod expansion of employment protectsons, should be the sol
emphasis ol 8 new emphomemt werifEsalion sydem

1]
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B this regand, i shesild be einphasized e dere ane alneady eveniigg lews thal govesn
wage requiremenis, pensicns, health benedits, the imeractions between emploors and
uniome, safely amd hizalth reguiremenits, baring and finng practices, sl discrimiretion
sintaes. The Unde of Federal Regulations relating 1o employment liws alone covers over
S0 papes of Fme peind. Aond of course, fomsal regulations, ofton uningelligible (o ihe
sinald Business emjlies, ane just B Gip of the iecberg. Thousimds o coiift cases mvide
mn interpretive overlay 1o the stiawiory end regulacory law, and comples treatises proyide
their o suanees,” & GAG neport filled “Workplcr Repulatioss: Infommsgion un
Selected Employer end Uninn Experences” entified concems reganding workplace
repulalions tat emplovers comtives o have B ihis very day.'" The repon noted shan
entfowcimend of sech repulalions is incomsisient, sl thal paperaodk regqeerements coulil
be quite orensus. Most imporiantly, the epon conclsded thar employers are
mvgrburdemied by egulsory requiremends imposed upon their businesses and many ame
Exarful of beting soed for insdeqiiile cossplianms.

The: cosl el complance conbmues Wy grow o an alarsesy poce, A JHES sty by Josaph
Juhrson of the Mercatus Center™” sstimated the woml compliance cost of workplace
regokaiions o 331 billion Cin 20 &l e and 5 follow Lp:i.ulj_i.'h-]l W, Mark Crain for
The {HTice ol Adveszacy, ULS, Sl Hisiiess Adsssciestos,” eslimabed e wial
compliance cost of workplace repalmtions @ 106 ballion (in 2004 dollersh,. Withina four
yeur apan, B coed grew ol a mbe of §15 billson, or 51,75 hillion per vear

VI Conchehs

The Chamber erges yodl 10 continie > agage the business commanity o create o workeble

glectronic employmwns ven fication system within the omes! of comprebersne smemigralion
refonm. This nequiees s overall sysbem tha bs (s, securaie sad reliable under practical real
world workmg condiions, and includes:

¥ Clawificatson ihal federal junsdiction proempes st and bzl s with A8 -only
enft el autkority;

o An investigalive and mfoecesend sysless that = Dir, with perallic: commensurale 0 ihe
ni¥ense;

& Provishens W protect frst-time gocd fith “offendens” caught o the web of ever-
changing federal repulations;

= Mo exmpansion of liahility beyond the nowing sisnderd for contracion'ssboonimctor
|tz s hipes:

» Mo expansion of antidiscrenmation lawes or debarment caiside the FAR system;

¥ Farcaareple. orc ireatse oo cmphrprend A lasy akons awpr 2000 pagrs. Barhars
Lirakereaze and Paul Gnossren, “Enpleyrsesi Dsceniraion Lae,® A8 Sk of Lahar aved Ragele o Losr |
7 diien, 19

" UL, G Acoaenaa® By CTiee Repon, “Werkplaas Requlston: [efonma tion on Sdeosd | mg ko ard
Uries Exgofmrsies,” GACHHEHS94. 1 38, Wissheogion D, piges, Jisc 30 P90, puges 1553,

* Jakpmm, Jineph. “The Cowt of Werkplece Regolsom”. lensie Coner, Goorge Moen Uriversty, Arfgian,
Yirpam, Aspui T

1 LCrain, Mok W, "The byt of Hepulasny Caas on Small Fara,” Bapan BEP Mo, SEHUH0T-5-0911, Lalsjsie
Callege, for tha DMee ol Advacacy, 078 S N ddasiomavcs, Sapormber 1040
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A new wpnmlicabim systom fhat ool applics & mew hires;

A rensonabde momber of relisbde docunsents o reduce fraud;

A wlephone based altermaiive 10 accommodate all employers

A pligse-in with indepembent certificalaoe a3 o aeourmsy gl workahilioy;
Congressional oversight authonity with independen studies:

Wernification # begin when firm olfer of emplosmani is made sned aocepted, Fallowsed by
reascnahle svslem responss fimes—al ke mosl 30 dags

Accountabilicy soructunes for gl involved—meluding our govensenn;,

Limnited burcaucrecy and sensible document relention requiremends that fakes inlo
considerstion privacy concems;

& Wi gilicially ereited incemives Tvening aulomatic fine or frvobos Tiigation; amd,
Wi expansion of labor lews within the eheotronic employenent v e ficabion sysiem

® % o8 & = @

LI

Employers will be required 1o utilize and comnply with the new electronic employmest eligbilite
verification system, mmd therefore, we should contirse 10 be consulted in shaping such a system.
We it the Chamber, EWIC, nnd the EEVS Working Group, siesd by (o comtinue wo assist in this
precess. Thonk vou agais for this appormassty to share the views of the Chamber, and | ook
forward 1o your guestions

11
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Chairman MCNULTY. Thank you.
Ms. Meisinger.
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STATEMENT OF SUSAN R. MEISINGER, PRESIDENT AND CEO,
SOCIETY FOR HUMAN RESOURCE MANAGEMENT, ALEXAN-
DRIA, VIRGINIA

Ms. MEISINGER. Mr. Chairman, Ranking Member Johnson,
Members of the Committee, my name is Sue Meisinger and I am
President and CEO of the Society for Human Resource Manage-
ment. I appear today on behalf of the more than 200,000 members
of the society, as well as being co-chair of the HR Initiative for a
Legal Workforce. I am grateful for this opportunity.

Our members represent the frontlines on workforce verification,
and therefore offer a crucial viewpoint on the matter. We fully sup-
port and we are committed to the hiring of only work-authorized
individuals through an effective, efficient, electronic employment
verification system.

We also recognize that the current employment verification sys-
tem is in need of real reform. In fact, we believe that verification
is the linchpin of really, truly reforming the immigration system.

As the debate on immigration reform continues, we urge Con-
gress to carefully consider the implications of any new employment
verification system, keeping in mind that this is not just a debate
about immigration reform. This is a debate about workplace man-
agement, which impacts all employers and all American workers,
not just those who are foreign born.

My remarks will focus on the current employment verification
process, as well as our proposal to create a potentially alternative
effective employment verification system.

As you know, under IRCA, employers are required to review doc-
uments presented by employees, and after review, required to at-
test on a Form I-9 that they have reviewed the documents and
that they appear genuine and authentic.

Even under the best of circumstances, HR professionals encoun-
ter numerous challenges with the employment verifications of
IRCA. They include maintaining the I-9 records when an employee
presents a document that has an expiration date; verifying the au-
thenticity, the quality, the quantity of documents presented by an
employee for work authorization and identification purposes; and
simply managing the current I-9 system, which is burdensome and
time-consuming.

The system is prone to fraud, forgeries, and identity theft. It is
difficult if not impossible for an employer to differentiate between
the legal and illegal worker in this process. In addition, if an em-
ployer questions the validity of documents too much, they are also
vulnerable to potential claims of discrimination.

Attempting to address the shortcomings of the paper-based sys-
tem, Congress created the Basic Pilot Program that we have heard
of this morning in great detail. Under this system, employers can
voluntarily check each new employee’s work eligibility using the
electronic verification system, while also having to do the paper
check and maintaining the paper records.

The system is supposed to respond to the employer within three
days with either a confirmation or a tentative nonconfirmation of
the employee’s work eligibility. In the cases of tentative noncon-
firmation, a secondary verification process lasting 10 days is initi-
ated to confirm the validity of the information provided and to pro-



64

vide the employer with a confirmation of nonverification of worker
eligibility.

Although it has been operational since 1997, and despite the best
efforts of the people in the government agencies managing it, we
think it is just flat-out inadequate to meet the U.S. employer’s
needs in a global verification system.

As we heard this morning, over 92 percent of inquiries from em-
ployers receive an instantaneous employment authorized response.
This means there is a no verification 8 percent of the time. With
60 million new hires each year, this makes mandating the system
having an impact on about 5 million people a year, as we have
heard as well.

Since a significant percentage of the Basic Pilot queries require
human intervention, a lot of resources are going to be needed to
purge the various agency databases and improve communication
between the agencies. We think this is going to be problematic.

Employers need the right tools to verify a legal workforce, but we
cannot have HR, and we should not have HR, be America’s surro-
gate Border Patrol agents. Rather, employers are entitled to a clear
answer to the query whether an employee is authorized to work,
and be able to reply to that response.

We believe that Congress must transform the current paper-
based verification process into a state-of-the-art electronic system.
Specifically, we advocate a system that would verify identity
through additional background checks and the voluntary use of bio-
metric enrollment conducted by government-certified private ven-
dors.

The system would be built upon background checks currently
conducted by many employers. Our own survey shows that 85 per-
cent of our members do employment verification checks, reference
checks, to include forensic document examines and tailored data
mining in publicly available databases. An individual’s identity
could be locked to biometric or other secure identifiers through the
process. Employees would not need to present an identity card, just
themselves.

Under our proposal, employers would be required to participate
in one or two electronic employment verification systems. The first
would be the current EEVS, but permitting employers to access the
system via phone and internet. The second would be SEEVS, a
more secure electronic employment verification system. The state-
of-the-art system would identify, through additional background
checks and voluntary biometric enrollment conducted by private
employers.

This system, we think, would answer two important questions: Is
the person identified by name, date of birth, and Social Security
ﬁu‘;chorized to work? Is the person actually who he or she claims to

e’

In the interests of time, I would like to conclude by encouraging
Congress to look at this carefully. We are very concerned that in
the rush to deal with immigration reform, which we believe needs
to happen, that there is a push to just simply push this verification
system through. And the word chaos, I thought, was apt in describ-
ing what we think is going to happen when this rolls forward.

Thank you.
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[The prepared statement of Ms. Meisinger follows:]

Prepared Statement of Sue Meisinger, The Human Resource Initiative for
a Legal Workforce, Society for Human Resource Management, Alexan-
dria, Virginia

Mr. Chairman, Ranking Member Johnson, Members of the Committee. My name
is Susan R. Meisinger and I am the President and CEO of the Society for Human
Resource Management. I appear today on behalf of the Society for Human Resource
Management. I am also the Co-chair of HR Initiative for a Legal Workforce. I am
grateful for the opportunity to provide our views on this important issue.

The Society for Human Resource Management (SHRM) is the world’s largest asso-
ciation devoted to human resource management. Representing more than 217,000
individual members, the Society’s mission is both to serve human resource manage-
ment professionals and to advance the profession.

The Human Resource Initiative for a Legal Workforce is a coalition of human re-
source organizations and business groups, representing thousands of small and
large U.S. employers from a broad range of sectors. The HR Initiative includes
SHRM, the American Council on International Personnel, the College and Univer-
sity Professional Association for Human Resources, the Food Marketing Institute,
the HR Policy Association, the International Public Management Association for
Human Resources, and the National Association of Manufacturers. Our objective is
to improve the current employment verification process by creating a secure, effi-
cient and reliable system that will ensure a legal workforce and help prevent unau-
thorized employment.

Our collective members represent the front lines on workforce verification, and
therefore offer a crucial viewpoint on the matter. We fully support and are com-
mitted to the hiring of only work-authorized individuals through an effective, effi-
cient electronic employment verification system.

We also recognize that the current employment verification system is in need of
real reform. In fact, we believe verification is the lynchpin for true immigration re-
form. Unfortunately, the current paper-based employment verification system is in-
adequate to meet current and future demands, and current proposals before Con-
gress fall far short of what is needed.

As the debate on immigration reform continues, we urge Congress to carefully
consider the implications of any new employment verification system, keeping in
mind that this is not just a debate about immigration reform, it is a debate about
workplace management, which impacts all U.S. employers and all American work-
ers, not just those who are foreign born.

My remarks will focus on the employment verification process established in the
Immigration Reform and Control Act (IRCA) of 1986, the state of the current elec-
tronic verification system, the Basic Pilot Program that was enacted in The Illegal
Immigration Reform and Immigrant Responsibility Act (ITRIRA) of 1996, as well as
our proposal to create an effective electronic employment verification system in the
effort to ensure compliance with immigration laws at the worksite, and to protect
the civil rights and privacy of employees.

Mr. Chairman, under IRCA employers are required to review documents pre-
sented by employees within three business days of hire demonstrating identity and
authorization to work in the United States. After reviewing these documents, em-
ployers are required to attest on Form I-9 that they have reviewed the documents
and that they appear genuine and authentic. Under current law, 27 paper-based
documents are available to employees to demonstrate work eligibility, with 12 dif-
ferent documents authorized under law to prove identity.

Even under the best of circumstances, HR professionals encounter numerous chal-
lenges with the employment verification requirements under IRCA. These include:
maintaining the I-9 records when an employee presents a document that has an
expiration date; verifying the authenticity, quality, and quantity of documents pre-
sented by an employee for work authorization and identification purposes; and man-
aging the current I-9 process, which is burdensome and time-consuming.

According to SHRM’s 2006 Access to Human Capital and Employment Verification
survey, 60 percent of responding HR professionals indicated that they continue to
experience problems with the current verification requirements of IRCA 20 years
after its enactment. The most common challenge cited is ascertaining the authen-
ticity of documents presented for employment (40 percent).

The current document-based system 1s prone to fraud, forgeries and identity theft,
making it difficult, if not impossible, for an employer to differentiate between the
legal and illegal worker in this process.



66

U.S. employers, whether large or small, cannot be expected to consistently identify
unauthorized workers using the existing system, but they are liable for severe sanc-
tions if these workers find their way onto the payroll. Conversely, they are subject
to claims of discrimination if they question the validity of documents too much.

The proliferation of false or stolen documents can and does cause reputable em-
ployers to mistakenly hire individuals who are not eligible to work. At the same
time, the lack of certainty and threat of government-imposed penalties may lead
some employers to delay or forego hiring legal workers who are eligible. In either
case, the costs are high for both U.S. employers and legal workers.

In an attempt to address the shortcoming of the paper-based system, Congress
created the Basic Pilot program for employers to voluntarily confirm an employee’s
eligibility to work using an electronic verification system. Under the Basic Pilot pro-
gram, employers are required to review an employee’s identity and work authoriza-
tion documents consistent with IRCA requirements, including completing all Form
I-9 paperwork. Employers are then required to check each new employee’s work eli-
gibility using the electronic verification system.

The Basic Pilot system is supposed to respond to the employer within three days
with either a confirmation or a tentative non-confirmation of the employee’s work
eligibility. In the cases of a tentative non-confirmation, a secondary verification
process lasting ten days is initiated to confirm the validity of the information pro-
vided and to provide the employer with a confirmation or non-verification of work
eligibility. Employers are not permitted to terminate individuals that have received
a tentative non-confirmation until the employer has received a final non-verification
or the ten-day period has elapsed.

Although the Basic Pilot has been operational since 1997, and despite the best
efforts of the men and women who administer this program in the USCIS, we be-
lieve it is inadequate to meet the needs of all U.S. employers in the employment
verification process. According to the Government Accountability Office (GAO), in
June of 2005, only 2,300 out of 5.6 million U.S. employers participated in the Basic
Pilot in 2004. Even with the relatively low participation rate, the GAO found that
about 15 percent of all queries required additional verification because the auto-
mated system was unable to provide confirmation responses on the initial attempt.

In April 2007, the United States Citizen Immigration Services (USCIS) testified
before the House Judiciary Subcommittee that that the total number of partici-
pating employers has risen to about 16,000 employers and that “over 92 percent of
inquiries from employers receive an instantaneous employment authorized re-
sponse.”

However, these numbers represent only a fraction of the nearly 6 million employ-
ers in the United States. According to USCIS, if all employers were required to en-
roll in the Basic Pilot within 18 months, as called for by some proposals in Con-
gress, USCIS would need to enroll approximately 20,000 employers a day. Expand-
ing this system to cover all employers as proposed—absent federal certification that
the system is adequately staffed and prepared to handle the increased workload—
will undoubtedly cause confusion, harm productivity, and deny eligible workers em-
ployment opportunities.

Since a significant percentage of the Basic Pilot queries require human interven-
tion, substantial resources will be needed to purge the various agency databases and
improve communication between agencies. This problem is likely to be exacerbated
if participation increases from 16,000 to all 6 million-plus employers. As we have
seen in other aspects of immigration adjudication, a substantial increase in immi-
gration-related caseload without corresponding increases in resources can lead to
major processing delays. Using USCIS’s own numbers of a 92 percent verification
rate, millions of authorized employees’ verification for employment could be in jeop-
ardy.

As evidenced in several recent high profile situations, there are major concerns
that the Basic Pilot’s accuracy is severely limited by the proliferation of fraudulent
identity documents. This is because the Basic Pilot system does not verify the au-
thenticity of the identity being presented for employment purposes, only that the
identity presented matches information in the Social Security and DHS databases.

In testimony to House Judiciary Subcommittee in April, Jack Shadley, Senior Vice
President for Human Resources for Swift & Company detailed the shortcomings of
the “Basic Pilot” employment verification system. Despite the company’s hiring proc-
esses, which included participation in Basic Pilot, the government raided six Swift
production facilities on the morning of December 12th, 2006, and detained 1,282 em-
ployees. Many were using stolen identities that could not be detected by Basic Pilot.
This event cost the company more than $30 million and disrupted communities that
Swift has worked hard to enrich. As Mr. Shadley stated in his testimony:
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“It is particularly galling to us that an employer who played by all the rules and
used the only available government tool to screen employee eligibility would be sub-
jected to adversarial treatment by our government. These ICE raids once again
highlight significant weaknesses in the Basic Pilot program.”

In addition to concerns with premature expansion of the Basic Pilot, several Con-
gressional proposals also expose employers to liability for actions beyond their con-
trol, such as the actions of subcontractors. We strongly believe that U.S. employers
should be liable for their own hiring decisions, not those made outside their control.
Enforcement needs to be vigorous and fair, and should focus on employers that bla-
tantly ignore the law as opposed to employers who commit paperwork or technical
violations in their attempt to comply.

Employers need the right tools to verify a legal workforce. However, HR cannot—
and should not—be America’s surrogate border patrol agents. Rather, employers are
entitled to an unambiguous answer to the query whether an employee is authorized
to accept an offer of employment. Unfortunately, mandating the current Basic Pilot
system will not meet the needs of employers or employees.

We believe that Congress must transform the current paper-based verification
process into a state-of-the-art electronic system that is accurate, reliable, cost-effi-
cient, easy-to-use, and shares responsibility among government, employers and em-
ployees. Specifically, we advocate a system that would verify identity through addi-
tional background checks and the voluntary use of biometric enrollment conducted
by government certified private vendors. According to SHRM’s 2006 Weapons in the
Workplace, 85 percent of responding HR professionals indicated their organizations
conduct background checks of potential employees.

This system would build upon background checks currently conducted by many
employers, to include forensic document examination and tailored data mining in
publicly available databases. An individual’s identity could be “locked” to biometric
or other secure identifiers through this process. Employees would not need to
present a card as some have advocated, just themselves.

Under our proposal, employers would be required to participate in one of two elec-
tronic employment verification systems:

EEVS—A completely electronic employment verification system (EEVS)
which improves upon the current Basic Pilot system and permits employers
to access the system via phone and internet. Employers would verify iden-
tity by visually examining a limited number of documents presented by the
employee. Employers would verify work authorization by submitting em-
ployee data to the SAVE system. The verification process can be initiated
either post offer or acceptance of a job by an employee but prior to the com-
mencement of work or within the first 3 days after work commences. The
databases feeding into the SAVE system must be upgraded to ensure all
information is accurate and updated and that secondary verifications are
completed within 10 days. Employers would continue to make subjective de-
terminations that the person presenting the documents is who he claims to
be and that the documents are valid on their face. The current I-9 form
would be eliminated. Employers in this system would be subject to the cur-
rent range of enforcement efforts and penalties.

SEEVS—A more secure electronic employment verification system (SEEVS)
that guard against identity theft would be available to employers on a vol-
untary basis. This state-of-the-art system would verify identity through ad-
ditional background checks and voluntary biometric enrollment conducted
by private vendors. The employee’s work authorization would continue to
be verified through the SAVE databases. By eliminating subjective deter-
minations of work authorization documents, this system will eliminate dis-
crimination and simplify enforcement. There will be only two enforcement
questions for the government: 1) Did you check every employee through the
system in a fair and equal manner? 2) Did the employer make his/her hir-
ing decisions consistent with information they received through the system?
Employers participating in this system would be deemed to be in compli-
ance absent a showing of bad faith.

The proposed SEEVS system would prevent identity fraud by automatically recog-
nizing an individual based on measurable biological (anatomical and physiological)
and behavioral characteristics. The new system would be able to answer two vital
questions:

1. Is the person identified by name, date of birth, and social security number au-
thorized to accept the employment being offered?
2. Is the person actually who he or she claims to be?
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We also believe that any such secure electronic employment verification system
as described above needs to meet standards set by the National Institute of Stand-
ards and Technology (NIST) from a technology and a privacy standpoint. The
SEEVS model for prevention of identity theft lies in authorizing competing private
entities, certified by the Government with the involvement of NIST, to develop and
conduct the process necessary to verify the identity. The privately held databases
would be protected from disclosure by law and held in a segregated fashion that
would prevent linking of identity to biometrics without the enrolled person pre-
senting his or her biometrics as the key.

We do not believe a biometric card is necessary to have an effective employment
verification system. A new biometric card, such as a Social Security card, would cost
billions of dollars to create, foster visions of a national ID card, and would tax the
current capabilities of the Social Security system. Finally, as we have discussed and
has been demonstrated before through cases such as the Swift, government-issued
identity and work authorization cards eventually can be counterfeited by those who
want to circumvent the system.

If adequately funded and fairly administered, SHRM and the HR Initiative be-
lieve this new system could eradicate virtually all unauthorized employment—there-
by eliminating a huge incentive for illegal immigration. It will also eliminate dis-
crimination by taking the subjectivity out of the verification process.

Finally, we strongly recommend that the Federal Government, specifically the De-
partment of Homeland Security, take sole ownership of enforcing immigration laws
at the worksite. Recently, partially due to an understandable frustration on the part
of state and local governments over the lack of immigration control, many jurisdic-
tions have enacted their own laws on employment eligibility verification. With all
due respect to these states and municipalities, it is the U.S. Congress that has ple-
nary authority, and the expertise, to deal with this issue. Moreover, it is extremely
hard on employers, especially ones with presence in several states, to keep up with
the various requirements. Ironically, while law-abiding employers risk exposure be-
cause of inadvertent mistakes or confusion over the different and possibly contradic-
tory requirements, unscrupulous businesses can continue to hire off the books with
virtual impunity. We suggest that worksite enforcement must be vigilant, and that
the Federal Government must hold all employers to the same standards and same
set of requirements.

True employment verification is the only way to ensure fair and equitable treat-
ment for those individuals who should have access to legitimate jobs. It is essential
for a legal workforce and for America’s national and economic security.

Both SHRM and the HR Initiative coalition look forward to working with the com-
mittee on a new verification system that is effective, secure, easy to use, and in
which both employees and employers can place their trust.

Chairman MCNULTY. Thank you very much.

We have two votes on the House floor. Since this is a 15-minute
vote and we are just at the beginning of it, we are going to try to
hear Mr. Neumann’s testimony, perhaps Mr. Rotenberg. We will
get as far as we can before we have to run over to vote. Then we
will do two votes back to back and reconvene here as quickly as
possible, hopefully only detaining for a 15-minute break.

So, Mr. Neumann may start.

STATEMENT OF PETER G. NEUMANN, PRINCIPAL SCIENTIST,
COMPUTER SCIENCE LABORATORY, SRI INTERNATIONAL,
MENLO PARK, CALIFORNIA, ON BEHALF OF THE U.S. PUBLIC
POLICY COMMITTEE OF THE ASSOCIATION FOR COMPUTING
MACHINERY

Mr. NEUMANN. Thank you very much for the invitation to be
here. It is a very important topic, and I hope I can shed some con-
structive background on it.

I am speaking on behalf of the USACM, the U.S. Public Policy
Committee of the Association for Computing Machinery, which is
a nonprofit group, over 80,000 people dedicating to constructive use
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of computer technology. I also speak as someone who has over 50
years of experience in research and development, and a sideline in-
terest of collecting stories on things that failed.

If you ask me questions about it, I will talk about the IRS fail-
ure, the air traffic control modernization failure, the FBI virtual
case file problems, the deadbeat dads, and so on. There are just an
enormous number of cases in which large systems collapsed. The
first two of those were $4 billion efforts that were eventually can-
celed after it was recognized that they could never succeed.

The task that you are embarking on with a modernization or up-
grading of EEVS reminds me of a metaphor, because if you look
under the eaves, you typically see rodents and termites and dry rot
from roof leaks in a badly built house, or even some of the well-
built houses. You also have ongoing maintenance problems of hav-
ing to clean out the gutters, and the liability lawsuits when the
maintenance guy falls off the ladder.

[Laughter.]

Mr. NEUMANN. So it is a much bigger problem than it is nor-
mally conceived. When somebody tells you, yes, we can build this
system, I will give you hundreds of examples of things that have
gone wrong over the years, and reasons why most of the systems
don’t work.

If Ranking Member Johnson will ask me about tamper-proof sys-
tems, there are no such things. There might be some tamper-resist-
ant ones and tamper-evident systems, but some of my colleagues
can break just about anything that has ever been built.

I would like to very briefly outline some of the more critical
issues. In my written testimony, I go through considerable detail
on things that have to be fixed before this could possibly work, as-
suming that it ever possibly could work.

In particular, the sensitive information needs to be protected.
This is an extremely different problem—difficult problem, rather—
because many of the privacy problems are extrinsic to the system.
They involve insiders who have legitimate access and who can mis-
use that access, for example. They are based on computer systems
that are not secure, which means, since you put it on the Internet,
you have a great many problems.

Authentication: Passwords are mentioned. Passwords are an ex-
tremely weak form of protection. We need something much greater
than that, especially when we start sharing across the Internet.

One of the biggest problems that you are going to face is the
scalability problem. I will give you two examples. The simplest ex-
ample is the man who starts out with a hamburger stand and ex-
pands it into a worldwide chain. The logistic problems, the finan-
cial problems, the health problems, and so on are orders and orders
of magnitude more complex. It does not scale in any reasonable
sense.

A more computer-related example is taking MS DOS, which had
no security in it whatsoever, and suddenly saying, we are going to
build a variant of that that is accessible to everybody in the world
over the Internet. There is no security in the Internet. There is
very little security in some of the systems that we are dealing with.
The result of all of that is that we are living in a world where you
cannot really guarantee anything about protection.
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Authentication and accountability are absolutely fundamental.
Oversight. Audit trails. It represents an enormous problem, but
then you have the problem of who can look at the audit trail, who
can modify the audit trail. It should never be modifiable, of course.

You then have all of the level playing field issues that smaller
organizations may be very seriously disadvantaged, especially by
the realtime requirement, where they don’t even have access to
computers at the time that they need it.

So, I think the bottom line here is that experience has taught us
over the years, for those of us who have been deeply involved in
building systems and analyzing them and analyzing why they don’t
work, that systems like EEVS are subject to an enormous number
of pitfalls. those are anticipated from the very beginning, they can
never be overcome in an incremental way.

I think the real problem here is that we tend not to anticipate
all of the problems. We said, oh, let’s go and build this thing. We
are told that it can work. Our subcontractors are all very happy to
take our money and build it. And, in fact, when it doesn’t work and
it get canceled years later, the same guys go off and build another
system.

So, I think the problems here are ones that you really need to
look at proactively before you engage in any legislation. So, on one
hand, as a technologist, I can say, well, I could build something
that might work in the small. However, when you scale it up to the
massive number of uses over the Internet, where they are acces-
sible from anywhere in the world, from any hacker, cracker, ter-
rorist, or anybody else who can either bring down the system or ac-
cess it, you have a totally different ball game than the one that you
think you are dealing with.

Thank you very much for inviting me, and I look forward to your
questions.

[The prepared statement of Mr. Neumann follows:]

Prepared Statement of Peter Neumann, Principal Scientist, Computer
Science Laboratory, SRI International, Menlo Park, California, on behalf
of U.S. Public Policy Committee of the Association for Computing Ma-
chinery

Security and Privacy in the Employment Eligibility Verification System
(EEVS) and Related Systems

This testimony addresses some of the potential pitfalls that should be considered
when planning systems with extensive computer database applications containing
personal information, such as the Employment Eligibility Verification Systems
(EEVS). Many of these concerns are also applicable to related programs such as US-
VISIT and REAL-ID and to peripheral systems that may depend on EEVS or result
from interconnections among those other systems. Widespread problems have arisen
in efforts to develop complex systems that must satisfy critical requirements for se-
curity and privacy; these problems are also considered. Furthermore, there is a per-
vasive tendency to overestimate the benefits of computer-related technologies as
would-be solutions to societal problems. We should not expect easy technological an-
swers to inherently difficult problems. People are almost always the weakest links,
although in many cases the system design and implementation create further weak
links. A deep awareness of the long-term problems is essential before adopting legis-
lation that might promise to help in the short term.

1. Introduction

Thank you, Chairman McNulty and Ranking Member Johnson, for the oppor-
tunity to testify at today’s hearing exploring issues related to proposed changes to
the EEVS. I commend you for exploring the policy and technology issues associated
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with current proposals to expand and make this program mandatory. The com-
puting community has often seen problems that resulted from policies established
without careful consideration of the inherent limitations of technology. This can re-
sult in serious technical and social hurdles, and can lead to problems that are dif-
ficult to remediate once they have occurred, but that could have been prevented
proactively. We hope that your efforts can help to avoid such difficulties.

As Principal Scientist in the Computer Science Laboratory at SRI International
(formerly Stanford Research Institute), where I have been since 1971, and as some-
one with 54 years of experience related to computer and communication tech-
nologies, I have explored the intersection of technology and policy in numerous con-
texts, with a particular focus on system trustworthiness, security, and privacy
issues. These areas are particularly relevant to the technology and policy nexus be-
cause privacy and equal treatment under law are fundamental rights; technology
can at the same time help secure and also undermine those rights—depending on
the policies and practices for its use. Privacy and security are inextricably linked.
One cannot ever guarantee complete privacy, but the difficulties are severely com-
plicated by systems that are not adequately secure. Creating complex systems that
are dependably trustworthy (secure, reliable, survivable in the face of many adversi-
ties, and so on) remains a grand challenge of computer science. As we review a pro-
posed expansion to the EEVS, USACM sees a number of issues that should be ex-
plored, debated, and resolved before adopting this massive new system for identity
verification.

This statement represents my own personal position as well as that of the Asso-
ciation for Computing Machinery’s (ACM) Committee on U.S. Public Policy
(USACM). ACM is a non-profit educational and scientific computing society of more
than 80,000 computer scientists, educators, senior managers, and other computer
professionals in government, industry, and academia, committed to the open inter-
change of information concerning computing and related disciplines. The Committee
on U.S. Public Policy acts as the focal point for ACM’s interaction with the U.S.
Congress and government organizations. It seeks to educate and assist policy-mak-
ers on legislative and regulatory matters of concern to the computing community.
(See http:/www.acm.org and http://www.acm.org/usacm.) A brief biographical para-
graph is appended.

2. Issues of Specific Concern in the EEVS

The information transmitted to and stored in EEVS includes all of the primary
personal identifiers in the U.S. As such, any compromise, leak, theft, destruction,
or alteration of this data would have severe consequences to the individuals in-
volved, including, but not limited to, identity theft and impersonation. It is thus es-
sential that the system be designed, constructed, and operated with the quality of
protection that is essentially that required for classified national security informa-
tion.

2.1. Transmission of Information

Any legislation requiring the transmission of personal information across the
Internet should require secure transmission of this information. Employers and
agencies participating in the program should be required to have strong encryption,
strong authentication, or even elementary security (such as Secure Socket Layer,
SSL) for transmissions to and from employers. Calling out such specific technologies
and details would be inappropriate for statutory language; however, the legislation
should include performance-based standards for security that limit the exposure of
personal information and provide accountability for every step in handling and proc-
essing this information. This will make it clear to agencies that implement the sys-
tem, and employers who use the system, that the security of personal information
is as valued by policymakers as the reliability and timeliness of responses. In the
case of EEVS and many other important systems, it is much more important to
have continuing trust in the security and accuracy of the information rather than
to get results in the shortest possible time.

We recommend that legislation require that the system be designed to protect the
integrity and confidentiality of information, that an independent security review
evaluation be conducted before the system is deployed, and periodically after deploy-
ment, and that the results of these evaluations be made public. The systems and
their operation should be required to follow Fair Information Practices. See also
USACM’s recommendations for database design (http:/www.acm.org/usacm/Issues/
Privacy.htm).

We further recommend that the legislation require security breach notification: if
administrators become aware of any breaches that could potentially affect person-
ally identifiable information, then they must publish a disclosure and must notify
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all individuals who may be affected. Congress could model this after various state
disclosure laws, such as one recently passed in California.

We also recommend that individuals be notified whenever someone accesses their
records. The cost would be small, relative to other costs of the system: one letter
or e-mail per job application.

2.2. Accountability for Access to Information

Accountability from the end user to the system administrator is vital in a com-
puting system for ensuring the integrity of the system. If people are not held ac-
countable for their actions, then policies intended to curb abuse will be undermined
as users circumvent policies to make their jobs easier. One way of improving ac-
countability in any computing system is by requiring strong user authentication and
access controls coupled with thorough tamper-resistant and tamper-evident logging
of all activity. In addition, all system accesses should log who accessed which
records, and individuals whose information is stored should be informed who has
accessed their records. This would then allow concerned individuals to detect mis-
feasance and improper access to their records. Each employer should identify a com-
pliance officer (distinct from EEVS users). The system should automatically detect
unusual user behaviors (to the extent technically feasible) and report them to com-
pliance officers.

Some strong controls are clearly needed to explicitly bind the access of a par-
ticular request to a specific authorized requestor acting in a specific role for a spe-
cific employer. The same controls should be applied to the operators of the system.
Names, titles, and SSNs of authorized system users are not enough.

Access controls are also critical if individual employees are going to access the sys-
tem to check their own information. Procedures and policy need to be in place to
restrict employees’ access to only their own information. The ability to check the ac-
curacy of one’s own information is very important. However, such accesses also need
to be controlled and audited, at least as extensively as the accesses on behalf of an
employer—particularly to be able to identify systematic misuses.

2.3. Scalability

To date the system has functioned as a pilot program. The pilot has about 8,600
employers (June 2006 number) registered, with about half of those employers con-
sidered active users. This is out of about 5.6 million employers (as of 2002) that
would eventually use the system once the law is fully implemented. Just because
it seems to work for a small number of employers does not imply that it would work
for all employers. The scalability of EEVS is a very serious architectural issue, be-
cause it will have to handle at least a thousand-fold increase in users, queries,
transactions, and communications volumes. As a general rule, each time a system
grows even ten times larger, serious new technical issues arise that were not pre-
viously significant.

At present, eight percent of confirmation requests cannot be handled immediately.
This percentage needs to be reduced significantly as the number of employers in-
creases. This would reduce the frustration with the system as well as the additional
time required for manual confirmation for those records that could not be imme-
diately verified. The additional human resources and associated costs necessary to
handle this burden must be taken into account and included in budgets.

In general, it is risky to operate a system outside its intended design capacity and
rely upon it to work under all circumstances, unless it has been carefully designed
and implemented with scalability specifically in mind. Issues relating to inadequate
scalability could completely compromise the effectiveness of the resulting system.

2.4. Accuracy of Information

The system has weaknesses about the accuracy of information presented to the
ks)ystem by an employee or employer as well as the accuracy of the underlying data-

ases.

Speaking to the first kind of inaccuracies—fraudulent documents—the GAO has
indicated that the Basic Pilot cannot effectively detect identity fraud. Proposals to
add a digitized photograph to any employment authorization document would help
make sure the employer could confirm that the photograph on the documents
matched the employee presenting them. However, it is unclear how much this would
reduce identity theft.

The inevitable cat-and-mouse game that always occurs in security (an ever up-
ward escalating spiral in measures and countermeasures) is likely to occur between
the security control and those seeking to commit fraud. As it becomes known that
photo verification is a security feature, obtaining official documents under false pre-
tenses will become more valuable. This could be done by bribing an insider or pro-
viding fraudulent documents to obtain the identification. The fraud is simply moved
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to a different part of the system. We also note that requiring REAL-ID, as envi-
sioned by the DHS’s rules for implementation of the REAL-ID system, will not solve
the insider threat problem. This was pointed out in USACM’s comments on the
REAL-ID rulemaking. (See the “insider threats” heading in USACM’s comments:
http://www.acm.org/usacm/PDF/USACM_REAL _ID Comments_FINAL.pdf)

Carefully developed standards for digital photographs are necessary—much like
those for driver’s licenses—although they will not be sufficient for the prevention
and detection of forgeries.

Serious areas of concern also exist for the second kind of inaccuracies—bad infor-
mation in the underlying databases, delays in entering or revising information, and
inconsistencies and name confusions among different databases. The Social Security
database is known to have a high number of errors in name matches, as well as
some duplicate numbers. For example, the Social Security Administration’s Office
of the Inspector General recently estimated that the SSA’s ‘Numident’ file—the data
against which Basic Pilot checks worker information—has an error rate of 4.1 per-
cent. If each of 5.6 million employers made a query of a different potential appli-
cant, that percentage suggests that on average more than 200,000 of them might
get false responses.

The other databases the system will rely on will have similar issues. We certainly
recognize and endorse the importance of provisions that allow individuals to check
the correctness of information in the system that relates to them. However, a better
defined process of correcting any erroneous information would be the necessary next
step in improving the reliability of these databases, and the system as a whole. The
risks of incorrect information are considerable, although establishing standards and
procedures for accuracy to avoid those risks and to remediate errors and malicious
misuse is an extremely difficult task. Numerous potential employees could be
\évronglg denied employment because of inaccurate records, if this problem is not ad-

ressed.

Risks of identity theft and privacy violations are also present—for example, if un-
authorized or surreptitious accesses, or even changes, can be made. Explicit provi-
sions are needed to protect employees and potential employees from adverse con-
sequences of database and data entry errors.

Employers should also be held accountable for misuse of their blanket access
privileges, such as using the data for running credit and insurance checks, engaging
in blackmail, and other inappropriate purposes.

USACM encourages Congress to consider undesirable effects of false-positive and
false-negative results. (A false positive is when a response indicates someone may
be hired, only to be overturned later. A false negative would be when a response
indicates someone has not been confirmed, only to be shown later to be incorrect.)
Given the possibilities for error, identity theft, and system failure, employers should
be protected from penalties when acting in good faith, and potential employees
should be protected against discriminatory behavior. This is a policy issue rather
than a technical issue, but directly arises from using an imperfect system as an ar-
biter.

It must be possible for authorized staff, as well as potential employees, to chal-
lenge incorrect EEVS data and determinations.

2.5 National ID System Concerns

Although there is no national ID card requirement attached to the EEVS, the con-
nections to various databases are similar to the REAL-ID system currently pro-
posed by DHS. If the EEVS does store query information or holds duplicates of in-
formation gleaned from the databases it interacts with, then it will have the appear-
ance of a national identity system. As the existence of a national ID is not author-
ized by the proposed Senate immigration reform legislation, the Department will
need to take care to avoid even the appearance of providing such documentation.
The tradeoffs here are extremely complex, but are probably already being discussed
in other testimony and other hearings.

2.6. Accessibility Issues

The potential lack of timely and highly available remote access to EEVS is an-
other concern. Many small employers may not have Internet access or even com-
puters that would allow them to have access. Examples might include small shop
owners who want to hire clerks, and farmers who want a few hired hands. Further-
more, access via slow-speed dial-up connections is not likely to encourage consistent
system use. Real-time confirmation of employability is less likely to occur consist-
ently in such cases, and in cases of loss of computing or communication connectivity.

Perhaps even worse, poorly protected systems and poorly trained users will prob-
ably fall victim to ubiquitous security vulnerabilities and malicious software on the
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Internet. Many casual or novice computer system users could become unsuspecting
victims of scams, phishing attacks, identity theft, and so on—as a consequence of
being forced to add computing and connectivity to support use of EEVS.

It 1s also a certainty that criminal elements will craft phishing e-mail appearing
to originate from the Department of Homeland Security. This would include pointers
(URLs) to what appear to be DHS websites with the DHS seal and apparent certifi-
cates that are essentially indistinguishable from the real websites. Unsuspecting
users who visit these sites might then be victimized, resulting in significant finan-
cial losses and other serious consequences that typically result from identity thefts.
Skilled identity thieves are likely to be able to scam the system itself more readily
than authorized individuals can protect themselves or correct data errors.

A further problem is that many of the computer systems used to access EEVS
may not have adequate security, and may have been compromised. Unfortunately,
the security of EEVS itself may be subverted by the lack of security in other con-
nected systems (which potentially implies the entire Internet).

For these reasons, despite its possible benefits, EEVS might actually make iden-
tity theft easier and at the same time make remediation and recovery more difficult.

3. Broader Concerns

The current state of the art in developing trustworthy systems that can satisfy
critical requirements such as security, reliability, survivability, and guaranteed real-
time performance is truly very poor. This is not a newly recognized problem, and
was well documented in 1990 in a report, Bugs in the Program, by James Paul (Sub-
committee on Investigations and Oversight of the U.S. House Committee on Science,
Space, and Technology). Subsequently, I presented four testimonies (1997, 1999,
2000, and 2001) for various House committees—each of which suggested that the
overall situation had incrementally gotten worse. Of specific relevance to this testi-
mony was my written testimony for the House Subcommittee on Social Security,
The Social Security Administration: PEBES, Identity Theft, and Related Risks, on
May 13, 1997—now more than 10 years ago. Similar conclusions appear in my testi-
monies for Senate committees (1996, 1997, 1998). (These testimonies are all online,
with links from my website, http://www.csl.sri.com/neumann.)

Software development fiascos abound—including many highly visible projects that
have been late, over budget, or indeed abandoned after many years and large ex-
penditures. My Illustrative Risks compendium index (http://www.csl.sri.com/neu-
mann/illustrative.html) cites numerous examples such as the IRS and Air Traffic
Control modernization programs and the FBI Virtual Case File, to cite just a few.
See also the PITAC report, Cyber Security: A Crisis of Prioritization: http:/
www.nitrd.gov/pitac/reports/20050301_cybersecurity/cybersecurity.pdf.

Privacy problems are also manifold, and becoming increasingly complex as ubig-
uitous dependence on computerized databases increases. The extent to which com-
puter systems and databases can enforce privacy policies is severely limited by the
absence of meaningfully secure systems, and by the number of privacy violations oc-
curring outside of the confines of the computer systems. Correctness and timeliness
of the data are also major concerns.

Several problems with identity management must be addressed. The existing in-
frastructure is riddled with security and reliability vulnerabilities, and is not suffi-
ciently trustworthy. Because many of the privacy problems are related to total sys-
tems (encompassing computers, communications, people, and procedures), they can-
not be adequately protected by technological approaches alone. Identities are typi-
cally subject to masquerading and spoofing. Name confusions such as alternative
spellings and aliases cause major confusions. Authentication is often compromised
by "social engineering” and other nontechnological bypasses. Authorization is typi-
cally inadequately fine-grained (and worse yet, often supposedly all-or-nothing, but
bypassable). Blanket authorization should be avoided, observing the Principle of
Least Privilege—under which access authorizations should be restricted to just what
is needed to accomplish that intended task rather than being overly broad.

It is also worth noting that there are cases where identities need to be masked.
Examples include individuals protected under the Federal Witness Protection Pro-
gram, individuals granted asylum from other countries and given new identities, un-
dercover intelligence agents, undercover law-enforcement agents working criminal
cases, and sky marshals. (Note that the Transportation Security Administration
somehow lost the employee personnel records for 2003-2005.) All of these people
need to have verifiable identities that stand up to any scrutiny, online or otherwise.
Exposure of their real identities may result in their violent deaths, compromises of
national security, and possible violence to their friends and families. Those individ-
uals will likely need employment under their alternate identities, and it must be
ensured that any system implemented for EEVS does not endanger their cover iden-
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tities. The more that databases become cross-linked, the more difficult it becomes
to prevent errors and leakage of such sensitive information. Furthermore, such link-
ages make these database systems higher-value targets for criminals.

The requirement of masking, aliasing, or otherwise providing alternative identi-
ties seems to create a fundamental conundrum: maintaining the accuracy of a crit-
ical database while simultaneously undermining its accuracy may impair the accu-
racy of other data in the process.

Past legislative efforts for improving accuracy and integrity of public databases
have caused serious problems with the viability of other systems. For example, the
Help America Vote Act mandated statewide-centralized voter registration databases
that must verify the accuracy of records by matching them with drivers’ license
records. States such as California found that the data-matching requirements in
practice led to high rejection rates in some counties, depending on how strictly the
data was interpreted across databases. This had the effect of reducing, not improv-
ing, voter registration list accuracy, because legitimate voters were removed from
the rolls because of address typos and name variants.

4. Conclusions

The problems identified in this testimony are fundamental in the context of
EEVS-like systems. There are many risks. Essential concerns for system and data
security, system and data integrity, and individual privacy must be anticipated from
the beginning and reflected throughout design, implementation, and operation.
Many potential slippery slopes must also be anticipated and avoided. Privacy re-
quires a real commitment to creating realistic policies and enforcing them.

Experience has taught us that the design of information systems is subject to
many pitfalls that can compromise their effectiveness. If EEVS is not appropriately
implemented, it could—like many past systems—be subject to problems that in-
clude, but are not limited to, the following:

¢ Difficulties in maintaining accuracy, correctness, and timeliness of the database

¢ Inconsistencies among widely distributed systems with distributed data entry

¢ A popular tendency to place excessive faith in the trustworthiness of the sys-
tem’s responses

¢ A common tendency to place excessive faith in the infallibility of identification,
authentication, and access controls to ensure security and privacy

¢ The lack of scalability with respect to ever-growing enormous databases, mas-
sive numbers of authorized users, and consequent communication and access
limitations

¢ The complexity of requirements imposed by noncompromisible auditing and ac-
countability, both of which introduce further problems with respect to system
security and integrity and with respect to data privacy

. T}ie complexity of audit trails and notification of accesses to audit trails them-
selves

¢ The risks of exacerbated problems that result from mission creep—as further
applications tend to be linked to the originally intended uses, and as control of
the above factors becomes less possible

¢ Similar risks related to feature creep, with or without any oversight and audit
mechanisms.

¢ “Piggybacking” by other agencies—e.g., law enforcement and DHS might want
to place silent-hit warnings (as was considered in the late 1980s for the Na-
tional Crime Information NCIC system) that would inform them who was seek-
ing information for anyone who was under surveillance. Linkages with data-
bases for deadbeat parents, student loan defaulters, and other applications
might also be contemplated. Each such connection would expand the exposure
of the system and the dangers of incorrect data and data leakage.

Congress should establish clear policies and required outcomes, rather than pre-
scriptive or detailed technical processes or systems. The technical challenges to
achieving the policies and outcomes should be fully documented in the Congres-
sional Record of the legislation.

Considerably more focused research is needed on total-system approaches that ad-
dress identity authentication, authorization, and data protection within the context
of overall system architectures for security and privacy. (For example, some prom-
ising new developments enable the use of cryptography to enable certain queries to
be answered without requiring decryption and release of excessive information in
violation of the Principle of Least Privilege. These techniques appear to be signifi-
cantly less subject to misuse, including insider misuse.) Such approaches may be
more effective than trying to rely on biometric and other devices whose effectiveness
may be compromised by technological or operational flaws in the systems in which
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they are placed and errors in human judgment. Finally, incentives are needed to
ensure that research and innovative prototypes are relevant to the real-world prob-
lems and to ensure that these advances find their way into the development and
operation of practical systems.

Although similar comments can be made about REAL-ID and any other national
identification systems, all of these concerns are specifically relevant to systems such
as EEVS.

We have not attempted to be complete here, but rather to focus on the main
issues. There are many relevant reports of the Government Accountability Office,
the National Research Council, and other sources that I hope you have already seen.
Whereas USACM and I speak from a technical perspective, we recognize the polit-
ical imperatives regarding immigration and employment. We urge the Congress to
focus on creating the right incentives for operators and employers that maximize
achievement of our immigration laws and each citizen’s right to work while mini-
mizing privacy invasion, ID theft, and criminal activity. In this effort, technology
should be seen as a supporting block, not the keystone of the arch.

We look forward to any further questions that might arise from your reading of
this written testimony or from my oral testimony.
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———

Chairman MCNULTY. Thank you very much.

The Members will now run over to the House floor to vote. There
are 5 minutes left on this vote, and the next vote will be directly
afterward, so we should be able to vote and hopefully only be gone
for 15 minutes. When we return, we will hear from Mr. Rotenberg,
and then allow for questions. Thank you for your patience.

[Recess.]

Chairman MCNULTY. The hearing will come to order. Sorry for
the delay. We know that your time is very valuable, and we very
much appreciate the fact that you are spending some of it with us
here today.

We have heard from the first four witnesses on this panel, and
we will now hear Mr. Rotenberg.

STATEMENT OF MARC ROTENBERG, EXECUTIVE DIRECTOR,
ELECTRONIC PRIVACY INFORMATION CENTER

Mr. ROTENBERG. Thank you very much, Chairman McNulty
and Ranking Member Johnson, Members of the Subcommittee.
Thank you for the opportunity to testify today.

My name is Marc Rotenberg. I am Executive Director of the Elec-
tronic Privacy Information Center. We are a public interest re-
search organization here in Washington, D.C. We track emerging
privacy issues. We have also frequently been before the Sub-
committee to discuss the privacy impact of proposals that involve
the use of the Social Security number and SSA records.

We recently did a detailed report on the employment verification
systems that are contemplated in both the Senate and the House
bills. That report is simply titled, “National Employment Database
Could Prevent Millions of Citizens from Obtaining Jobs.” I would
like to add that it be included in the hearing record as part of my
statement, if that is okay.

Chairman MCNULTY. No objection.
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Mr. ROTENBERG. Thank you. I would like to today highlight
the key findings of our report. The central conclusion that we
reached is that the employment verification system has significant
weaknesses. It will pose enormous burdens for employers, and put
the privacy rights of American workers at substantial risk.

It will also give the Federal Government an extraordinary
amount of new power over the lives of Americans, as well as great-
ly expand the role of the Department of Homeland Security in the
American labor force.

I want to say a word about the Department of Homeland Secu-
rity. As Mr. Johnson mentioned earlier, there is, of course, this
very significant concern about the misplaced disk drive that con-
tained the employment records of 100,000 TSA employees who had
been hired between January 2002 and September 2005. I think it
hs important to understand the significance of this particular inci-

ent.

You have heard a great deal of testimony this morning about the
problem of record accuracy. No doubt, if you scale up the Basic
Pilot Program, the number of workers who may face determina-
tions that say they may not be eligible to work unless they, in ef-
fect, clear their status is going to grow dramatically.

You haven’t heard very much about new threats to privacy and
security that these proposals raise. I believe that is a key problem
that the Department of Homeland Security has helped identify be-
cause by misplacing the records that they did on the TSA employ-
ees, they have, in effect, brought attention to the problem of iden-
tity theft and security breaches, which are significantly increasing
in the United States. In fact, the Federal Trade Commission has
reported that identity theft is now the number one concern of
American consumers. A big contributor to that problem is the ex-
traordinary collection of personal information.

I will say a few words about the current design of this system.
As other witnesses have noted earlier, the proposal to consolidate
so much personal information in these centralized government
databases does significant increase the risks to privacy.

Now, it is our view that the SSA has done a good job over the
years trying to narrow the use of the Social Security number and
Social Security records for the appropriator legislative purposes. Of
course, when another agency comes forward and proposes new ex-
panded uses of the Social Security number, then new privacy issues
arise.

Now, both bills state that the database access will be limited to
authorized users only. However, it is very easy to understand the
circumstances under which others could get access to these record
systems. Dr. Neumann has described the various ways under
which computer systems can be compromised through weak secu-
rity. It is also a result of the insider access to the record systems
that would result as well.

I would like to say a word about the role that the REAL ID act
plays in the legislation that is under consideration in both the Sen-
ate and the House. As you know, there is a lot of opposition to the
implementation of the REAL ID Act. The statute, which was
passed in February of 2005, went forward without a vote, without
a public hearing.
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Since that time, more than a dozen states have passed bills to
oppose the implementation of REAL ID in their states. Four states
have actually said that they would not have a REAL ID require-
ment.

Now, this is a fact worth keeping in mind as you look at these
legislative proposals because the Department of Homeland Security
is proposing that the REAL ID document be used as one of the
ways to establish employment eligibility. In fact, the Senate bill
would make non-REAL ID-compliant documents of no use for es-
tablishing employment eligibility by the year 2013, which means
you could actually have a situation, if the legislation passes and
REAL ID is not implemented, that there would be no documents
available to authenticate employment eligibility.

Well, let me conclude, Members, if I may briefly with a few key
recommendations. I think there are some things that could be
done.

Obviously, the data accuracy issue has to be addressed before the
system is scaled. I think the systems of accountability for the dra-
matically expanded role for the Department of Homeland Security,
particularly the ability to essentially require biometric identifica-
tion and perhaps the collection of fingerprints, that needs to be ex-
amined. I think the REAL ID provision needs to be revised.

Finally, these proposals, very costly proposals, to try to make the
Social Security card tamper-proof, incorporating biometric identity
factors—even if those were to go forward, as other witnesses have
testified, I think you would be right back in a couple of years trying
to design a new card when the flaws in the current card are uncov-
ered.

Thank you very much for your time.

[The prepared statement of Mr. Rotenberg follows:]
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Intraduction

Chairman  McMulty, Ronking Member Johnson, and  Members of  the
Subcommitiee, thank wou for the opportunity o lestify on proposed emphoyment
cligibaliny verification systems (EEYS) amd thelr relatioeship sdib the Social Seserily
Adminisimation.

My name is Marc Hobenberg and 1 am the Exccutive Drector of the Electranic
Privacy Information Cener (EPIC) EPIC &8 8 nos-partisan research organizatbon based in
Washimgion, Do, Founded in 1%, EFIC kas panicipsied in kading cases invalving the
privacy of the Social Security Member (55N} and has Ere:r.uﬂ.l'_l.' testified im Congress
ahout the need to establish privacy safepuands for the 5550 Last wear, [ testified before
this Subcomenivies on Social Security regarding high-risk issues mamoundimg S5Ms. and |
urged the Subcommidites o limit use and dischosure of the 55N in order to reduce ermor,
misuse, and exploitaton” In 2 bearing before the Subcommitiee on Immigration of the
Huuse Fudiciary Commiltee i 2005, 1 also deseribed some of the probloms thal woeald
Iikely mesh from o poorly designed emplooymen eligibiliog svstem.”

Fecently., EPIC prepared a detailed report on the legislative proposals to establish
hee ernployiment eligibility verification sysiems.” We reviewed the bills curmently pending
in Congress, the recent reports of the Government Accountability CHfice, snd the repon
of the Inspectar Ceemeral of the Sociz] Secunity Adnvinistrotion, Chr report “Maotsanal
Employment Database Could Prevent Millsons of Citizens from Obtaining Jobs™ s
altached wo s slalemse.

In my eestimosy today, [ will highlight some of our key findings as well 25 the
related privacy amd securily comcerns in the propesed development af the employment
cligibaliny verilicstion systems. Our comiral comilusion 15 thal the venflicalion sysioms
proposed in H R, 1645 and S AMIIT. 113, contain significant weaknesses that showkd be
remedied prior 1o ensctment.” As currendly planned, these svsiems greatly dimvinish
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employee privacy and make personal information valnersble o thefi znd misuse, The
propased verificstion systems would also grant 1o the federal government unprecedented
cantrol over the livelihoods of American citizens and significantly expand the role of the
Departivest of Homeland Secarity, The Secretary of Homeland Security could create o
biametric identity syssem for all workers in the United States ard make determivations
about who is allewed 1o work withowt providing the hasis for a deiermination.

Giving the Depariment of Homelasd  Securiy the awthorty o determine
empleyment eligibilioy for wirmally all Americans in the workfores, imchuding those
curresly employed. mises wnprecedemed privacy and secwrity  concerms. As the
Subcommatter must be aware, last month o critical component of the DIES lost the
cmphivymment records of 100,000 federal cmplosees. That missing data drive comained the
names, Social Security runvhers, daves of hirth, payroll hisory and detadled hank aceoun
imformatzan for every person hired by Tmnsporiaion Security Admimistration (“TSA™)
hetween Jamuary DMK and Awpust 35, inchuding federal arr mardals who iy
uidkercover b welp safeguand commsercial aviaion m the United States. Whike the privacy
office of the TSA responded promgily eoce the peoblem was uncovered, the
consequences of that dain breach are truly singgerng.”

This koss of FOO000 amployment reconds by the Department af Homeland
Sevumty i & oime of prowing concern about sdentiry thelt raises senous questions shous
the ahility of the Department 1o safeguard the sersitive dalm of American warkers that
wizhl be collected wnder the House and Senate proposals.

I T Proposed Employment Verification System Will Inerdase the Likeliheod
al Imnccurnte Eniployment Determinatinms

The Howse and Sewabe proposals weahl significatly expand the Basie Mo
employment verification systeim instinsed in 1597, Currenly the program is cssentially a
voduntary program that & used by oaly ore-fifth of one percent of employers.” The
expanson of Basic Pilod umder the House and Senate proposals would reguire all L5,
emplivyers, approximalely T4 millice eenployers in the private sector and S0,000 in the
pubrlic ssetor, o verify all new hires within 4 vears” This will creste serioes problems For
the 14356 million employees who would be exposed 1o preexisting data accurscy
problems with the Basic Pilot system.

As currenily drafted, the House and Senate proposals would eross-relerence larpe
vodumees of emploves information zgeinst government dainbases.” [P even a small frction
of emplovee records contained errors, millions of individuals would be prevenied from
working if the Naws wone nod corridtod. The sumber of incorres] ninconlirmations may
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be significant. A 2002 independent sudy of Basie Pilol, underaken by the Immigrstion
and Mungralization Serviee (IMS), determined that 42% of final nomeanfirmations. were
erraneons and the affected individual was eligible for wark, '™

Carrecting such innccuracies would ploce considernble burders upon emplovess.
They would have to navigate the appeals process for as long as twoe and a half months in
prder to prove their eligibility 1o work.' Some employees will also Face hardship from
their employers while tryimg 1o comect database errore. The INS report fourd that almost
half of employees awailing appeul had their pay cut, job training delayed, or were
prohibited From working altogether.*

Raocet reposts bave also detenmined e enplovers are using the Basse Filol wo
prescreen applicanis, in somae inslances dien |}qu them job cpporunalies because of faulty
data maimiamed by the federal govermment.” Evien tsough the practsos of pre-screening is
prohibited, it wonld seem abaiois that citployers will Iry Lo presciom s as b0 avold the
addditsonal bisrden that might result from & “further action™ or “tertative moncontfinmstion”
nodification, And the empboyes may pever know the basis fior the: determination,

ARhough the House and Senste proposals provide for sccusacy and mum
reviews, these asdite mke place months after estahlishment of fhe pmj_rum .me
solution sdogied after the fact will likely armive in the midst of an onslasght of
verification requests. To minimize the problems that will arise from  datahase
inaccwmacies, such errars should be corrected poior i enactment of the hills. A
comprehensive soouracy and secunity audit of agency databases o fix existing problems
wialld prevent sethacks if on employee verificatson system were established in the future.

IL Dauta Aggregation

Berth the House and Senate balls offer government agencies unprecedinbed power
o e means by wheeh an individual may prove idemtiny to galn emplosment. Both bills
prally  expasd the Federal government’s data collecison armd data sharing ok,
Apgregateon of large smounts of dita inercases the pessibilicy that the inforemation couwld
be used for uninsended purposcs, such as loag-term trackeng of individuals and idencicy
ke,

Am all-inclusive database provides an appealing mark for thisves rying o creaie
false identitizs for criminal pctivities, Large centralized datsbpses of sensibive
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information also creste the potential for devaststing hardships for the millions of
Amernicans who would be affected by identity theft from even a single security breach, In
addigion 1 the personal and financial troubles a data breach camizes, somee individuals
wirild alsp experience threais 1w their safery, Privacy is beiver safeguarded by storing datn
in multiple, decentralized locations, and cnly when necessary

Both the House and Senpte propesals require DHS and the Social Security
Adlmimisirmtion 1o work together to operme the employment verification system as o fally
inbegrated. cross-agency system.,'” However, the responsibility for data retention is given
i [BHS exclusively, The Senate bill requirss that the Socinl Secunty Admindsbration,
Imternal Revenue Service, and Department of Siate disclose personal data o DHS,
including: driver’s license and sinte idemtification numbers; tax information; employment
datn; passport and visa information; and birth and desth records,™ In addition, hoth bills
give the Secretary of HS the discretion 1o chooase which documents can be required for
emplovmend eligibility, "

The House hill requires “admdnistrative, technical, amd physical safeguards™ in
arder to minimize the unouthorized dischosure of personal information.™ This includes
the use of encryption, security wpulabes, and perindic tests.” While these are all NECEssary
ardl imporand components 1o safeguard data privacy. secunty incledes all pards of a
sysiem's hardware, softwaore, tapes, disks, and persomnel. Although both bills state that
database access will ke limited to aumhorized users anly, emplovess with no conmection ta
employment verification could access the dalnbase ax well. This Bkelihood is increased
fay the interlinking mature of the system proposed under hoth the House and Senate bills,

Both of the propesals reguine employers 10 submit employer and employee
aflestations, names, ackdresses, hirth dates, amd Social Security numbers for every

emploves. The Hous: bill requires that emploves information be stored by the employers
far thres years after the dale of hire, or one year after tlenmination for cach employee,
wherias the Senate ball reguires emplovers bo retain records for seven vears after the dale
af hire, or two years afber termination.” The emploves reconds must be maintained by
emplovers for a significant amount of bme, thes increasing the likeliboed ol security
bireaches. The Senabe propesl also comlains a provision allowing emplovers b regaine
ey employees 1o submil therr fngerpomis o DHE. Howeyver the ball does nol reguire
emplivee malice ar consent.”! While the parpose af the action is to avoid slentity thelt,
the invaluntany codlection of biometnc data for emplovment verificalion & expansve arsd
tuo invasive o adopt at this time, =
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Emphryers are to submit empboyment verificanion requests via the Intemet, other
electronic media sources, or over phone lines, These sysiems are vulnerable o
imperception, but the bills de wot specify peoper safety protocals For emplovers,
Employers will alse be mesponsible for collecting amd storing large ﬁguami:iﬁ. oif
personally entiflable information for thelr employecs seeking verification,”

Requiting employers o retaln and pootect theis employees’ persoesl infonmation
creates & significant burden, Employers will incur additional costs for siorage, raining,
andl iecesaary sfery precautions In sdditon, emplovers also kive the added burden of
bl foresd w verify all of their new hires witli the federal government. Thes ol bead
Ty fost mewonue as well as the difficulty mberent in implementatson of the e procedures,

Meither the Hous: mor Sedate proposals meguons employers o melaan sensbve
conplovnsenl data m a secure marmer, Whiale most eenplovens would undoubsedly engage
i sale worage practices. as ddestity thell becomes mare luerative, and thieves becoame
mare sophistcated, the chances of data breaches incregse sapmificamly, The Senate bill
dhies contain a provision requinng the Complroller Ceneral @ comduct an annual report e
emdure UT perceil eenplover complianoe will specified privacy reguinements lisied m the
bill.™ Although 97 percent compliance is substantial, ifeven 3 percent of Americans are
subjected 1o the dovasiation privacy breaches can cause, thal would be oo many. For thas
reason, additional federal safety pudelines should be included in bath bills. The curment
proposils reguing that privacy Inaminges be conducted for employers: howeyver, grants amd
alber tools would alse help employers soocessfully implomend the necesary changes.,
These wals woukl be expecially helplul for small busmess vwners who may nod have
sophistecabed bechmology or large budpets ol their disposal.

As currently drafied, neither of the bills offers employees a private right of actian
againsl employers who peglipently retain employee data. This is endesiroble bocanse
employvees mus be protected, in the event that overbardened employers ke shori-cuts
that could jeopardize employee data.

The risks of misuse ard dala breach are very real. Every doy new stories sarface
in which hapless peaple are the viclims of identity thefi or security hreaches. These
cvenis are caused by both anauthorized and awthorized vwsers of dambases. For example,
in ¥ an officinl of the Maryland Motor Yehicle Administration was ane of theee
peaple charged with conspiring fo sell wnlowfully produced identification cards.™
Kimilarly, in 2006, & police officer admiited nccessing motor vehicks recards o gather
personal datn an a romantic imferest and coewirkers, ™ Such nbases may increase under o
national emplayment eligibility verification dainbase.

Inl. REAL Iy Regquirements
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As the Swbeommittes iz likely aware, there s growing opposition 1 the
implemeniation of the REAL 1D Act. For example, Nevada recently passed a joant
reselution wrging Congress o repeal the scheme,”" Fourteen other staies have enagied
legislation sgainst it as well, In addition, there are bills in both the House and Senate
secking o repeal the Act”™ Daring the public comment period on REAL 10 drafi rule,
DS received aver | 2000 comments,™

Significantly, it vook the Depammeni of Homeland Security two vears o s the
draft nale, The delay hae mised furber guestions aboat the compeience of the agency 1o
sigccessfilly creare & natienal identification sysiem,

Therefore, W is sarprising that the propesals o establish the Envplayment
Eligibilsty Verification System nssume o functioning, relishle REAL 1D document and
ome propesal sctual would make REAL [D-comgliani ideniity the anly document that
could he used o determine employment eligibility, Identification documents listed under
hedh bills include biometric, machine-readable Socinl Security cands or passports,™ In
mddition, the Senate hilll also includes REAL 1T compliant driver’s Iiu:na:s."' Althagh
REAL IT¥s drflers did mat envision it ns p naticnal identification system, merely to set
federal requirements for driver's licenses, both of the proposed verification systems
wionld obligate individunls to adopd BREAL 10 ns o prereguisite fo employment, In fact,
the Senate bill stipulases that mon-BEAL 11 compliant cards wounld not be accepied afier
2013.% Thus, bath bills would help to creste o nationnl idendification system, and they
wolld mowve driver’s licernses farther frome their original use. There is even o scenario
ureler which the Congress woulkd pass legislation thot woald make employment in this
couniry permissible only upan the preseniatien of a docwment that does not exist.

EPIC has previously explained 21 length that the EEAL 113 plan is fundamentally
prohlematic.” The creation of machine-readahle hiometric Social Security and REAL 1D
cards will allow for grester dotn collection and tracking of individuals. Personal data
wonld be recorded in digiml format in many more encounters, leading 1o greater mumbers
of imformation databases and bess secure personal information. The mest reliable way o
prodect citizens, and reduce the growing problem of identity theft is by minimizing the
collection of data, developing aliernative technologies, amd wilizing new crganizatsaonal
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pmnli:::."Th-r REAL [0 identification method does not meet these siipulatsons. Thos, @
i% an inappropriate requirement of employment verification systems.

But whether or not vou accept our assessment of the REAL 112 plan, the
substamtial cpposition by the siates, the high level of public opposation, as well as the far-
reaching engineering problems sugoest thel emplevment verification based upon the
availability of the REAL 11 cand & o perilous course.

IV, 5854 Responsibilities

A they ore currently drafied, the House and Sensde propesals make extensive use
af 55Ms a5 0 means of identity verification, Bud the nomber and card were never intended
i used be such. The propessd additions i the Socinl Security card will ingrease their
valee to idemiity thieves and make privacy hreaches mare serious when they pocur, The
hills" requiremenis would also deaw Secial Security Adminisgration resources away from
their core mission,

When Congress passed the Privacy Act of 1974, it recognized the undesirahilicy
af nsing 55Ma as universal idemifiers, However, as they ane r.'un:rﬂl:.' drafied, the Houss
and Semate proposals reinforce the wse of S5Ns as idemiification. ™ The verification
aysicm would  regaire the  Social  Secrity admmlslraum i eross-reference s
information with DHS 1o help determine identity,” The House proposal recopnizes than
the SSM should mot be an identifier: i reguires that a disclaimer appear on the Social
Security card stating that it is not 1o be wsed for idemification purposes.”’ Yet thar is
prociscly the practical effect under boah bilis,

Thee proposals would transform the Social Secarity cand amd e lede bomers: and
machine-readabde characierisncs, such & a digival photograph of the cardholder, for
purposes of individual identification™ Mncluding maching-readable featanes o the Social
Security card woald create a diginal secord Gach tme tse card i used, A widely used
maching readable document inereases the risk that the number will be compromased
through sdentiny theft. And tbe bometris data on the cand would make brosches mone
serions lor candhalders when they aoour.

Addimg hese expensive fealures 1o the Social Securily card would alse divert
resources fnom the crigmal purpose of the Socal Secunty Administrbon o adminsier
retiement, disbility amd  ssrvivors'  benefiis. Inoa 2006 hearmg  before  this
Bubeommittee, an Assigtant Deputy Commassioner ol the Social Security Administralsm
testified that issuing Social Securily cands with the new feabares outlined in the House
propasal would cost more than 325 per card, with the cost of replacing cards for all
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holders approaching 59.5 billion.™ Likewise, the safepuards the Social Security
Admimistralson and DHS most develap e ensure the system ruis propercly will be
substantal. The bills meguire admmisicatve, ochnacal and physscal Bavers o profect
retalmed information. This inclodes eneryption, an sppeals process, periedic qysiem
pestimg aid securiy updates ™ These composents add significantly 1o the workload of the
agency, but are absolutely crucial from p privacy stasdpoing i the propesad verification
svatem is o po Forward.

The 55M & ensily wed for fraud not because the card lacks famper-resistant
features, but hecawse the number is used as an idemtifier in =0 many encouniers when it
shauld mat be. A more effective and secure venificotion system might instinse o different
unigue number fiar the limited purpose of employment eligibility. This woald limit the
frequency of 33N disclosure and mimimize the severity of any privacy breaches
mssncialed with the number. This would belp corbs idemisty thelt and avoid placing
imcrcased costs and worklead on the Social Secunty Administmation.

¥. Recommendations

by Chalrman, Members of the Subcosnmitiee, | predien than i these propasals ane
wdogied s currenitly drafbed, there will be unprecedented problems in American labor
markete. Emplovment venfication relies upon the accurney of the underlving data, the
exse with which determinations con he made, the esinblishmem of essential safeguands 1o
ensare that the datn collected is mal subhject 1o misise, and procedural remedies o
puarandee that when problems arise they can be quickly and fairly resolved. There is
wiriually no indication that any of these issues hove been considered.

First, the existing inaccumacies within agency dstabases ought to be comecied
befine establishang the venlcation systems on a nationwide basis. Chberwise there is a
strong Bikelihood that mallivns of ligible workers Baoe a labonous slentily comection
process, This woald lead o bost productivity and uimeaEary eapinse,

Sopond. g5 linle sensitive data shoald be collecied as possible, and then only when
necessary, Kesping huge quantities of persomal informsation in & single govemment
database enhances the appeal of that daabase 1o thase whe will atempt 10 misase 7, And
if that darghpse is compramised in the same way that TSA s emplayment records were,
ke Tt that it cominirs such valaminous and detziled mformotson makes the brench thas
mueh mire serious, Instead, limiting the scope of mformation eollected amd retainsd 1o
decentralized databases would reduce the vulnerabdlity. The same goes Far employers.
Requiring emplovers 1o retain such demiled information for years after hine without
strong  safeguards not only burdens the employers, bat alss vasily increases the
soeplibility of employes information o ks or misuse. Safeguards and privacy

* Fredaick {0, Srockewald, Assitml gty Commm'r, Chsshility & Income: Sec. Frogrems, 5o Soc
Adbrin., Swsemen o @ Hoering or Sacke’ Saowedy Namber Bligh-Rink Leovey Sofre mhe Sabooo, ar S,
e il e M Cowin, on Woes F Meswis, 10th Conge.  Mar, 18, 2R, gieabhailile o

hipwwew ssa porlegiskiliondeslimeny 03] b kml.

S HR, 1645 101000 iamending §2THACc a4 HF I3 § 3080} (amending §285cH 1 DRIk

Huase Ways and Mean k1 EFFC Testimony
Subcommitice on Secial Securily EEWS aml Privacy



89

implications should be established prior w implemsation of the systens,

Third, the House and Senate proposals rely heavily on fechnolegy that has yet 1o
he estzhlished. At this time, no states have adopted the REAL 1D program, and its futuare
is notively cosested at bath the notsonal and state bevel, ! 1y may therefore be impnesdent
1o emact a wides=scale employment verification system based oo a program whose future is
in doabt. The verification system woald be mare effective, and fisture complications maore
wsily anticipated, if the lechnology underpinning the documends was worked out
heforchand.

Fourth, thers must be befler accountabality lor the exirsordinary powers granbed 1o
the Secretary of Homeland Securty, The Secretary should not be given diseretomry
sulbsarity 10 regisice e astablishien of biometne identfication for private eonploymeil
i the Linkted States or fo require the rosine collection of fingerprints in the private
sepior. One the Department’s own adenciflcation sysiems, which inchided contactless
RFID dechnology, wes proved deeply flawed snd subsequendly revised,” Al
determinations af the Secretary regarding employment eligibility shoubd be subject 1o the
full privacy safeguards set aut in the Privecy Act of 1974, inclading the right @ inspect
andl correct dain wpen which an sgency makes a decision, as well as additional safeguards
propased inthe various measures.
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Fifth, further enhancemenis to the Socinl Secarity card that would reduce the sk
af ampering or cosmterfeiting are sersible, hut the provisions 1 incorporate biometnc
datn, to make the eard machine rendable, and to propose that it be wsed more widely 1
determing employment eligihility shoubd be revised, The maching-readable capability
waould also create o tradl of digital records of the card informaation whenever it is wsed,
This would crente mone opportunity for identity thieves to steal the imformation and the
problem would be mare severe when they have done so. Instead, perhaps a numiber other
than the 554, used solely for the purpose of emplovment veri fication, may suffice. This
wauld have the added benefit of avoiding additional cost o the Sccizl Security
Admimistration ard allewing it 1o focus on s orginal mision

Comnclusion

Mr. Chairman, members of the Subcommittee, It is tempting to believe tha
technology amd mew sysbemns o identilicstion can help salve leng-rummimg pedicy
probdems, such as determining eligibility o work in the Uniled States, Bul the reality may
bir sl i syatems ol identilicatson will creste ew prvasy nsks for employees and mew
burders for amplovers, We bave alresdy som bow the expandmg wse of the Socal
Security Mumber coninbuied o the dramatic nengase dn sdentiy theft m the Undied
Sumies. Given the masocurscses thal corrently exist in Basie Pilol, the difTculty that the
Dagpariment of Homeland Security has had managing compurer securiny asd identiflcation
ayesems witlidn fls own agency, and the justfiabbe concemn of thoss corrently employed
ihat they will new be required o undengo mew idenfification reguirements, | woukd
stronply wrge vouw to proeesd coutiously on this proposal. Even a smsll error rate will
imipact the livelihosd of millions of Americans,

Thank you for yoar sttention, | would be pleased o answer your questions

House Ways and Mean 1k EPMIC Testimomy
Suhcommitiee oo Social Security EEYS and Privacy

Chairman MCNULTY. Thank you, Mr. Rotenberg. Thanks to all
of you for your testimony, and for the clarity of your testimony. As
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a matter of fact, I had a number of questions prepared for several
of you, but you answered them quite clearly in your testimony.

I do want to ask Ms. Moran, because we have been discussing
the database discrepancies in the abstract, if you could provide us
with a real-life example of how the problems with the databases af-
fect people.

Ms. MORAN. Sure. We provide technical assistance to a lot of
labor unions and immigrant organizations across the country. In
fact, we just got a technical assistance call last week from a woman
in North Carolina. She is Honduran. She had temporary protected
status. She was work-authorized. She presented her documents.
She worked at a hog plant. When the company put her information
in the system, SSA said the stuff didn’t match.

The long story short is from January to April she went back to
Social Security Administration four times to try to fix the error in
the database. Because it wasn’t fixed, ultimately the company fired
the woman and she was without a job.

So today, she could theoretically go to another company and get
a job, but under this new system, if she were fired, she wouldn’t
be able to go get a new job. Under the proposal that is in the Sen-
ate right now, she wouldn’t be able to get back wages. She wouldn’t
be able to get attorneys fees. She could be out of—a low-income
worker could be out of a job for a number of months.

So, that is just one example of many to show, really, it is pretty
serious, talking about people’s livelihood here.

Chairman MCNULTY. Thank you. We just received information
that there was a cloture vote in the Senate, and it failed 55 to 42.
There is going to be another vote at 5:00, so there is a very real
question about how far this bill is going to go now. If it goes any-
where, we want to be prepared for it.

I will now call on the Ranking Member of the Subcommittee, Mr.
Johnson, to inquire.

Mr. JOHNSON. Thank you, Mr. Chairman. I appreciate that.

I wonder if all of you could comment, maybe. Many have advo-
cated the use of biometric ID as an effective way to confirm a per-
son’s identity. I would like your comments and what you think of
a biometric ID. Is it the right or wrong way to go, and why?

Ms. MORAN. I will refer to the technology people on that.

Ms. MEISINGER. I believe that there is some use of biometric
information. I think it should be voluntary for the employers who
can afford to develop the system and work with the system, but I
think the technology is there. I think biometric information has the
advantage of being carried with a person wherever they go, and
you don’t need a card for it if you can have it locked in with other
identification that may be in the system.

I think there are ways now—and I am not a technologist so I am
going to defer—to build a system where it is not centralized in one
government agency, which I agree, I think, is very troublesome to
many people, the thought that this would all be in some centralized
database.

Right now companies do reference checks on a regular basis.
Data mining takes place. They go out with public data sources—
where people lived, whether their house was on that street, what
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the name on the mortgage was—those sorts of things in terms of
to link the person.

I just think that what we would like to see is some technology
experts coming together, privacy as well as employers and govern-
ment, to sort through what is possible that balances. I don’t think
there is anything that we will ever develop that provides an abso-
lute protection against privacy because you can’t control people’s
behaviors, but I think there are ways to design something that gets
closer to what everybody is trying to get done than what is being
proposed here.

Mr. JOHNSON. Well, I will tell you, when we had the eye scan
out at the airport, which Homeland Security can’t get back in
again, as you know, I used to like to go to the airport because I
would look in that thing and it would say, hello, Mr. Johnson.

Mr. AMADOR. I have to say that from our perspective, as was
just mentioned, it should be voluntary, because the employers are
of different sizes and levels of sophistication. Most employers in the
Urllited States do not have an HR division and an inside legal coun-
sel.

So, what might be easy for one of the over 7 and a half million
employers in the United States, about 2 million of those are basi-
cally self-employed individuals. Those machines are actually right
now, and maybe the technology would improve and it will be cheap-
er, as has happened with computers and others, but right now
those card readers are very expensive for somebody to

Mr. JOHNSON. Well, you are advocating a private enterprise op-
eration versus government, I think, in that instance.

Mr. AMADOR. Correct.

Mr. JOHNSON. Yes. Dr. Neumann?

Mr. NEUMANN. I would like to generalize your question just a
little bit because when you start to talk about biometrics, the ques-
tion is, how are they embedded in the overall system? You have the
problem of nonsecure operating systems and application software,
you have the problem of supposedly smart and secure and tamper-
proof smart cards that aren’t, and then you have the biometrics.

Well, some biometrics are actually potentially pretty good. When
they first put the photo and the face recognition stuff in the Palm
Beach Airport, they could only recognize 40 percent of the people.
We are photographed with perfect lighting, and that system was a
failure. Well, then, we will increment it up a little bit, and we will
get it to 50 and 60 and 70, but most of these systems have the fun-
damental problem. The gummy bear story is one of the examples
of the fingerprint system. There was a demonstration at Asiacrypt
a couple of years ago where somebody had taken essentially an im-
print of a thumb on a gummy bear and was able to get through
all of the fingerprint detection systems that were being dem-
onstrated.

Mr. JOHNSON. Really?

Mr. NEUMANN. The next version of that is you cut off the
thumb, of course, and——

Mr. JOHNSON. Well, according to you, there is not a system
that can be devised that can’t be circumvented.

Mr. NEUMANN. Well, one of my colleagues has in fact essen-
tially broken every smart card. This is Paul Kotcher, who has done
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differential power analysis. Just by determining the power con-
sumption of the crypto chip, he can extract the secret key. There
are some high tech solutions, but I think we are in this escalating
spiral, where we continually believe that if we throw more tech-
nology at it, it will solve the problem. Then there turns out to be
an utterly trivial countermeasure that completely defeats it.

In many cases, it is, for example, that a cryptography key is
stored in memory or a password is pasted up on a Post-It. So, in
many cases, it is a very simple attack. Here you have built this
very complex system, and discovered that there is some utterly
trivial way of breaking it.

Mr;) JOHNSON. Thank you. Mr. Rotenberg, do you have a com-
ment?

Mr. ROTENBERG. Yes. I was just going to say briefly that one
of the obvious problems with the biometric identifiers is that when
they are compromised, you have a real problem. You can change
a credit card number or a bank account number, but it is not so
easy to change the digital representation of your fingerprint or
your eye scan.

It was interesting to us also because we have been studying the
identity systems that the Department of Homeland Security has
been pursuing. One of the identity systems that they developed, the
digital access card, the DAC, was originally designed with only a
biometric identifier. They decided that was actually a too-risky ap-
proach for Federal employees, so they have included a PIN number
as a backup to the biometric. I think it is a recognition on their
part that there are going to be problems with biometrics.

Mr. JOHNSON. Thank you. Thank you, Mr. Chairman.

Chairman MCNULTY. Thank you.

Mr. Brady may inquire.

Mr. BRADY. Thank you, Mr. Chairman. Thanks for holding this
hearing. I think this is one of the most overlooked issues in the
Senate debate right now, and may be an area where this Com-
mittee can play a big role in this whole debate.

Listening to the panel, the second panel, I think they have ex-
posed two myths in this discussion. The first is that any Federal
agency will be ready in 18 months to reliably and accurately verify
employment and identification. It is not a criticism of the agencies.
The task is simply overwhelming. The data that is currently avail-
able is unreliable. The pilot programs we have had in place have
too many question marks. It is like we are trying to stand an ele-
phant on a toothpick and hoping it will hold. It likely won’t, and
we know it in advance.

The second myth is that any single document, including a na-
tional ID card, is necessary or in fact desirable in this. I am not
in the black helicopter caucus, but the truth is I think using mul-
tiple documents tailored more—the truth of the matter is some
workers will be very easily verifiable. Others will be very difficult.
We ought to have a system that is flexible enough to deal with
that, and it seems this Committee Chairman ought to be exploring
some innovative partnership between government and the cutting-
edge private companies that are today verifying ID instanta-
neously, both for companies and for the government itself; find a
way where it is more decentralized so you don’t have a single, as
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Dr. Neumann said, hacker, cracker, or terrorist, I think was the
phrase, able to break it. We have examples today.

Two questions. Mr. Amador, GAO says the cost of a completely
verifiable system will be about $11.7 billion a year, much of it
borne by employers and workers. Can you talk a little about that?

Ms. Meisinger, Mr. Ryan wanted to ask about the background
gheck?s that help confirm identity. From what databases do they

raw?

So, Mr. Amador.

Mr. AMADOR. Yes. Last year—actually, in 2005, GAO testified
and they said it would be that much. I since have called them, and
I was trying to find out, well, how do you split it up? They didn’t
have a rigid split, but what they said, that would be the cost be-
cause you will be adding 96 percent of employers to a system. You
have to find out a way of also making it telephonic.

So, they said that in addition to considering the fact that you
have to hire more verifiers, modernize the system, and purchase
and monitoring additional equipment, employers would also need
to train employees to comply with the new law requirements and
devote a great deal of human resources staff to verifying and re-
verifying the workforce.

Currently, under the I-9 system, the estimate is that we spend
about 12 million working hours verifying the 50 to 60 million of in-
dividuals that are hired, either—some people are hired more than
once in a year. Some people have more than one job, but somebody
is doing the hiring.

There is also the cost of keeping these documents, filing. The re-
quirements in the Senate right now, which we know are too many,
too much, are requiring that you keep these documents for like 7
years. We think that is obviously too long, especially when you
have a turnover rate that is very high.

Resolving data errors is going to be a new additional cost that
is going to be more complicated and expensive than it is under the
current system. A new issue is going to be dealing with wrongful
denial of eligibility when you get a tentative nonconfirmation.

What they are looking at is the employer is going to have to start
making calls because of course you cannot fire the individual until
you go through the entire process. In the Senate version, the short-
est period that it could take is 152 days. So, you have an employer
dealing with days and an employee that is going to have to be tak-
ing time off from work to go in person to an SSA office to try to
resolve all these things.

So, when they put all of these things together, they are just not
looking at how much the one inquiry costs. They are saying, well,
how did the entire thing cost? How much was spent in hours from
the employer’s perspective and from the employee perspective in
addition to the government’s perspective? And that is when, again,
they were using that number when they were trying to ask for
]ronore funding. I notice that now they are trying to use lower num-

ers.

It is also important to mention that I think the number is based
on the study that came in 2002, the Westat study that everybody—
the independent study that has been mentioned before. There is a
new study. Tyler mentioned it. The Chamber has been trying to get
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a copy of it. DHS has it, and we would like to have your help in
trying to find out if they maybe broke down this number, and some
other information in it.

Mr. BRADY. Thank you.

Ms. Meisinger, I am not suggesting background checks on every-
one. The point is, oftentimes using multiple sources you can verify
quicker and more accurately.

Ms. MEISINGER. I think if you think of some times when you’ve
gone online and people ask you for background questions that you
might answer—mother’s maiden name, street that you lived in
when you were young—those sorts of things are really embedded
in databases that exist in a public format.

I think that would be the recommendation, that it would be pub-
lic formats, public databases. Criminal records are one that ref-
erence checkers always go into and look at. Depending on the level
of depth that you are going through, you will go to the FBI. Some-
times it will just be local. It depends on the job.

There are state laws now that require this sort of in-depth back-
ground check for certain types of jobs. If it is somebody working
with children, frequently they will have a much more in-depth
background check to try and make sure they know everything they
can know about that person, including that the person 1s who they
say they are.

Mr. BRADY. So, you use different sources for different types of
jobs and different needs.

Ms. MEISINGER. Different sources. Right.

Mr. BRADY. Which I think it would be difficult to accomplish by
people in the single agency or double agency.

Ms. MEISINGER. Well, and I think right now you have got cred-
it companies, check companies that track people’s credit history.
There is a competitive market to try and make sure that you are
the most accurate, the most reliable, respond the quickest to the
customers. I think you want to build that same sort of environ-
ment.

Mr. BRADY. Right. Thank you.

Thank you, Mr. Chairman.

Chairman MCNULTY. Thank you very much. On behalf of Mr.
Johnson, Mr. Brady, and all the Members of the Committee, we
want to thank each of you for your expert testimony. It has been
extremely helpful.

We would ask that as the process moves forward, we may keep
in contact with you for your response to questions by our Members
and our staff outside of the formal setting of a hearing, so that we
are able to contact you on a more immediate basis.

I would just like to say for myself that as I have looked at the
Social Security agency and the many challenges that it faces, we
have been tremendously distressed with the lack of progress on the
issue of the disability backlog, which we have been trying to work
on for a long time now.

I think it is an unmitigated disaster and I don’t want to see it
compounded by another disaster. If you can help us in that regard,
we are deeply grateful.

This Committee hearing is adjourned.

[Whereupon, at 12:17 p.m., the hearing was adjourned.]



96

[Submission for the Record follows:]

On behalf of the 11,000 front-line Border Patrol employees that it represents, the
National Border Patrol Council thanks the Subcommittee for holding a hearing to
examine various methods of verifying the employment eligibility of workers in the
United States. There is now near-universal agreement with the 1994 finding of the
U.S. Commission on Immigration Reform that “reducing the employment magnet is
the linchpin of a comprehensive strategy to reduce illegal immigration.” There is no
consensus, however, regarding the best method for accomplishing that goal. The Im-
migration Reform and Control Act of 1986 made it a crime to hire illegal aliens, but
failed to provide employers with a simple and effective means of verifying the au-
thenticity of the numerous documents that were permitted to be used to prove eligi-
bility to work in this country. Thus, it is nearly impossible to establish that an em-
ployer “knowingly” hires illegal aliens, rendering the current law largely unenforce-
able and meaningless.

The Illegal Immigration and Immigrant Responsibility Act of 1996 required the
Attorney General to conduct three pilot programs of employment eligibility con-
firmation: the basic pilot program, the citizen attestation pilot program, and the ma-
chine-readable-document pilot program. Of these, the basic pilot program, now
known as the Employment Eligibility Verification System, has emerged as the most
widely-utilized system. Although it is relatively inexpensive and easy to use, it is
also extremely susceptible to identity fraud, wherein legitimate information is used
by imposters. This was highlighted by the recent Bureau of Immigration and Cus-
toms Enforcement raids against several Swift & Company plants, in which nearly
thirteen hundred people who were cleared to legally work under the provisions of
the Employment Eligibility Verification System were arrested for being in the coun-
try in violation of our immigration laws. Although the current amount of fraud
under that system is relatively low, that is due to the fact that only a very small
percentage of companies are participating in the program, and most illegal aliens
opt to seek employment in companies that do not use it. If its use became manda-
tory, however, the amount of fraud would undoubtedly increase exponentially. The
Federal Trade Commission estimates that about ten million Americans are victim-
ized by identity theft annually. With such a large universe of compromised identi-
ties to draw from, criminals would have no problem supplying illegal aliens with
new identities to circumvent the system. Moreover, the information contained in the
Social Security Administration’s databases contains a number of inaccuracies, espe-
cially concerning citizenship. In fact, a recent study by the Office of Inspector Gen-
eral of the Social Security Administration found that at least 100,000 non-citizens
are provided with bona fide Social Security numbers every year based on invalid im-
migration documents. That report also acknowledged that the agency has no way
of 1knlowing how many Social Security numbers have been improperly issued to ille-
gal aliens.

The other two employment eligibility confirmation pilot programs suffered from
similar shortcomings. The citizen attestation pilot program was limited to non-citi-
zens, and was not designed to verify the validity of claims of citizenship, but only
identity. Thus, this program was by far the most vulnerable to fraud, as well as the
least useful of the experimental programs. The machine-readable-document pilot
program relied upon State-issued identity documents that met specified criteria, and
matched that to the information contained in Social Security Administration and
Immigration and Naturalization Service databases. Because only one State’s driver’s
licenses met the specified criteria at that time, this test was quite limited in scope.
Moreover, its reliability was diminished by its reliance upon the aforementioned in-
complete and inaccurate databases.

The National Border Patrol Council believes that it would be unwise to expand
any of these experimental systems, but rather recommends that the lessons learned
from them be used to construct a workable and effective system.

Such a system must utilize a single, counterfeit-proof, machine-readable document
that contains a recent digital photograph, as well as embedded biometric informa-
tion. Since every authorized worker in this country is issued a Social Security num-
ber, the logical choice for this document is the Social Security card. Instead of rely-
ing upon information contained in one or more incomplete or inaccurate databases
to check for employment eligibility every time a person applies for a job, the system
should verify that information conclusively prior to issuing the new secure docu-
ment. Then, when an applicant presents the employment eligibility document to a
prospective employer, the only check that would need to be made is a determination
of whether or not the document is genuine, and that could easily be accomplished
through means of an electronic reader. At the same time, this process would provide
the Department of Homeland Security with a record of all employment inquiries,
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which would facilitate its worksite enforcement efforts. It would be a simple matter
for investigators to spot-check for compliance by matching employment inquiries
with payroll and income tax withholding records.

H.R. 98, the “Illegal Immigration Enforcement and Social Security Protection Act
of 2007,” would mandate the establishment of such a system, and would also pro-
vide the enforcement mechanism and resources to ensure compliance therewith.
This would effectively eliminate the employment magnet, allowing the Border Patrol
and other law enforcement agencies to concentrate their scarce resources on stop-
ping terrorists and other criminals from entering the United States. Such a system
would have the added benefit of greatly reducing the amount of identity theft in-
volving Social Security numbers.

The consequences of inaction and/or delay are dire. Open borders are an open in-
vitation to further terrorist attacks. These measures need to be enacted swiftly in
order to safeguard our Nation.

O



